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Introduction to iControl

iControl is a high-level Element and Network Management System for television service
providers, content originators and broadcasters, used to perform wide-ranging video and
audio signal, device and facility monitoring and control over a TCP/IP network.

Summary
(@ = a7 =3P 1
HOW ICONEOIWOIKS ... e e e et eans 6
iControl Integration with Other Grass Valley Products ..................cccovuain.. 18
What's New in Version 7.30 .......o.eueiueeie ettt ie e ieeinenaenns 22
Overview

Grass Valley’s f is a coordinated suite of software applications and hardware designed for the
interactive control and monitoring of distributed broadcasting networks.

iControl allows operators to control and monitor the status of Grass Valley and third-party
video and audio modules (converters, distribution amplifiers, probes, etc.), routing switchers,
and other network equipment, all from any convenient point with IP access.

Features of the iControl system include:

+ Fully integrated desktop: iControl brings together equipment, signal and facility
monitoring and control for highly efficient operations.

- Visual customization: Highly customized graphical representations of one or more
facilities can be created to offer a highly intuitive control environment.

+ Third party application control: Multiple third party applications can be hosted in the
iControl interface, and these can be selected manually or presented automatically for
effective device control.

+  SNMP support: iControl combines IP monitoring with SNMP to allow the collection of
third party equipment status and offer multi-vendor interoperability.

+ Media streaming: High quality streaming provides effective visual monitoring feedback.

+ Modularity & scalability: iControl is fully scalable and can be used to control just part of a
television system or for complete management of multiple sites.

- Automated responses: A scripted macros feature can provide automated reactions to
alarm conditions and guide operators through complex diagnostics.

iControl represents video networks with rich, interactive graphics that are immediately
understandable and easy to operate. The system is geared towards simplifying operations so
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that a single user can control more channels, or a broader range of monitoring and control
tasks.

With iControl, customized views of a network can be created, complete with full motion, high
quality streaming video and audio. The highly graphical nature of iControl allows operators to
quickly identify and respond to alarm conditions, thereby reducing Mean Time to Repair
(MTTR).

iControl leverages industry-standard SNMP protocols and integrates other third party control
applications to provide a complete facility monitoring environment.

Third-Party
. | iControl icontrol leid SMNMP
iContro Navigator Wweb Kaleido Managers and
Router

Clients

RCP-100

Application Server (1:N) [

P

— =5 g Enabled

Imaging ——— = | F-:j‘ Devices
Converters e |
and Proc-Amps Grass VPIJey Baseband —
Densité Grass Valley Grass Valley Grass Valley Video and ASI
_ DaAs, Allegro Compressed Oxtel Routing
interfaces, Streaming Domain Probe Imagestore Switchers
Menitoring Encoder Branding Third-
Probes Processar Party

Devices

Multi-Channel Monitoring and Control

iControl is currently used by cable, satellite and IPTV channel distributors for the monitoring
and control of hundreds of channels. iControl contributes to the reduction of MTTR, and gives
operators the ability to monitor signal performance throughout even the most complex
distribution and processing networks. iControl allows “monitoring by exception’, to help
operators better handle large channel counts.

Multi-Site Monitoring and Control

iControl is currently used by broadcasters and networks with facilities and signals distributed
in multiple cities and across multiple time zones.With its TCP/IP-based architecture, iControl
provides flexibility in gathering data from remote signals and systems, and performing remote
control of network devices.
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Incoming Feed Quality Control

iControl is currently used by broadcasters and channel distributors for quality control of
incoming feeds.SInce it supports streaming media, iControl provides the ability to provide
image-based recognition of incoming video feeds, and the ability to control associated video
processors and routing switcher assignments.

Router Control

iControl is currently used by broadcasters and multi-channel distributors to control local and
remote routing switchers, from multiple manufacturers.

See also
For more information about:

« Setting up iControl Router, see the iControl Router Quick Start Guide.
« Operating iControl Router, see the iControl Router User Guide.

Video Element Management

iControl is currently used by broadcasters and television service providers for the monitoring
and control of dozens of third-party devices. iControl can be used in NOCs (Network Operation
Centers), master control rooms and playout centers to interface to a multitude of systems,
performing a wide range of functions.With its ability to measure the health and performance
of various devices in the signal chain or within the underlying infrastructure, iControl can be
configured to perform failover management of signals and systems.

Monitoring and Control of Grass Valley Devices and Systems
iControl provides control and monitoring of:
+ Densité-series and Imaging-series interface cards
+ Imagestore channel branding processors
- EdgeVision streaming encoder/servers

+ Kaleido-K2, Kaleido-Alto, Kaleido Quad, and Kaleido-X multi-image display processors

Features and Benefits

Rich monitoring, including streaming video

- iControl provides the essentials of television: images and sounds to provide operators
quick and accurate access to all signals in the network.

« iControl provides visual and audible monitoring of signals via a standard TCP/IP network:
. displays high frame rate video as well as low frame rate video thumbnails
+ accesses audio streams and displays audio levels

+ Local signals can be incorporated directly into iC Web pages as high-resolution, high
quality images
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« Remote signals can be accessed via quality streams generated by the EdgeVision device, as
either single images of multi-image mosaic from the outputs of the Kaleido multi-image
display processors.

End-to-end facility monitoring

+ iControl provides end-to-end facility monitoring by performing signal quality and device
health monitoring across all essential formats: audio, video and ancillary data in RF,
baseband, analog, SD, HD, ASl and IP.

« All the diverse elements involved in playout can be controlled from a single, integrated
GUI and just one keyboard and mouse.

+ The highly graphical views, with full motion and high quality streaming video, allow
operators to quickly identify and respond to alarm conditions, and thereby reduce the
Mean Time to Repair (MTTR).

« iControl helps correlate alarms and data from multiple sources and devices by dynamically
displaying only the elements associated to a particular service or location, whether
upstream or downstream. This can greatly help operators in assessing fault conditions and
their consequences.

Extensive third-party device control and monitoring by SNMP and embedded
applications

« A high level of device control and monitoring for a wide range of devices and
manufacturers is available with iControl, covering all essential television distribution and
broadcast applications

+ Interfacing to third-party devices is achieved by combining industry standard SNMP
control protocols with feedback from full motion and high quality streaming video.

+ iControl can also control third party devices using embedded control applications, and
these can be automatically presented to the operator by device alarms to speed response
times.

Operational Overview

The diagram below shows the relationship between the elements of an iControl system, and
how they work together to provide real time monitoring of a signal path.
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User Interface

Once the iControl system is up and running, monitoring data and live audio/video streams are
automatically presented to operators via custom Web pages. Operators have access to current
and historical information on every device and signal being monitored.

[T

'ﬂ -
.lé g ml'%r‘ ! s"ﬁ‘
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Example of a customized iControl User Interface
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Example of a customized iControl User Interface

How iControl Works

The central element of any iControl system is the iControl Application Server. The Application
Server is a compact, 1 RU server that interfaces to video, audio and other hardware through a
variety of configurable ports (RS-232, RS-422, Ethernet), and connects to a local LAN over
TCP/IP.

iControl runs in a distributed network environment. Devices to be monitored or controlled are
either directly connected to the iControl Application Server, or accessible over a

TCP/IP connection. Each iControl Application Server runs several device control services, as
well as a lookup service.

Multiple Application Servers can coexist on a network, allowing large-scale distributed
systems to be defined and controlled. Using a Web browser, multiple users can connect to any
Application Server from any convenient desktop or portable computer.

On your client PC, you may launch any of the iControl components from a single user interface
called the iControl Launch Pad. The iControl Launch Pad may be downloaded to your
client PC from your Application Server.
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H icontrol 7.30

Select your iControl server: (10.37.94.45

N R

iControl 7.30 server online.

iControl Launch Pad

Components of iControl
iControl consists of a set of software components, the principal ones being:

+ iCNavigator (see iC Navigator, on page 8)
+ iCRouter (see iC Router, on page 10)

-+ iCCreator (see iC Creator, on page 11)

+ iCWeb (see iC Web, on page 12)

Each of these core components can be started from iControl Launch Pad, which is a client-
side application downloadable from iControl’s Startup page.

There are three other core iControl components, important for system administration, and the
smooth, integrated operation of iControl as a whole. You can link to pages dedicated to their
functions from the Startup page. These other components are:

+ iControl admin (see iControl admin Page, on page 12)
+ License management (see License Management, on page 81)

+ Reports (see iControl Reports, on page 126)

ICONTROL

”

iControl’s Startup Page
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iC Navigator

iC Navigator

iC Navigator is used to view, control and monitor Grass Valley and associated third-party
devices. This application provides users with direct access to the control windows of all
devices on an iControl network. Users can easily configure parameters, monitor functionality,
pinpoint problems, and track errors. It supports administrative tasks such as status reporting
and event logging.

iC Navigator presents devices and services in a hierarchical view. The tree-like structure lists all
recognized devices and services along with descriptions, including name, type, associated
comments, configuration status, frame and slot number.
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iC Navigator

iC Navigator lets users display device-specific control windows. Icons at the top of the control
window provide a quick status indicator of key parameters. Color-coding enables operators
working locally or remotely to quickly identify the operating status of a device or service. From
iC Navigator, they can also display a configuration log panel for each device or service, which
highlights error conditions.
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iC Navigator also provides access to a Log Viewer (via the General Status Manager (GSM)—see
below), which displays up to 100,000 of the most recent messages.

Note: Displaying more than 10,000 messages in the Log Viewer may require system
adjustments to maintain acceptable performance levels.

iC Navigator leverages industry standard SNMP protocols, and can fully integrate third party
control applications to create a complete facility-monitoring environment. With automated
reactions to failures, and guided operator responses, the system can deliver dramatically
reduced down times.

iC Navigator Views

Sorting allows you to determine the way in which devices will be arranged for display in
iC Navigator. Three views are available:

- Logical View arranges the devices in groups created by the user. Devices are sorted into
groups, and within each group, arranged in alphabetical order. Ungrouped devices are
displayed at the end of the list. Empty slots are not shown (unless they are in the Reference
Config).

Note: The grouping is done on the Application Server, and therefore, changes
apply for all users.

+ Physical View arranges the devices relative to their physical connections and network
location. All frame slots are shown, even if they are empty. This is done automatically by
the system. Devices are sorted by:

« the IP address of the iControl server,
+ then the serial communication port of the server where the (Imaging) frame is
connected,
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OR,
. the IP address of the Densité communicator,
« then the frame itself.

Once the frame folder is open, you can see the device by the slot when applicable.

Note: Physical View may only be applied to devices in frames.

+ Flat View shows all devices in alphabetical order without any grouping.

With Logical View and Physical View, you can open and close folders in the list to display any
level of the hierarchy.

General Status Manager (GSM)

iC Navigator is also the front end for—and depends largely upon—an iControl service called
the General Status Manager (GSM). At least one GSM is always running on an Application
Server on a given network’. It acts as a central clearing station for device discovery and alarm

status.
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All iControl alarm notifications are managed through a central GSM. Alarm notifications from
multiple distributed GSMs are managed by the multi-GSM Manager, which computes the
virtual alarm, gets its status and dispatches the alarm status to the client.

iC Router

iC Router provides advanced router control and status monitoring via a flexible graphical user
interface. With protocol and driver support for many router models, iC Router can be
configured to manage multiple routers from multiple vendors from a single user interface.

1. To be more specific, on each subnet in a network being monitored by iControl there must be at least one
Application Server with an active GSM.
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iControl Router Manager Configurator

iC Router works over regular IP networks, so that multiple users can monitor and control
several routers, even from remote locations. Users can create virtual routing environments
where physical router resources are deployed and controlled by software in customized
configurations optimized for operational needs.

iC Creator

iC Creator is the application used to create iC Web sites. The pages of these Web sites provide
a user-friendly interface for operators to control and monitor devices connected throughout
the iControl environment. With iC Creator, users can build multiple representations of their
networks and facilities using a simple drag-and-drop drawing editor. Objects that you create
in iC Creator can be saved as widgets, and then re-used on other pages.

[B Grass Valley iControl Web Creator-httpy//10.6.6. itoring.0.5.8; = [ E ]
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iC Creator is used to build monitoring and control Web sites
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iC Web
iC Web is a custom Web browser used to access iC Web sites hosted on an Application Server.
It is sometimes referred to as the runtime mode of iC Creator.
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iC Web site viewed using iC Web

iControl admin Page

The iControl admin page is a sub-area of the iControl main site, and is devoted to
administrative configuration. This page contains links to most of the functionality that you will
use to administer iControl on a regular basis. Everything accessible within the iControl admin
page is password-protected. The table below describes the tools available from this page.
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iControl services
Services management
Lookup locations

System settings
Network interfaces
Date and time
Remote storage

Redundancy configuration

Technical support
Contacts and snapshots
Custom commands
System statistics

Maintenance

Upgrade/Downgrade and Backup

Sites Management
Component upgrade

iControl admin page (see table, below, for descriptions)

iControl admin tools

iControl Web
System Properties
Search and replace

Security
Access control

Other
Reboot and shutdo
Darwin streaming server

System info

Category

Tool name

Tool description

iControl Services

iControl services

iControl Services
Management

Used to start, stop and display the status of iControl
services (e.g., GSM, Router Manager Service, RMI
Daemon). Also used to load balance Densité Managers,
configure serial ports, to start/stop lookup services, and
to view a system profile of the Application Server.

Lookup Locations

iControl uses a lookup service to get information about
remote programs or machines, and uses that
information to establish communications. In this way,
cards, frames and other devices make their presence
known on an iControl network, and participate in
monitoring and control operations.

System Settings

@ System settings

Network
Interfaces

This page has links to other pages that allow you to
configure an Application Server for network
operations.

Date and Time

Used to set the system’s date and time, time zone, and
either enable or disable NTP synchronization.

Remote Storage

Redundancy
Configuration

Used to set up N+1 redundancy configurations for
Application Servers.
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iControl admin tools(Continued)

Category

Tool name

Tool description

iControl Web

@ iControl Web

System Properties

Search and
Replace

Used to change (search and replace) a specific attribute
in multiple iControlWeb (iC Web) pages on an
Application Server.

Technical Support

Technical support

Contacts and

Contact information (by region) for Grass Valley

Snapshot Technical Support and a utility application to create a
system snapshot if one is required by Technical
Support.

Custom Behaves as front end to the execution of a collection of

Commands custom scripts, and is primarily used for

troubleshooting problems on an Application Server.

System Statistics

Provides links to statistics and graphs that can be used
to monitor and troubleshoot the performance of an
Application Server.

Maintenance

Maintenance
Upgrade/Downgrade and Backup

Sites Management
Component upgrade

iControl
installation and

Used to install iControl software, back up data and
configuration files, and restore iControl configuration

backup data from a backup file.

Sites Used to upload and download channel spreadsheets
Management to/from the Application Server.

Component Used to upgrade iControl components, as well as to roll
Upgrade back iC Web sites and SNMP Drivers.

Security

Security

Access Control

Used to enable security, LDAP services, and Active
Directory single sign-on. Also used to perform basic
user management, to consult access-control related
logs, and to allow or deny root user login over SSH.

Reboot and
Shutdown

Used to reboot or shut down an Application Server.

Darwin Streaming
Server

Allows an Application Server to provide real-time
streaming of video thumbnails. This page is primarily
used to start or stop the Darwin Server.

System info

System info

Indicates the Application Server’s current operating
system.

Reboot and Shutdown

This page is used to reboot or shut down an Application Server.
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Shutdown

Custom Commands

This page acts as front end to the execution of a collection of custom scripts, and is primarily
used for troubleshooting problems on an Application Server.

Command

Darwin Streaming Server
The Darwin Streaming Server allows an Application Server to provide real-time streaming of
video thumbnails. This page is primarily used to start or stop the Darwin Server.

15
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Server is running

System Statistics

This page provides links to statistics and graphs that can be used to monitor and troubleshoot
the performance of an Application Server.
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iControl Services
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iControl Services are software components that support (or make additional functionality
available to) iControl. These services are described in the table below:
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iControl services
Service Description
Imaging Communicators Software components used to configure and control Grass Valley Imaging-series frames
Densité Communicators Software components used to configure and control Grass Valley Densité frames
Kaleido/Oxtel Communicators Software components used to configure and control Grass Valley Kaleido and Oxtel
devices

Gateway Software component that enables third party applications to monitor and control Grass

Valley devices. It is also used to connect an RCP-100 or RCP-200 Remote Control Panel
to iControl and to provide line selection from the iC Web player Densité-series cards
scope option

GSM (General Status Manager) Software component used for central management of all alarm conditions and error
logging
Virtual Service Managers Software components used for configuring and controlling Grass Valley proc amp

devices and composite panels

Router Manager Software component used for configuring and controlling routing switchers

In addition, services providing interfaces to third party devices are available as options. These
services include VTR and IRD (Integrated Receiver Decoder) devices.

SNMP (Simple Network Management Protocol) has emerged as an important standard in the
broadcast industry, allowing broadcasters to monitor the equipment from multiple vendors
using a single, IP-based protocol. iControl provides SNMP support in two distinct and
important ways.

iControl acts as an SNMP manager by reading the status of third party devices that support
SNMP and have published their SNMP MIB (Management Information Base). It augments the
status information using streaming video, audio and scope telemetry data gathered using
Densité Series cards and the Allégro Streaming Encoder/Server.

In those cases where a third party SNMP management application is deployed, iControl acts as
an SNMP agent reporting errors and status to the SNMP manager using the SNMP protocol
and its own SNMP MIB.

For devices that do not provide IP connectivity, the iControl Application Server acts as an
SNMP translator and provides SNMP Agent functionality. The Application Server receives
status information from the devices using their existing protocols, and will issue SNMP TRAPS
and respond to SNMP GET messages on behalf of the devices below it. The Application Server
further enhances SNMP Agent capability by allowing users to create virtual alarms, which can
be enabled or disabled according to a schedule, or slaved to an automation system.

17
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Third Party
SNMP Managers

Direct SNMP
over Ethernet

Densité EdgeVision and other

Grass Valley products not
Kaleido-X supporting SNMP

Note: Grass Valley devices that provide IP connectivity at the frame—such as
Densité and Kaleido—offer direct SNMP support, allowing third party SNMP
Manager applications to get status information using an SNMP GET command.

iControl Integration with Other Grass Valley Products

Grass Valley products are, naturally, tightly integrated with iControl, and are often found in
networks where iControl has been installed. Some of the more popular Grass Valley products
are described below.

Control Windows and Device Parameters

To control device parameters, double-click the device in the navigation pane to display the
control window for that device. Or right-click the device and select Show Control window
from the pop-up menu.

The device name is listed along the top of each control window along with the “status icon” for
the device. Icons in the upper left corner of the control window (again depending on the
device type) provide a quick status indicator of key parameters such as the Operational or Test
Mode, Input Status, or Reference Status. This is called the “status dashboard”.

On each control window, there are different selector tabs that correspond to different groups
of parameters for each device. When working with control windows, you begin by selecting
the tab to display the parameters for a particular group (see Control window parameters,

on page 19).

Note: Ifyou try to display the control window for a device and you get the message
Control window Not Available, this means that this device type has not been
implemented as a controllable device by iControl. Therefore, you can only see the
status of this device but cannot configure any control parameters.

When one or more Control windows are open, the View menu item Close All Control
windows becomes available, and the menu lists the device names of open control windows
for selection.

18
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Each device in the system is controlled via a control window. The control window is an
operational window for the selected device, which you display to control the device.
Parameters vary according to the type of device, although the Info parameters are common to
all devices.

To access the control window for a device, double-click the device in the iC Navigator display,
or right click and select Show Control window from the pop-up menu.

Control window parameters
Control windows are specific to the device type. Following are examples of control window
selector tabs and their associated parameters:

Selector tab Sample parameters

Config Audio destination, Audio source, Audio Delay, No signal delay, Signal standards detection, No signal
delay, Scan, VB, Video.

Info Comments, Device Type, Label, Long ID, Manufacturer, Remote system administration, Service Version,
Short Label, Source ID, Vendor.

Video Player, Thumbnail streaming, Streaming priority control, Waveform monitor and vector scope.
Timing Horizontal fine, Horizontal position, Horizontal Timing, Vertical Timing, Fine Timing Adjustments
Meta Aspect ratio, Copy control information, Source.

With some devices, the control window includes the button Load Factory which resets the
parameters on the window group to their original factory values.

Info Control Panels

Densité

Info control panels display parameters for individual devices, and is available for all device
types. The Info control panel includes device identification information such as the label, short
label, type, comments, source ID, config status, frame, and slot. You can display the Info
control panel from the device control window, or you can right-click the device in

iC Navigator and select Show info control panel.

From the info control panel, you can change the name of the selected device, as well as, type
comments. By default, the device name takes the type identification; however, you will find it
helpful to rename devices using user-specific names. Once you change the device name in the
control window, the name of the item is also changed in the iC Navigator display, making it
easier to locate.

From the info control panel, you can also register the service to a remote Application Server
using Remote system administration.

Grass Valley’s Densité-series products are rack-mountable frames that house a variety of
compact cards used for infrastructure interfacing and distribution. Operators can see the
signals they are controlling using advanced visual monitoring over IP features integrated in the
processing modules. Feedback in the form of integrated streaming thumbnails and
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waveform/vectorscopes provides much easier and highly cost effective control and
monitoring of signals.

Remote control options for the Densité series include a traditional remote control panel
(RCP-100, RCP-200), and a stand-alone PC-based control application called iControl Solo. More
advanced control over IP is provided by iC Web.

The full range of video and audio signal parameters and alarms provided by Densité probes
can be extracted and displayed using alarm panels in iC Web. With iControl’s advanced alarm
management, operators can choose to display specific device alarms. Alternatively, users can
build their own alarms by choosing from an endless combination of signal and device
conditions and external triggers. Users can choose to be alerted only on specific criteria.

Imaging Series (Symphonie & Quartet)

Kaleido

20

Grass Valley's Imaging-series products are rack-mountable frames that house a variety of full-
size cards used for a wide range of interfacing and distribution functions. Two frames are
available: the Symphonie, which can accommodate up to 16 cards, and the Quartet, which
holds four cards.

Notable among the many Imaging cards available is the XVP family, which offers advanced
processing and noise reduction for incoming SD and HD feeds. A single XVP card offers up,
down, and cross conversion plus frame synchronization and 16 channel audio processing.

The Imaging Series combines rich processing functionality with high image quality, along
with several remote control options.

Grass Valley's Kaleido product line provides multi-image processing and router functionality in
a single, expandable chassis. Fully integrated with iControl, they are ideal for advanced
monitoring applications, such as multi-channel playout centers.

+ The Kaleido-X (7RU) is a multi-room, multi-image processor and router. Each chassis can
display 96 HD, SD or analog inputs any number of times, in any size, across 8 displays of
any resolution and orientation. As a router, it offers switching of 96 unprocessed inputs
to 48 HD/SD outputs for feeding monitors, test equipment and master control or
production switchers.
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« The Kaleido-X (4RU) is a multi-room, multi-image processor. Each chassis can
display 32 HD, SD or analog inputs any number of times, in any size, across 4 displays of
any resolution and orientation.

« The Kaleido-X16 is a 1RU, multi-image display processor. Each chassis can display up to 16
auto-sensing HD, SD, or Analog inputs that can be displayed across two high resolution
outputs at multiple sizes.

+ The Kaleido-K2 is a 32-input advanced, modular multi-image display processor. Fully
integrated with Grass Valley’s master control switching and infrastructure monitoring
systems, it is designed to simplify HD/SD broadcast monitoring requirements.

+ The Kaleido-Alto-HD is a 10-input multi-image display processor. It features auto-sensing
HD SDI, SDI, and analog composite video inputs, and a high-quality DVI output with up to
1920 x 1080 or 1600 x 1200 pixels.

+ The Kaleido-Quad-HD is a high-quality quad-split multi-image display processor designed
for monitoring applications demanding fewer inputs. It features 4 auto-sensing HD SDI,
SDI, and analog composite video inputs, and a high-quality DVI output with up to
1920 x 1080 or 1600 x 1200 pixels.

+ The Kaleido-Quad-Dual combines two independent, high-quality quad-split multi-image
display processors in a single TRU frame for optimal space efficiency. The processor
has 2 x 4 auto-sensing HD-SDI/SDI/ Analog Composite video inputs, and 2 high-quality DVI
outputs with up to 1920 x 1080 or 1600 x 1200 pixels.

Imagestore

Allégro

Grass Valley’s Imagestore devices deliver high performance, HD/SD master control switching
with HD/SD branding graphics capabilities, along with 5.1 audio mixing and storage. They
offer video and multi-channel audio mixing plus audio playout. High impact channel
branding and promotional graphics can be inserted by multiple independent keying layers.
Each Imagestore processor features independent HD/SD preview, clean-feed and auxiliary
outputs. The Imagestore series supports serial or Ethernet automation via a single interface.
Integration with iControl is achieved using the widely supported Oxtel protocol.

Grass Valley's Allégro is a 1 RU streaming encoder/server that allows real-time confidence
monitoring of remote signals. It combines encoder and server functions to enable low latency
streaming of video, audio and data over a standard IP network. Fully adapted to the
monitoring of critical broadcast signals, it integrates telemetry such as signal presence, VBI
extraction and audio level metering.

Multiple Allégro encoders can be managed remotely from a central location. Up to 16 local
and remote player clients can monitor the same signal. Streaming video for Allégro can be
fully integrated into iC Web, iC Router or Kaleido series products to optimize operator
effectiveness. With Allégro’s practical Quick Start menu and Web-based graphical user
interface, only a few clicks are required to get the unit ready for operation.
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What’s New in Version 7.30

Building on the success of previous versions, iControl version 7.30 is an important new release
of Grass Valley's system for monitoring and control over IP. The main features and
enhancements introduced in iControl version 7.30 are listed below. Refer to the Release Notes
for more information.

22

iControl hardware: iControl version 7.30 introduces support for the Dell PowerEdge R330
server in the role of Application Server.

Access control: Support for the Active Directory single sign-on (SSO) infrastructure. See
Enabling Active Directory Single Sign-on on page 317.

Note: As of iControl version 7.30, if you wish to import user profiles from a CSV file,
the passwords must be MD5-hashed.

Densité card comparison: In iControl Navigator, Device Profile Manager now allows
comparison of two or more cards, of the same type and firmware version, and identifies
differences in configured parameters, between the selected cards. You can export the
comparison results to a CSV file. See Comparing Configured Parameters Between Selected
Devices on page 271.

Densité card configuration change logs: Ability to enable logging of card configuration
changes. Contact Grass Valley Technical Support for more information (see Contact Us,
on page 739).

SNMP Manager: Ability to publish a new SNMP driver to GSMs from the SNMP Manager
window. See iControl as an SNMP Manager on page 451.

Router control: NVISION router protocol names have been updated.

New protocol name Old protocol name

NVEP Router (NP0016) NVISION Ethernet Protocol - Compact Router

NVEP NV9000 - Device Takes (NPO017) | NVISION Ethernet Protocol - Enterprise Router (Device ID based)

NVEP NV9000 - Port Takes (NP0017) NVISION Ethernet Protocol - Enterprise Router (Physical)

NVEP NV9000 - Deprecated (NP0017) NVISION Ethernet Protocol - Enterprise Router (Logical)

Router control: A system property file is available to prevent an iControl user from
unlocking destinations that were previously locked from an NVISION control panel that
uses the NVEP NV9000 - Device Takes (NP0017) protocol. In java_router.properties,
you can set the release policy, as well as a user name. Refer to the iControl Router User
Guide, for details.

Densité/GeckoFlex remote control: Support for remote control of GeckoFlex, Densité
and GV Node cards by external management systems via a RESTful API. Refer to the
Densité/GeckoFlex RESTful APl Reference Guide (available from the Documentation Library
section of Grass Valley’s website), for more information.
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+ GSM remote control: Support for accessing alarms managed by iControl’s General Status
Manager, via a RESTful API. Contact Grass Valley Technical Support for more information
(see Contact Us, on page 739).
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Overview

The iControl Application Server is shipped in a default configuration, with its eth0 port turned
on. In order for it to be able to join a network, it must have its network settings modified. For
example, the default IP address and subnet mask must be changed to values that will work on
your network.

IMPORTANT: Ethernet PortLabel Considerations

Please read the section regarding Ethernet port labels (see Ethernet Port Labels
on Dell PowerEdge Application Servers, on page 48).

This is done by connecting a client PC directly to the Application Server, using a crossover
Ethernet cable. You will be able to connect to the Application Server from the client PC using a
standard Web browser. A series of Web pages will permit you to make the necessary changes.

Once the network settings are configured, you will be able to connect the Application Server
to the LAN containing the devices to be monitored and controlled.
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iContral Application Server
New IP Address: 12.12.5.20
New Subnet Mask: 255.255.255.0

Serial
Devices

Client PC Ethernet Switch
12.12.5.100
Grass Valley Third-Party
Devices Devices

You can access an iControl Application Server from a Windows workstation by using a Web
browser, such as Microsoft Internet Explorer or Mozilla Firefox. Some tasks can be
accomplished on the Application Server via a Web interface. For other functionality, you can
download iControl client applications directly from the Application Server.

We recommend that you install the iControl Application Server on a dedicated LAN along with
the equipment it is intended to monitor, using the existing security infrastructure. A qualified
system administrator should verify that the setup follows your organization’s security
standards.

Release Notes

The Release Notes contain important information on iControl system requirements, the latest
features, performance tips, and known issues. The Release Notes can be downloaded from
your iControl system’s Startup page (see Starting iControl, on page 677). The Release Notes for
the latest versions of iControl (and for a number of earlier versions) are available from the
Documentation Library section of Grass Valley’s website (see Contact Us, on page 739).

Upgrading iControl

Instructions for performing an upgrade of an existing iControl system are provided in the
Release Notes for the iControl version you wish to use. The iControl Release Notes are available
from the Documentation Library section of Grass Valley's website (see Contact Us,

on page 739).

Recommendations for System Optimization

Here are some guidelines for optimizing performance and balancing the load on an iControl
system:
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+  Where a large number of devices are being monitored, consider setting up multiple GSMs
(one per Application Server).

+ Allocate a maximum of 150 streams per Densité Manager. A typical Densité frame
containing 10 DEC cards and 10 UAP cards creates 30 streams, whereas a Densité frame
with SCP cards generates 22 streams.

+ Assign a maximum of five Densité frames to a Densité Manager.

Redundancy Planning

While iControl Application Server failures are not common, it is prudent to plan for such an
eventuality. Fortunately, recovery from a hardware failure can be ensured by the use of one or
more standby Application Server(s). A standby server takes over all the system monitoring and
control processes that were running on a main Application Server prior to a failure.

Additionally, unexpected power disruptions, such as might occur during a power failure, can
damage the file system on an iControl Application Server. It is strongly recommended that all
Application Servers be connected to a standby power source, such as a UPS (Uninterruptible
Power Supply), as a preventive measure.

Before putting your Application Server into operation, you should consider implementing a
redundancy plan. A redundancy plan defines the use of standby Application Servers in case of
hardware failure. This ensures that all the processes that run on the main server(s) will
continue to operate uninterrupted.

Redundancy (or recovery) planning is best done at the same time as the system set-up. Full
redundancy requires one standby server for each running Application Server. More typically,
an iControl system includes one standby server for every five primary Application Servers,
since it is unlikely that more than one will fail at the same time.

IMPORTANT: If you require assistance with your recovery planning, please contact Grass Valley
Technical Support (see Contact Us, on page 739).

See also
For more information, see:

+ Application Server Auto-failovers and Manual Takeovers on page 573.
+ Configuring and Managing Application Server Redundancy on page 584.

Key Concepts

Lookup Services

iControl—and Grass Valley products in general—use a lookup service to get information on
remote programs or machines, and use that information to establish communications. In this
way, cards, frames and other devices can make their presence known on an iControl network,
and thus can participate in monitoring and control operations.
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By default, each Application Server runs a lookup service that registers and makes available
information about the devices on its network. It will also register with all lookup services that
are running on other Application Servers on the same LAN.

Note: Displaying more than 10,000 messages in the Log Viewer may require system
adjustments to maintain acceptable performance levels.

When client PCs are on different subnets, or when multiple Applications Servers are involved,
the locations of lookup servers must be properly specified in order for operators to be able to
(a) access iControl monitoring Web pages using iC Web, and (b) use iC Navigator to view
iControl alarms and control panels.

On the iControl Lookup locations page, there are two areas representing two distinct lookup
tables.

Service and Alarm Discovery Lookup Table

As a default, an Application Server’s client applications, such as iC Navigator and iC Web,
discover services and alarms originating from Application Servers on the local subnet. Leaving
the Service and alarm discovery table empty results precisely in this behavior with no need
for further configuration.

IMPORTANT: System behavior

If the Service and alarm discovery table of Application Servers is empty, client
applications on the local Application Server can see services and alarms coming
from the local GSM and all active GSMs on Application Servers within the
subnet.

If, however, you would like an Application Server’s client applications to see services and
alarms from Application Servers OUTSIDE the local subnet, you must include the IP addresses
of these external servers in the Service and alarm discovery table.
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Service and alarm discovery

~Details/Examples
Add lookup

IP address
oo

Alarm publication

~Details/Examples

Add lookup

Populated Service and alarm discovery table (circled)

IMPORTANT: System behavior

If there are Application Servers listed in your Service and alarm discovery table
and you would like for client applications to see services and alarms hosted by
the local Application Server as well, you must include the IP address of the local
Application Server in this list.

See also

For more information, see Examples: Service and Alarm Discovery Scenarios on page 30.

Alarm Publication Lookup Table

Services, such as Densité Manager, automatically publish their alarms on GSMs within the
same subnet as the Application Server hosting the service. However, if you would like alarms
to be visible to a GSM outside the local subnet, you must specify the IP address of the external
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Application Server (the server hosting the lookup service where the target GSM is registered)
in the Alarm publication table of the iControl Lookup locations page.

Alarm publication

~Details/Examples

Add lookup

IP address Name

Populated Alarm publication table (circled)

IMPORTANT: System behavior

If the Alarm publication table of Application Servers is empty, the Densité
Manager on the local Application Server publishes its alarms exclusively on the
local GSM and active GSMs on Application Servers within the subnet.

If the Alarm publication table is populated with the IP address of a non-local
Application Server, and you would like the local GSM to see alarms originating
from the local Densité Manager, you must also include the IP address of the local
Application Server.

See also
For more information, see:

« Examples: Alarm Publication Lookup Scenarios on page 36.
« About the Alarm Publication Lookup Table on page 41.

Examples: Service and Alarm Discovery Scenarios

The way in which lookup services are configured varies from one installation to another. The
examples on the following pages demonstrate the basic concepts, and can serve as a guide as
you set up your own iControl network.

Example 1 — Single Application Server

In a typical, basic iControl configuration, only one Application Server is needed to handle all of
the iControl functions. Any TCP/IP devices associated with the Application Server are on the
same subnet.
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iControl Application Server

MAIphaﬂ'
IP Address: 10.10.80.10

Client PC
192.168.5.12

Client PC
10.10.80.125

Since Alpha is the only Application Server on Subnet A, its Lookup Service should be ON.
. The GSM is active on Alpha.

. Since Alpha is the only Application Server on Subnet A, it is not necessary to type anything
in the Service and alarm discovery area.
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IMPORTANT: System behavior

If the Service and alarm discovery table of Application Servers is empty,
client applications on the local Application Server can see services and
alarms coming from the local GSM and all active GSMs on Application
Servers within the subnet.

4. When iC Navigator (or any client application) is downloaded from Alpha by this PC, the
application will perform a multicast discovery within Subnet A, find the Alpha Lookup
Service, and then be able to see all devices and services registered on Alpha.

5. If this PC has access to Subnet A (e.g., via VPN), it can access Alpha’s Startup page from a
Web browser, and download iC Navigator (or any client applet). The application knows
about the Lookup Service on Alpha, and so the client PC will be able to see all devices and
services registered on Alpha.

Example 2 — Two Application Servers, Same Subnet

As an iControl configuration grows, additional Application Servers can be added to handle the
increased workload. Any TCP/IP devices associated with either Application Server should be
on the same subnet.
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Client PC
192.168.5.12

iControl Application Server
.llAlphaﬂ'
IP Address: 10.10.80.10

Client PC
10.10.80.125

s

iControl Application Server

“Bravo”
IP Address: 10.10.80.15

1. For the purpose of this example, Alpha is the only Application Server running the Lookup
Service. Under actual conditions, you should have two Application Servers (per subnet)
running the lookup service to provide redundancy.

2. The GSMis active on Alpha.

3. Itis not necessary to type anything in Alpha’s Service and alarm discovery area. The
discovery process will automatically result in all devices and services on Subnet A
registering with Alpha’s Lookup Service.
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IMPORTANT: System behavior

If the Service and alarm discovery table of Application Servers is empty,
client applications on the local Application Server can see services and
alarms coming from the local GSM and all active GSMs on Application
Servers within the subnet.

4. In order to share the monitoring workload, the GSM is active on Bravo.

5. As mentioned above, the discovery process will result in all devices and services on
Subnet A automatically registering with Alpha’s Lookup Service. So it would not ordinarily
be necessary to type anything in Bravo’s Service and alarm discovery area. This is not true,
however, when Bravo is accessed by a client PC from another subnet (see below).

6. When iC Navigator (or any client application) is downloaded from Alpha by this PC, the
application will perform a multicast discovery (see Multicast vs. Unicast, on page 38) within
Subnet A, find the enabled Alpha Lookup Service, and then be able to see all devices and
services registered on both Alpha and Bravo.

7. If this PC has access to Subnet A (e.g., via VPN), it can access Alpha’s Startup page from a
Web browser, and download iC Navigator (or any client applet). The application knows
about the enabled Lookup Service on Alpha, and so the client PC will be able to see all
devices and services registered on both Alpha and Bravo.

If, however, the PC’s Web browser is pointed to Bravo's Startup page, and downloads a client
application, the applet will not automatically detect the lookup service on Alpha, and so
none of Bravo's services or devices will be visible on the client PC. In order to enable direct
access, type Alpha’s IP address in Bravo's Service and alarm discovery area—the
application will be able to find the lookup service, and therefore see everything on
Subnet A.

Example 3 — Multiple Application Servers on Different Subnets

Itis common in larger iControl configurations to have multiple Application Servers on
different subnets. Lookup services allow Application Servers from one subnet to share
information with Application Servers on another subnet.
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iControl Application Server

“Charlie”
IP Address: 10.12.120.1

iControl Application Server
llAlphall
IP Address: 10.10.80.10

Client PC
10.10.80.125

iControl Application Server
“Bravo”
IP Address: 10.10.80.15

Client PC
192,168.5.12

1. For the purpose of this example, Alpha is the only Application Server running the Lookup
Service on Subnet A. Under actual conditions, you should have two Application Servers (per
subnet) running the lookup service in order to provide redundancy.

2. AGSMis active on Alpha.
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3. The discovery process will result in all devices and services on Subnet A automatically
registering with Alpha’s Lookup Service. If a client PC opens iC Navigator from Alpha, all
Subnet A devices and services will be visible in iC Navigator.

4. As mentioned above, as a result of the discovery process, all devices and services on
Subnet A will automatically register with Alpha’s Lookup Service. So it would not ordinarily
be necessary to type anything in Bravo’s Service and alarm discovery area. However, if a
client PC opens iC Navigator (or any client application) from Bravo, it will not see anything
unless there is an IP address (either Alpha’s or Charlie’s) entered in Bravo’s Service and
alarm discovery area.

IMPORTANT: System behavior

If the Service and alarm discovery table of Application Servers is empty,
client applications on the local Application Server can see services and
alarms coming from the local GSM and all active GSMs on Application
Servers within the subnet.

5. The discovery process will result in all devices and services on Subnet B automatically
registering with Charlie’s Lookup Service. If a client PC opens iC Navigator from Charlie, all
Subnet B devices and services will be visible.

6. Ifthis client PChasaccess to Subnet A (e.g., via VPN), it can access Alpha’s Startup page from
a Web browser, and download iC Navigator (or any client application). The application
knows about the Lookup Service on Alpha, and so the client PC will be able to see all
devices and services registered on both Alpha and Bravo. Similarly, downloading an
application from Charlie would make all of the devices and services on Subnet B visible.

However, in order for that same client PC to be able to see services and devices from both
Subnet A and Subnet B, the IP addresses of both Alpha and Charlie, must be typed in each
other’s Service and alarm discovery areas.

Note: The order in which the IP addresses are typed is not important.

Examples: Alarm Publication Lookup Scenarios

Example 1 — Publishing Densité Alarms to all GSMs within the Local Subnet

If you want your local Application Server’s Densité alarms to be visible only to the GSMs within
the local subnet, you can leave the Alarm publication table of the local Application Server
unpopulated except for the local Application Server’s own IP address.
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Service Name

tent fing:

Starl Bridgelg G Auto

& Auto

8 Auto

Alarm publication

o5 AL me

~Details/Examples

urent io

1P address

iControl Application Server

ﬂAIphaﬂ'
IP Address: 10.10.80.10

Client PC
192.168.5.12

Client PC
10.10.80.125

1. Alpha’s Lookup Service should be ON.
2. The GSMis active on Alpha.

3. Since, in this example, we only want Alpha’s Densité alarms to be visible within the subnet,
it is not necessary to type anything in the Alarm publication table.

Example 2 — Publishing Densité Alarms outside the Local Subnet

If you want your local Application Server’s Densité alarms to be visible to the GSM on an
Application Server outside the local subnet, you need to include the IP address of the external
(to the local subnet) server in the Alarm publication table of the local Application Server.
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Alarm publication

~Details/Examples.

iControl Application Server
z “Charlie”
1P address | Name IP Address: 10.4.4.50

iControl Application Server
“Alpha”
IP Address: 10.10.80.10

Client PC i —
10.10.80.125

o — p

Client PC
192.168.5.12

iControl Application Server
“Bravo”
IP Address: 10.10.80.15

1. Alpha’s Lookup Service should be ON.
2. The GSMis active on Alpha, Bravo, and Charlie.

3. Since, in this example, you do not want Charlie to publish its Densité alarms outside its own
subnet, there is no need to populate its (Charlie’s) Alarm publication table.

4. Since, in this example, you do want Bravo to publish its Densité alarms to Alpha but not to
Charlie, there is no need to populate its (Bravo’s) Alarm publication table.

Note: Since Bravo is already in the subnet of Alpha, Bravo’s Densité alarms will be
visible to Alpha’s GSM.

5. Charlie’s Lookup Service should be ON.

Multicast vs. Unicast

When a client application (e.g., iC Navigator) is opened, one of the first things it does is to
search for a lookup service that has a registry of devices and services available for monitoring
and/or control. There are two ways it can perform this search: multicast and unicast.
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A multicast search is a general broadcast on a TCP/IP subnet—the applet is basically saying,
Are there any lookup servers out there? Lookup servers on the same subnet will reply to the
multicast, making their registries available to the applet.

A unicast search is a request directed to a specific IP address. In this case, the applet is saying,
Attention server X, are you running a lookup service? If the answer is yes, the server will make its
registry available to the applet.

By default, an iControl applet starts by performing a multicast search on its own subnet
(i.e., the subnet to which the client PC is connected), followed by a unicast search on the
Application Server from which it is launched. This behavior can be modified by editing the
lookup locations list on the Application Server.

Service And Alarm Discovery locations on 10.10.81.10

Application Server Lookup Locations

Current entries are:

n
u

L Default multicast finds four

No entry here means that applets Application Servers running

launched from this Arplication lookup services on the client
Server will use default PC’s subnet

multicast/unicast behavior

Default unicast finds lookup service on
the Application Server from which
iC Navigator was opened

Bold text indicates a
connection to a lookup

’— service

Flnutersd

utinn 5

E |'|IJTir'|F1 5

Con 110.81.10, multicast (10.0:4.169, 10.0.3.120, 10.0.4.4, 10.0.4.128)
Connections made by iC Navigator opened from 10.10.81.10

Example — Default Multicast/Unicast

39



Getting Started with iControl
Multicast vs. Unicast

40

Service And Alarm Discovery locations on 10.10.81.10

Application Server Lookup Locations

Current entri

{10.10.81.10=)

Typing the Application Server’s own
IP address here means that applets
launched from this Application Server
will only unicast to this server

Forced unicast finds lookup
service on the Application
Server from which iC Navigator
was opened
Bold text indicates a connection

to a lookup service

Connections made by iC Navigator
opened from 10.10.81.10

Example — Forced Unicast

Service and alarm discovery locations on 10.10.81.10

Application Server Lookup Locations

Current en

n
u

Default multicast finds four Application
Servers running lookup services on the
client PC’s subnet. Their registered
devices and/or services are visible to
iC Navigator.

No entry here means that applets launched
from this Application Server will use default
multicast/unicast behavior.

NOTE: In this example, the Application
%t-:};re/er’s Lookup Service has been turned

Default unicast finds the
Application Server from which
iC Navigator was opened.
Plain text indicates no lookup
service is running.

Connections made by iC Navigator opened from 10.10.81.10

Example — Default Multicast/Unicast with Lookup Service OFF
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Service And Alarm Discovery locations on
10.10.81.10

Application Server Lookup Locations

[ Grass Valley iControl Navigator - Access control dis

Current entries are:
File  View Discovery Tools Help

{10.10.81.10=)

% Specific location | | ™ All locations | | B Eve

|
Label*
Typing the Application Server’s own IP address

here means that applets launched from this B Loqical view
Application Server will only unicast to this
server.

Forced unicast finds the Application Server
from which iC Navigator was opened. Plain No devices or
text indicates no lookup service is running. services visible

Connections made by iC Navigator opened
from 10.10.81.10

NOTE: In this example, the Application
Server’s Lookup Service has been
turned OFF.

Example — Forced Unicast with Lookup Service OFF

About the Alarm Publication Lookup Table

Note: The current version of iControl has a built-in feature called multi-GSM that
eliminates the need for specifying alarm publication lookup locations. The
description and procedures below are being kept in this User Guide in support of
legacy iControl installations. Please consult with Grass Valley Technical Support before
making any modifications to your Alarm publication lookup table (see Contact Us,
on page 739).

In a basic iControl configuration, services such as the Densité Manager or the Imagestore
Manager will automatically detect—and begin publishing alarm status information to—the
GSM(s) on their own subnet.

If, however, you wish to have these services connect to GSMs running on Application Servers
on other subnets, you must explicitly specify the GSM locations. You do this by typing the

IP address of the target Application Server (on the remote subnet) in the Alarm publication
lookup table of the Application Server running the Densité, Imagestore, or other service on
the local subnet.

If the remote GSM is registered in a lookup service on another Application Server in its subnet,
you can use the IP address of that server instead.

For example, let’s say you want a Densité frame to publish its alarms and status information to
GSMs on two different subnets. The table below describes a possible configuration:
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Device Services Subnet IP Address

Densité Frame - 10.10.03 10.10.03.99
Application Server 1 (AS1) Densité Manager 10.10.03 10.10.03.11
Application Server 2 (AS2) Lookup Service, GSM 10.10.03 10.10.03.22
Application Server 3 (AS3) Lookup Service 10.10.04 10.10.04.33
Application Server 4 (AS4) GSM 10.10.04 10.10.04.44

When Application Server 1 (AS1) starts up, its Densité Manager service will discover the
enabled Alarm publication lookup table on AS2 automatically, and begin publishing to the
GSM on AS2, because they are on the same subnet. In order to have the Densité Manager
publish to the GSM on AS4, you must include one of the following in the Alarm publication
lookup table of AS1:

+ the IP address of AS4, in which case the Densité Manager will publish to GSMs on AS2
and AS4

+ the IP address of AS3, in which case the Densité Manager will publish to the GSM on AS2
and any other GSM on subnet 10.10.04 that is registered in the lookup service on AS3

GPI-1501 I/O Module (Densité Card)

42

The GPI-1501 is a 2RU Densité card that provides 20 dedicated GPI (General Purpose Interface)
inputs plus eight terminals that can be individually configured as either a GPIl input or

GPI output. When paired with an iControl Application Server, the GPI-1501 provides alarm
aggregation from older devices that do not offer Ethernet port connectivity. The Application
Server can report alarm status information to operators via iControl or SNMP. It can also trigger
external events, such as selecting an alternate source.

In iControl, you can configure GPI outputs to respond to alarms triggered on another card on
the network.

See also
For more information about:

« the GPI-1501 I/0O module, see the GPI-1501 General Purpose Interface I/O Module Guide to
Installation and Operation.

+ Configuring GPI outputs to respond to alarms triggered on another card on the iControl

network, see page 58.
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Getting Started Workflow

Note: You are currently reading the iControl User Guide. This manual and all other
documents that apply to iControl, iControl Router, and iControl Solo are available
from the Documentation Library section of Grass Valley's website (see Contact Us,
on page 739). Alternatively, you can perform the following workflow to set up
iControl, and then gain access to the iControl online help system.

Workflow: Getting Started

1.

Installing the iControl Application Server on page 43

2.

Preparing a PC for Configuring the Application Server on page 45

3.

Configuring the iControl Application Server on page 46

Configuring Client Workstations on page 52

Configuring the Application Server on the Network on page 53

Configuring GPI Outputs on a GPI-1501 on page 58

Connecting & Configuring Devices on page 63

Configuring an Application Server’s Date and Time on page 66

[OPTIONAL] Gaining Access to Documentation on page 69

Task 1: Installing the iControl Application Server

Grass Valley’s Application Server is the hardware at the heart of the iControl system, providing
control, monitoring, logging and interface services. The Application Server is a compact 1 RU
server that interfaces to other iControl devices over TCP/IP. A user can connect to the
Application Server via TCP/IP from any desktop or portable computer.

Note: Install the faceplate after the server is placed in a rack. If your Application
Server is an older Supermicro model, install the faceplate before the server is placed
in a rack.

To install the iControl Application Server

1. Place the iControl Application Server in a standard 19-inch rack, using the rails, screws and
washers provided. Make sure that the unit has adequate ventilation.

2. Connect power cords, and then turn the server on. The power switch is located on the front
panel.

3. [OPTIONAL] Install the Grass Valley faceplate onto the front of the Application Server by
sliding it onto the guide blocks on the side handles, then pushing it in until it clicks into
place.
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Notes

« Anunexpected power disruption, such as might occur during a power failure,
can damage the file system on an iControl Application Server. It is strongly
recommended that all Application Servers be connected to a standby power
source, such as a UPS (Uninterruptible Power Supply), as a preventive
measure.

« Hardware documentation for the Dell PowerEdge R200, R210, R310, R320,
and R330 is available from dell. com/poweredgemanuals.

Connecting the 8-port Break-Out Box (optional)
You can optionally purchase an 8-port Comtrol RocketPort card (with breakout box) if
required.

REQUIREMENT

Before beginning this procedure, make sure you have installed the RocketPort PCl card into the
Application Server according to the appropriate hardware manual. Follow the procedure for installing
an expansion card. The manuals are available from dell.com/poweredgemanuals.

To connect the 8-port breakout box

1. Plug the breakout box connector into the large port (PCl expansion slot) at the back of the
Application Server.

2. Connect cables from the devices to be controlled to the serial ports on the breakout box.

Note: Itisimportant to assign serial ports on both the iControl Application Server
and any routers that will be participating in the iControl system to avoid conflicts that
might negatively affect system performance (see Connecting & Configuring Devices,
on page 63).

RS-422 Pinout Assignments

When connecting an iControl Application Server to other serial devices, such as Symphonie or
Quartet frames, use a straight-through RS-422 cable. If the need arises to create a custom
cable, refer to the pinout assignment diagram below.


http://support.dell.com/support/edocs/systems/peR200/
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RS-422 connector pinout

Task 2: Preparing a PC for Configuring the Application Server

You will use a client PC to configure the new Application Server. The client PC must have
network settings that will allow it to communicate with an iControl Application Server in its
default state.

To configure TCP/IP settings of a client PC

1.
2.

III

Press the Windows key on your keyboard, type “control panel” and then press Enter.

In the search box, type “adapter” and then, under Network and Sharing Center, click View
network connections.

In Network Connections, right-click the network adapter you wish to configure (e.g., Local
Area Connection, or Ethernet), and then click Properties. If the system prompts you for an
administrator password or confirmation, type the password or provide confirmation.

The Properties window for the selected network adapter opens.

On the Networking tab, under This connection uses the following items, click Internet
Protocol Version 4 (TCP/IPv4), and then click Properties.

The Internet Protocol Version 4 (TCP/IPv4) Properties window appears.

Take note of the PC’s current settings.

On the General tab, click Use the following IP address.

The default IP address of a new iControl Application Server is 10.0.3.6.

Type an IP address in the same range (e.g., 10.0.3.10) in the IP address box.
The default subnet mask of each new iControl Application Server is 255.255.0.0.

. Type 255.255.0.0 in the Subnet mask box.

Click OK.

. In Local Area Connection Properties, click Close.
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Notes

+ The factory-default IP address and subnet mask settings for an Application
Server appear on a sticker, on the top cover of the chassis.

« Remember to return the PC to its original network settings once you have
finished configuring the Application Server.

Task 3: Configuring the iControl Application Server

46

Before you can begin operations, you must configure the Application Server and make it
available on your local network. Specifically, you will have to:

« Connect to the Application Server from a client PC

« Login to the Application Server’s iControl admin page and configure the Application
Server’s:

« Ethernet interface

+ Network gateway

« Domain Name Service settings
+ Host name and IP address

«  Apply your changes and perform a readiness check

Connecting to a New iControl Application Server

Before you can begin operations, you must configure the Application Server and make it
available on your local network. The iControl Application Server is shipped with its eth0 port
configured to a standard setting. As you perform the configuration procedures in this manual,
you will reconfigure the port to integrate the Application Server into your network.

IMPORTANT: Ethernet Port Labels on Dell PowerEdge Application Servers

Please read the section regarding Ethernet port labels (see page 48).

To connect to a new Application Server

1. Using a crossover Ethernet cable, connect the client PC to the eth0 port on the new
Application Server.
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Client PC
10.0.3.15

Crossover
Ethernet Cable

iControl Application Server
IP Address: 10.0.3.7
Subnet Mask: 255.255.0.0

Connection between client PC and Application Server

Gb1l

Rear view of R310 Application Server, showing logical ports eth0 and eth1 (physical ports Gb1 and Gb2,
respectively)

Note: The default IP address and subnet mask settings for the Application Server
when shipped from the factory are shown on a sticker on the top cover of the chassis
above the front-panel power switch. The factory defaultis 10.0.3.6.

\P Address 10.03.8 ;
Subnet Mask 266.266.00 |
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2. Open a browser window on the client PC.

3. Inthe address field, type 10.0. 3.6 (this is the default IP address of the iControl Application
Server).

The Startup page appears.

ICONTROL

¥

Note: If your Web browser cannot find the Application Server, make sure the PC's
network settings are correct (see Preparing a PC for Configuring the Application
Server, on page 45).

Ethernet Port Labels on Dell PowerEdge Application Servers

The physical Ethernet ports on the back of the Dell PowerEdge R200, R210, R310, R320,

and R330 are labeled 1 and 2, or Gb1 and Gb2, depending on the actual model. The physical
(cabling) port called Gb1 (or 1) corresponds to logical port ethO. Likewise, the physical port
called Gb2 (or 2) corresponds to logical port eth1. In all iControl-related documentation,
when speaking of cabling and physical ports, we use the logical port names. For example, if a
procedure instructs you to connect a cable to eth0, you must connect the cable to the
Application Server’s physical port labeled Gb1 (or 1).

Configuring the Network
When configuring your network you must configure host addresses, DNS client, and network
interfaces in the proper sequence.
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Configuring the network

1.

Open the Network interfaces page of your Application Server (see page 688).

2.

Configure network interface settings (see page 49).

3.

Restart the Application Server (see page 50).

Configuring Network Interface Settings

REQUIREMENT

Before beginning this procedure, make sure you have navigated to the Network interfaces page
(see page 688).

To configure network interface settings

1. On the Network interfaces page, under System, perform the following sub-steps:

a) Inthe Hostname field, type the host name by which you would like this Application

Server to be known on your network.

b) If required, add DNS servers to the list of IP addresses in the DNS Servers list.

System

Hostname mike-appserver

10.0.2.8
DNS Servers j00.=20

at boot-time

IP Addr

Netw

Default G

2. Under ethO, configure Ethernet interface settings by performing the following sub-steps:
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Notes

- The Application Server is shipped with the eth0 port turned on, in a default
configuration that permits an initial connection. The default IP address
setting for the Application Serveris 10.0. 3. 6, with subnet mask
255.255.0.0. This sub-procedure describes how to reconfigure eth0 to
meet your local network requirements.

+ You must use eth0 as your main network interface. The other Ethernet port
(eth1) is also configurable, but is intended for specialized use, such as
connecting Grass Valley Densité frames and some third-party devices
(e.g., SNMP devices) as long as they are on the same local subnet as eth1. The
eth1 network interface is disabled by default.

IMPORTANT: Ethernet Port Labels on Dell PowerEdge Application Servers

Please read the section regarding Ethernet port labels (see page 48).

a) Select the Activate at boot option.

If you do not select the Activate at boot check box, the eth0 interface resets to its
previous values the next time the system restarts.

b) Inthe IP Address field, type the IP address you would like to use for this iControl
Application Server.

Typically the IP addresses for all devices on a LAN will begin with the same two data
groups, and the remaining two will be assigned by the system administrator.

¢) TypeanIP addressinthe Network maskfield that corresponds to your desired network
configuration.

d) Inthe Default Gateway field, type the desired gateway address.
Ask your system administrator for the IP address of the network gateway that this
Application Server will use. If a gateway is not being used, then leave the Default
Gateway field empty.
3. Click Apply.

4. Proceed to the procedure Restarting the Application Server on page 50.

Restarting the Application Server

Once you have specified all the settings your Application Server needs to be able to operate
on your local network, you must restart the system to apply the new configuration.

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
« You have configured your network interface settings (see page 49).

+ You have opened the iControl admin page (see page 681).
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To restart the Application Server

1. On the iControl admin page, click Reboot and shutdown, under Other.

iControl services e iControl Web

i1
ALY

2. Click Reboot.

IMPORTANT: You may lose communication to the Application Server

If your PC is on a different subnet than the Application Server’s new address,
you will lose communication with the Application Server once you reboot.

The Application Server restarts with the network parameters you have established.

3. Disconnect the client PC that was used to configure the Application Server. Remember to
restore the previous network settings on the PC (see Preparing a PC for Configuring the
Application Server, on page 45).

4. Connect the Application Server to its designated network. Use a standard Ethernet cable
plugged into the Application Server’s eth0 port (see Installing the iControl Application
Server, on page 43).
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IMPORTANT: Ethernet Port Labels on Dell PowerEdge Application Servers

Please read the section regarding ethernet port labels (see page 48).

Task 4: Configuring Client Workstations

52

Any Windows 10, Windows 8, or Windows 7 workstation with access to an Application Server
can be used to operate iControl, without the need for special client-side software. There is,
however, one consideration in preparing them to work with iControl: the workstation’s local
DNS settings.

Configuring DNS Settings

Application Servers use the Darwin Streaming Server to stream video thumbnails from some
network devices to iControl applets running on client PCs. For example, when you open a
video card’s control panel from iC Navigator, the control panel displays a thumbnail
representation of the current video signal.

In order for such streaming to work properly, a client PC's internal Domain Name Service (DNS)
must be able to resolve the host name (and reverse resolve the IP address) of the Application
Server from which the applet was launched.

In order to avoid slower streaming performance, you should make sure that each client PC has
all available Application Servers and Allégro-1 systems listed in its DNS configuration file.

To configure DNS settings

1. On the client PC, open the hosts file (no extension) in a text editor. In Windows, the hosts
file is located in C: \Windows\System32\drivers\etc.

2. For each Application Server and Allégro-1 that the PC will be accessing, add a line of the
form:

AAA.BB.CC.DD HostName.yourDomain.com
where AAA.BBB.CC.DD is the IP address of the Application Server or Allégro-1.

3. Save and close the hosts file.

Connecting to the Application Server

At this point, you should verify that the iControl Application Server is available on your
network.

To connect to the Application Server

1. From a workstation on the same subnet, open a Web browser window and type the
IP address of the newly-configured iControl Application Server. You should see the Startup
page.

2. Alternatively, you can use the ping command by performing the following sub-steps:

a) On the Start menu of the client PC, point to All Programs, and then to Accessories,
and click Command Prompt.

b) Type the following:
ping AAA.BBB.CCC.DDD
where AAA.BBB.CCC.DDD is the Application Server’s new IP address.
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A small window should briefly appear with a message similar to the following:
Reply from AAA.BBB.CCC.DDD: bytes=32 time<lms TTL=62

Task 5: Configuring the Application Server on the Network

Once the Application Server is plugged into and available on your network, you will need to
configure additional settings to permit it to operate in that environment. Specifically, you will
need to configure lookup services to make sure that all devices on the network are visible to
iControl.

Note: Services in iControl are generally administered via the Services management
page. You may find it useful to refer to Starting & Stopping iControl Services
on page 678.

Configuring Lookup Services

iControl uses a lookup service for discovery over a network (see Lookup Services, on page 27).
By default, each iControl Application Server runs a lookup service that registers and makes
available information about the devices on its network. It will also register with all lookup
services that are running on other Application Servers on the same subnet.

If you have multiple Applications Servers and/or multiple subnets in your iControl network,
you will need to configure these lookup services.

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Services management page (see page 678).

- You have familiarized yourself with the behavior of the Lookup location page (see Lookup Services,
on page 27).

To turn a lookup service on or off

1. On the Services management page, click Configure RMID, near the bottom of the page.
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Stopped

meEm

2. Click Start Lookup Service with RMID if you want this Application Server to run the
Lookup Service.

IMPORTANT: The lookup service should only be activated on a maximum of two
Application Servers per subnet.

3. Click Do not start Lookup Service with RMID if you do not want this Application Server to
run the Lookup Service.

4. Click Accept.

Note: The Kaleido-K2 has its own built-in lookup service which must be turned off
before it is added to an iControl network.

Specifying Service and Alarm Discovery Locations

In order to operate iC Web on client PCs on a subnet other than the one used by the iControl
Application Server, you must add the IP address of an Application Server running a lookup
service.
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Service and alarm discovery
~Details/Examples
IP address Name

Alarm publication
To do this... ...do this...
Add locations for service and 1. Type the IP address and (optionally) the name of an Application Server that is
alarm discovery running a lookup service.

2. Click Add lookup.

The new lookup location appears in the Service and alarm discovery table.

Delete a service and alarm 1. Inthe Service and alarm discovery table, find the IP address corresponding to the
lookup entry Application Server you would like to remove.

2. In this row, click Delete.

The specified IP address is removed from the table.

Specifying Alarm Publication Lookup Locations

In a basic iControl configuration, services such as the Densité Manager or the Imagestore
Manager will automatically detect—and begin publishing alarm status information to—the
GSM(s) on their own subnet.

Note: The current version of iControl has a built-in feature called multi-GSM that
eliminates the need for specifying alarm publication lookup locations (see About the
Alarm Publication Lookup Table, on page 41). The procedures below are being kept
in this User Guide to support legacy iControl installations. Please consult with Grass
Valley Technical Support before making any modifications to your Lookup Locations
(see Contact Us, on page 739).
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If, however, you wish to have these services connect to GSMs running on Application Servers
on other subnets, you must explicitly specify the GSM locations. You do this by typing the

IP address of the target Application Server (on the remote subnet) in the iControl Lookup
locations page of the Application Server running the Densité, Imagestore, or other service on
the local subnet.

On the Application Servers in the different subnet, you need to specify the IP address of the
lookup service where a GSM is registered in the other subnet.

Adding an Alarm Publication Lookup Location

REQUIREMENT
Before beginning this procedure, make sure you have opened the Lookup location page for the
Application Server that is running the Densité, Imagestore, or other service you wish to publish to
remote GSMs (see page 686).

To add an Alarm publication lookup location

1. On the Lookup location page, under Alarm publication, type one of the following:
« theIP address of an Application Server on a remote subnet that is running a GSM

+ theIP address of an Application Server on a remote subnet that is running a lookup
service

Note: Use of the Name field to indicate the Application Server’s host name is
optional.

2. Click Add lookup.
The address appears in the Alarm publication lookup table.

Alarm publication

~Details/Examples

Add lookup

IP address
| tesors
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3. Restart the specific service (e.g., Densité Manager) that you wish to publish to the remote
GSM, or restart iControl to publish all services to the remote GSM (see Starting & Stopping
iControl Services, on page 678).

Deleting an Alarm Publication Lookup Location Entry

REQUIREMENT
Before beginning this procedure, make sure you have opened the Lookup location page on the
Application Server hosting the Densité or Imagestore services you no longer wish to be visible outside

the subnet (see page 686).

To delete an Alarm publication lookup location entry
1. On the Lookup location page, in the Alarm publication lookup table, find the IP address
corresponding to the Application Server whose entry you would like to delete.
2. In this row, click Delete.
The specified IP address is removed from the Alarm publication lookup table.

Configuring the iControl Services Gateway

The iControl Services Gateway is software that enables external devices to access resources
(via XML) on an iControl network. You should activate the iControl Services Gateway on an
Application Server if any of the following situations apply:

+ an RCP-100 or RCP-200 remote control unit is being used as a client on the Application
Server

+ the Line Selection function of the Line Scope option for the VCP and SCP series of video
probes is being used in iC Web

+ decoded VBI or CC from VCP or SCP probes is to be displayed in iC Web

« third-party applications are being used to control Densité or Imaging cards via iControl

REQUIREMENT
Before beginning this procedure, make sure you have opened the Services management page

(see page 678).

To activate the iControl Services Gateway

1. On the Services management page, locate the iControl Services Gateway row in the list of
services.
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: e o : Start/st
Service Name Description Starttime | Autostart| ~oo o >oP Log
[Restart

Provides support for
ibuted and multi-po Sun Dec 22
print analy 07:50:32 2013

Stopped

Stopped

Stopped

Configure poris Configure RMID

2. In the Auto Start column, select the Auto check box.

This is to ensure that the iControl Services Gateway will restart automatically if the
Application Server is rebooted.

3. In the Start/Stop/Restart column, click the left-most button (corresponding to Start).

4. Click Apply.

After a few seconds, the Web page reloads, and the row corresponding to iControl Services
Gateway is green (indicating that the service is active).

Task 6: Configuring GPI Outputs on a GPI-1501

This procedure allows you to configure the GPI outputs on a GPI-1501 to respond to alarms
triggered on another card on the iControl network.

REQUIREMENT

Before beginning this procedure, make sure you have opened the GSM Alarm Browser (see Opening
the GSM Alarm Browser, on page 710).
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To configure GPI outputs on a GPI-1501

1. In the GSM Alarm Browser, use the vertical scroll bar to find the alarm for which you would
like to trigger a GPI output on a GPI-1501 card.

Gene
Input 1
Input 2

Input 1
Input 2

Remove plug-in... Filtered view... Show s
Create new alarm provider

r Health Monitoring
(aleido Alto

2. Double-click the alarm.
The Alarm Properties window appears.
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Current status:
Mame: Input 2 Selected
URL  CentralAppServer_MT: eds_Densite_SLO dinput2s

Path: iControl/HC Central (CentralAppServer_MNTSCfeeds_Dens

Device URI:  CentralAppServer_NT: eds_Densite_SL
Device c
Type: Status 3y Mot logged Logged only on stat

Actions

° Add global... Refresh

Remaove plug-in...

oK

3. Click Add.

The New Action window appears.
4. Click GPI-1501 relay to select it.
5. Click New.

- MNew Action -MI

GPI-1501 relay
Send e-mail
ripted action
SHMP trap E:eruder1
SHMMP agent m
-1k Event and incident log

The GPI-1501 Relay Configurator window appears.
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[~ TGPI 1501 Relay Configuire

GPl Card| Select Card
GP1100
GPI 101
GPI 102
GP1103
GPI 104
GPI 105
GP1 106
GPIIO7

Ok Cancel

. In the GPI Card list, select the GPI-1501 card whose GPI outputs you would like to control
from this alarm.

GPI Card| Select Card

=R CentralAppServer_PietroDensite_Densite_SLOT_14_105

Select Card h‘

GFI1oA

Note: Only configurable GPIs that are configured as OUT on the GPI-1501 card itself
can be operated in this manner.

The eight output relays on the selected card are shown. The names of the GPIs are set in the
GPI'1/0 Config panel of the GPI card itself.

. You may program one or more GPIl outputs on this card or on other cards to respond to this
alarm.
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i x 'l ||

| v GPI 1501 Relay Configurato

GPI Card| CentralAppServer_PietroDensite_Densite_SLOT_14_105 + I
GP1IO1 | State e

GP1102 | State S

GPI 03 | State i

GP1 104 | State

GP1 105 | State

GPIIO6 | State

GP1 07 | State

GP1103

OK

———{Released |\ |

State

Each GPl out on this GPI-1501 card can be programmed to respond to a different alarm from
a different card. The eight output relays on the selected card are shown. The names of the
GPIs are set in the GPI1/0 Config panel of the GPI card itself.

+ Pressed =high

+ Released = low

Notes

«+ If you leave it at State, the GPI is not programmed to respond to this alarm,
and can be assigned to a different alarm.

« You can use the labels to identify the alarm source once it is set.

8. Click OK when done, or Cancel to leave the status unchanged
This new event appears in the Actions window in the Alarm Properties panel.

Note: You can editordelete the event by selecting the GPI-1501 action and clicking
Edit or Remove, respectively.

Seealso
For more information, see:
+ GPI-1501 I/0 Module (Densité Card) on page 42.

« the Densité Series GPI-1501 General Purpose Interface I/0 Module Guide to Installation
and Operation (M906-9900-100).
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Task 7: Connecting & Configuring Devices

The iControl Application Server communicates with devices in your network over both serial
and TCP/IP connections. Once these connections are made physically (using the appropriate
cabling), the corresponding ports must be configured.

Configuring Serial Ports
In its standard configuration, the iControl Application Server has two built-in RS-232 ports
(one internal, one external). An 8-port expansion card with breakout box optionally can be
purchased to accommodate eight RS-422 serial ports.

Port Designation Protocol

TTY coMm

RO 3 RS-422

R1 4

R2 5

R3 6

R4 7

R5 8

R6 9

R7 10

Port Designation Protocol Connector Location
SO COM1 RS-232 rear panel
S1 COM 2 RS-232 internal

78-pin expansion port
(connects to breakout box

ttySO (COM 1)

Dell PowerEdge R310 with optional 8-port serial expansion card
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4 D
ttyR4 (COM 7) _>5 @ @ 14_ ttyRO (COM 3)
ttyRS (COM 8) _,6 @ @ 24_ ttyR1 (COM 4)
tyR6 (COM9)  — >/ @ @ 3*_ ttyR2 (COM 5)
w7 (com 10— 03 @ @ /| ~f— trs (coms)
\ /

RocketPort 8-port serial breakout box

Note: The numbers stamped into the breakout box case (if any) do not correspond
to the port number.

Configuring Serial Ports for a Specific Application Server

REQUIREMENT

Before beginning this procedure, make sure you have opened the Services management page
(see page 678).

To configure serial ports for an Application Server

1. On the Services management page, near the bottom, click Configure Ports.

Virtual Service Manager for building virtual panels

Virtual Service
such as procamps

Stopped M Auto ® @/ 0
iControl Services Gateway Server for third-party
API to interfac h any iControl card services.
Required for RCP-100 client and to change line
scope from iControl Web player

iControl
Services
Gateway

Stopped | M Auto ® 9@

Daemon Health | Process that monitors and restarts daemon
Monitor pro s

N/A N/A IN/A

Configure RMID
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The Serial ports configuration page appears, showing all available ports and their current
assignments. Some ports may be assigned, even if this is the first time the Application
Server has been configured.

port_ | Assignment |

ttyR4
tyRS
ttyR6
tyR7
tySO
tyst

2. Choose an assignment for each active port from its drop down menu.

Port Assignment Description

None Configures the port to communicate with standard RS-422 devices (e.g., routers)

Imaging Connection Manager | Configures the port to communicate with Grass Valley’s Symphonie or Quartet frames
and their Imaging series cards

VTR Controller Configures the port to communicate with a VTR
Tandberg Alteia Configures the port to communicate with a device using the Alteia Remote Control
Protocol

Note: Itis good practice to activate only the required ports, since the Application
Server will unnecessarily monitor active ports that are not in use.

3. When you have finished assigning ports, click Accept.

The Services management page reappears, with new rows in the list of services for each of
the newly assigned ports.

If more than one port has been assigned to an Imaging Connection Manager or
VTR Connection service, there will be a new row for each, identified by the port number.
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Only one row for the Tandberg Alteia service will be created, even if more than one port has
been assigned to that service.

A green background indicates a service that is running. Blue indicates a service that is
stopped.

Existing serial port assignment

Inactive service (blue) Active service (green)

iCortrol Stop iControl Start

New serial port Click to apply any changes, such Click Stop, then Start to activate new serial
assignment as enabling Autostart port services (Auto must be checked)

New rows in list on Services management page

4. In the AutoStart column, select the Auto check box for each of the services corresponding
to the newly assigned serial ports.

This will cause the services to start automatically if the Application Server is rebooted.

5. Inthe Start/Stop/Restart column, select Start for each of the services corresponding to the
newly assigned serial ports.

6. Click Apply.
The page reloads with the ports you have activated showing a green background.

Task 8: Configuring an Application Server’s Date and Time
An Application Server’s Date and Time reflects the time set in the operating system.

You may choose to peg the server’s time to the time of another server. The other server must
either be running an NTP (Network Time Protocol) server, or have the time protocol enabled in
the inetd super-server daemon.

Note: For your system to use NTP for synchronization you must have the ntpdate
NTP client program installed.
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REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

« The remote Application Server whose time you would like to synchronize to, is online and
functioning.

+ Onthe Application Server whose time you would like to configure, you have navigated to the Date
and Time page (see page 687).

To synchronize an Application Server’s time to an NTP server

1. On the Date and Time page, in the Time zone area, select the desired time zone from the
list, and then click Save.

Current dateftime

Mon Jul 21 09:34:03 EDT 2014

Time zone

N Canada/Eastern

Australia/Lord_Howe
Australia/Melbaurne
Time setiings Australia/NSW

Australia/Morth
NTP synchronizationfUSiElEEN ]
Australia/Queensland
Australia/South
New date Australia/Sydney year
Australia/Tasmania
New time Australia/Victoria sec
Australia/\West
Australia/Yancowinna
Brazil/Acre
Brazil/DeMNoronha
Brazil/East
Brazil/West
| Canada/Atlantic
| Canada/Central
| Canada/East-Saskatchewan

2. If you would like to synchronize your Application Server’s time to a remote NTP server,
perform the following sub-steps:

a) Inthe Time settings area, enable NTP synchronization.

Time zone
Canada/Eastern v
Time settings

NTP synchronization ® Enabled © Disabled

New date day month year I
New time hour [ERE  min sec

Apply
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The NTP server IP address field appears.

Current date/time
Mon Jul 21 09:34:03 EDT 2014

Time zone

Canada/Eastern v Save

Time settings
NTP synchronization © Enabled ® Disabled

NTP server 0 IP address 10028

NTP server 2 IP address

Apply

b) Type the IP address of the highest-priority NTP server in the NTP server 0 IP address
box, and then click Apply.

Note: The highest-priority NTP server is the NTP server you would like to be
considered as the preferred timing source. All other NTP timing sources

(i.e., NTPserver 1, NTP server 2) are to be considered as the next-in-line preferred
timing source in order of ascending server number and upon the Application Server’s
inability to resolve the highest priority source.

¢) If there are alternate NTP servers available to act as NTP timing backup to the highest
priority NTP server, type their IP addresses into the remaining fields in order of priority

(lowest number is highest priority).
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3. If you would NOT like to synchronize to a remote NTP server, perform the following sub-
steps:

a) Inthe Time settings area, disable NTP synchronization.
Time zone

Time settings

chronization ® Enabled © Disabled

hour m min m & m

Apply

® Enabled © Disabled

B 2: - B e December ~ JRURRE 013 -
hour m min m Sec

c) Click Apply.

Task 9: [OPTIONAL] Gaining Access to Documentation

About Our Documentation Deployment Methods

Grass Valley makes its iControl documentation suite available to clients in two different
formats, PDF and online help (HTML), depending on the document in question. All documents
are available in PDF format from the iControl Documentation page. Additionally, you may
access the latest version of any document, from the Documentation Library section of Grass
Valley's website (see Contact Us, on page 739).

A subset of the documentation suite is also available as online help (HTML). The following
documents are available in HTML format:

« iControl User Guide
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« iControl Router User Guide
- iControl Solo User Guide

All online help is hosted on the Grass Valley website. The HTML links visible on the iControl
Documentation page and the Help (or ?) buttons/menus available from the Navigator,
iControl Router, and iControl Solo client-side applications all link to the online help on the
website. When clicking these links, you may need to authenticate yourself using your Grass
Valley Support account profile.

See also

For more information about documentation and the Grass Valley Documentation Library,
see Accessing Documentation from iControl’s Documentation Page on page 70, Accessing
Online Help from iC Navigator on page 71, and Accessing Online Help from Router
Manager Configurator on page 72.

Accessing Documentation from iControl’s Documentation Page

REQUIREMENT

Before beginning this procedure, make sure you have opened iControl (see page 677).

To access documentation from iControl’s Documentation page
« Onthe Startup page, click Release Notes if desired, or click Documentation if you would
like any other iControl documentation.

Alternatively, you can access iControl documentation (PDF and HTML), from the
Documentation Library section of Grass Valley’s website.

Click any of the links (circled, here, in yellow) to open a PDF version
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Where available, click either HTML or PDF to open those formats

Accessing Online Help from iC Navigator

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
» You have opened iC Navigator (see page 697).

+ The client PC you are using is connected to the Internet.

To access online help from iC Navigator
1. In iC Navigator, on the Help menu, click Online Help.

2. If the Gate Keeper page appears, then follow the login or sign up instructions, as required.
The requested online help appears.

R -
I 1ntroduction to iControl
I Getting Started with iControl

™ |icense Management

(G grassvalley

BELDEN

L Logs
L Configuring Devices & Services
B Access Control

B plarms in iControl

iControl

Online documentation for iControl software

™ icontrol and SNMP

I fingerprint Comparison and Analysis

L Backup and Redundancy

B Creating iControl Web Sites and Pages

¥ Creating & Using Alarm Panel Templates
L Widget Library
B common Tasks
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Accessing Online Help from Router Manager Configurator

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

+ You have opened Router Manager Configurator (see the “Open Router Manager Configurator”
section in the iControl Router Quick Start Guide).

« The client PC you are using is connected to the Internet.

To access online help from Router Manager Configurator
1. In Router Manager Configurator, click the Help button ( ).

2. If the Gate Keeper page appears, then follow the login or sign up instructions, as required.
The online help appears in your browser.

B = s -
B introduction

L Operating Interface

B Routing Switchers Tips and Tricks

L Configuration Interface

iControl Router

Online documentation for iControl software

Network Considerations & Port Usage

Network Considerations

In general, large iControl systems (with multiple Application Servers, and a moderate amount
of streaming) have the following client-to-server communication requirements:

+ less than 100 ms of latency
+ an available bandwidth of 1 Mbit/s (sustained)
+ an available bandwidth of 5 Mbit/s (peak)

The sustained bandwidth requirement may be higher, depending on the number of streams
(see Allégro-1 Bandwidth Requirements and see Densité Probe Bandwidth Requirements,
on page 73).

Note: iControldoes notsupport NAT (Network Address Translation). Reverse NAT or
double-NAT techniques can be used as an alternative.
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Allégro-1 Bandwidth Requirements

The table below provides an Allégro-1's typical bandwidth (bit rate) requirements, based on
using the MVC-3 codec:

Image Size Frame rate Hi Quality (Medium Low Quality (Low
bandwidth, Audio) bandwidth, Audio)
1024 x 768 15 fps 1500 kbps 800 kbps
30 fps 2200 kbps 1300 kbps
800 x 600 15 fps 1000 kbps 600 kbps
30 fps 1600 kbps 800 kbps
640 x 480 15 fps 500 kbps 225 kbps
Full 601 Resolution 30 fps 625 kbps 285 kbps
320 % 240 15 fps 200 kbps 60 kbps
1/2 601 Resolution 30 fps 250 kbps 90 kbps
176 X 144 15 fps 100 kbps 30 kbps
1/4 601 Resolution 30 fps 125 kbps 40 kbps
88 x 60 15 fps 80 kbps 10 kbps
30 fps 100 kbps 15 kbps

Densité Probe Bandwidth Requirements

The tables below provide typical bandwidth (bit rate) requirements (per card) for Densité
cards capable of audio/video streaming (SCP- ACP- VCP- and DCP-series).

Thumbnails
Size Poor Quality Medium Quality High Quality
- Refresh Mode: Fast ---
Small 80 X 60 pixels 8.9 kb/s 11 kb/s 14.5 kb/s
Medium 160 x 120 pixels 19 kb/s 23 kb/s 35 kb/s
Large 320 x 240 pixels 55 kb/s 68 kb/s 85 kb/s

--- Refresh Mode: 1 second ---

Small* 80 % 60 pixels 1.9 kb/s 2.2 kb/s 2.9 kb/s
Medium* 160 X% 120 pixels 3.8 kb/s 4.6 kb/s 7 kb/s
Large 320 x 240 pixels 11 kb/s 13.6 kb/s 17 kb/s

*Very low bit rate optimized for transmitter site and cell.

--- Refresh Mode: 10 second:s ---
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IP (Waveform + Vector) Scope

(Continued)
Size Poor Quality Medium Quality High Quality
Small 80 X 60 pixels 0.9 kb/s 1.1 kb/s 1.4 kb/s
Medium 160 x 120 pixels 1.8 kb/s 2.4 kb/s 3.5 kb/s
Large 320 X 240 pixels 5.5 kb/s 6.8 kb/s 8.6 kb/s
Compression type VBR; variation of + 20%

IP (Waveform + Vector) Scope
Refresh Speed Fast 1 second 10 seconds
Bit Rate 5kb/s 1 kb/s 0.1 kb/s

Remote Audio Level Meter (RALM)

Refresh Speed Typically 40 - 60 ms
Bit Rate 0.33-0.8 kb/s

VB
Refresh Speed Typically 40 - 60 ms
Bit Rate 0.33-0.8 kb/s

Note: Maximum transmission speed per channel for any combination of data
is 90 kb/s.

TCP/IP Port Usage

The various iControl services require access to specific ports. The tables below describe the
ports used in a multi-site configuration. In networks where a firewall is present between
device A and device B, the ports used to communicate from device A to device B must be
open on the incoming (external) side of the firewall.

From Client to Application Server

Service Port Transport Notes

DMT 5432 TCP Communication between Data Management tool and Postgres
database

DSS Admin 1220 TCP Darwin Streaming Server Admin
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(Continued)

Service Port Transport Notes

FTP 20,21 TCP Used for maintenance purposes (file transfer). SSH can be used
instead. Not necessarily required (can be turned off). iControl
upgrade page uses HTTP transfer.

HTTP 80 TCP

iControl 10001, 13000 TCP Optional, only if IP scope probe option is enabled or

Gateway RCP-100/RCP-200 client required to communicate with
Application Server.

Location 4160, 8000-8010 | TCP, UDP Responsible for discovery and communications between

services devices/services on iControl network.

Java RMI 32768-65535 TCP Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between client and Application Server. This range can be
restricted to match specific security requirements. A minimum of
4000 ports should be allocated. Please contact Grass Valley
Technical Support, for more information (see Contact Us,
on page 739).

Java RMID 1098-1099 TCP, UDP Remote Method Invocation Daemon to support client/server
connections. Required for communication between client and
Application Server.

LDAP 389 TCP Required for the iControl Access Control/Authentication feature
(user login).

RTSP 554 TCP, UDP Real Time Streaming Protocol required for thumbnail streaming.

6970-6999 UDP Streams from probes sent to clients from Application Server.

SSH, SCP 22 TCP Used for maintenance purposes. Secure Shell Login and Secure
Remote Copy are required to log on to an Application Server for
maintenance. You can use an SSH client like PuTTY.

Streaming Sync | 1555 TCP, UDP Required for thumbnail streaming

TELNET 23 TCP Used for maintenance purposes (remote login). SSH can be used

instead. Less secure than SSH, but useful when a SSH client is not
available. Can be turned off.

From Application Server to Client

Service Port Transport Notes

Java Jini 4160, 8000-8010 | TCP, UDP Responsible for discovery and communications between
devices/services on iControl network.

Java RMI 49152-65535 TCP Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between client and Application Server.

Java RMID 1098-1099 TCP, UDP Remote Method Invocation Daemon to support client/server

connections. Required for communication between client and
Application Server.
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Between Application Server and External Management System

(Continued)
Service Port Transport Notes
RTSP 554 TCP, UDP Real Time Streaming Protocol. Streams from probes sent to clients
6970-6999 UDP from Application Servers. The 20000-65535 range can be
20000-65535 UDP restricted to match specific security requirements. A minimum of
10,000 ports should be allocated.
SMTP 25 TCP Simple Mail Transfer Protocol, for email alerts

Between Application Server and External Management System

Service Port Transport Notes

HTTP 5955 TCP Used to monitor and control cards housed in Densité or GV Node
frames registered with Densité Manager 1, via a REST API.

5953 Used to monitor and control cards housed in Densité or GV Node
frames registered with Densité Manager 2, via a REST API.

5951 Used to monitor and control cards housed in Densité or GV Node
frames registered with Densité Manager 3, via a REST API.

5949 Used to monitor and control cards housed in GeckoFlex frames
registered with GeckoFlex Manager, via a REST API.

5957 Used to monitor and control alarm status information in a GSM,
via a REST API.

From Application Server to Allégro-1

Service Port Transport Notes

Java Jini 4160, 8000-8010 | TCP, UDP Responsible for discovery and communications between
devices/services on iControl network. Uses multicast in remote
regions only, unicast and multi-unicast elsewhere.

Java RMI 49152-65535 TCP Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between Application Server and Allégro-1.

Java RMID 1098-1099 TCP, UDP Remote Method Invocation Daemon to support client/server
connections. Required for communication between Application
Server and Allégro-1.

Note: If an Application Server is used as an Allégro-1 Streaming Relay, additional
ports are required.
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From Client to Allégro-1

Service Port Transport Notes

Java RMI 49152-65535 TCP Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between client and Allégro-1 applications.

Tomcat 8080 TCP Required to access Allégro-1 Web pages

From Allégro-1 to Client

Service Port Transport Notes
Java RMI 49152-65535 TCP Remote Method Invocation (client/server communication).
Dynamic allocation of ports. Required for communication
between client and Allégro-1 applications.
RTSP 554 TCP, UDP Real Time Streaming Protocol. Streams from probes and Allégro-
6970-6999 uDP 1 sent to clients from Allégro-1 servers. The 20000-65535 range
20000-65535 UDP can be restricted to match specific security requirements. A

minimum of 10,000 ports should be allocated.

From Allégro-1 to Application Server

Service

Port

Transport

Notes

Java Jini

4160, 8000-8010

TCP, UDP

Responsible for discovery and communications between
devices/services on iControl network. Uses multicast in remote
regions only, unicast and multi-unicast elsewhere.

Java RMI

32768-65535

TCP

Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between Allégro-1 and Application Server. This range can be
restricted to match specific security requirements. A minimum of
4000 ports should be allocated.

Java RMID

1098-1099

TCP, UDP

Remote Method Invocation Daemon to support client/server
connections. Required for communication between Allégro-1
and Application Server.
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From Local Application Server to Remote Application Server

From Local Application Server to Remote Application Server

Service Port Transport Notes

Event log 5432 TCP Communication between SQL event log plug-in and Postgres
database

Java Jini 4160, 8000-8010 | TCP, UDP Responsible for discovery and communications between

devices/services on iControl network. Uses multicast in remote
regions only, unicast and multi-unicast elsewhere.

Java RMI 32768-65535 TCP Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between Allégro-1 and Application Server. This range can be
restricted to match specific security requirements. A minimum of
4000 ports should be allocated.

Java RMID 1098-1099 TCP, UDP Remote Method Invocation Daemon to support client/server
connections. Required for communication between Allégro-1
and Application Server.

From Remote Application Server to Local Application Server

Service Port Transport Notes

Event log 5432 TCP Communication between SQL event log plug-in and Postgres
database

Java Jini 4160, 8000-8010 | TCP, UDP Responsible for discovery and communications between

devices/services on iControl network. Uses multicast in remote
regions only, unicast and multi-unicast elsewhere.

Java RMI 32768-65535 TCP Remote Method Invocation (client/server communication).
Dynamic Allocation of ports. Required for communication
between client and Application Server/Allégro-1 applications.
This range can be restricted to match specific security
requirements. A minimum of 4000 ports should be allocated.

LDAP 389 TCP Required for the iControl Access Control/Authentication feature
(user login).

rsync 873 TCP, UDP Mirrors file systems for redundancy

SNMP Health 1161 UDP Required for centralized Application Server Health Monitoring

Monitoring

Agent
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From Application Server to Densité

Service Port Transport Notes
Densité 5100, TCP Required if Densité controller is installed. Recommendation is to
5110 isolate Densité on ETH1 for optimal performance. Can also be

installed remotely to communicate with Application Server over
WAN.

From Densité to Application Server

Service

Port

Transport

Notes

None

Response is sent through the connection initiated by the
Application Server.

Between Application Server and SNMP Devices

Service Port Transport Notes
SNMP 161, UDP Simple Network Management Protocol, used for
162 communications between iControl and third party devices.
Required for Application Server acting as an agent or a manager.
SNMP Health 1161 UDP Required for centralized Application Server Health Monitoring
Monitoring
Agent

From Application Servers to IR Controller

Service

Port

Transport

Notes

IR Controller

4998

TCP, UDP

Used for set-top box control via infrared signal

Between Application Server and NTP Server

Service

Port

Transport

Notes

NTP

123

ubp

Used for Network Time Protocol synchronization, which is
strongly recommended in a multiple Application Server
configuration. Port needs to be open in both directions.
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From Application Server to SMTP Server

From Application Server to SMTP Server

Service

Port

Transport

Notes

SMTP

25

TCP

Simple Mail Transfer Protocol, for email alerts

80



License Management

Summary
1G5 @0 o el =T o 81
SAMPIEe WOIKIOWS . . ... ettt ettt 81
Detailed DireCtiONS .........uueeueee ettt et it ie e ieenenens 84
Key Concepts

License management is the method by which iControl administrators can request, activate, and
distribute licenses for options and drivers among their user base. The majority of tasks related
to license management have as a starting point iControl’s License Management page.

Concept Description

License An agreement to use a specific software module or collection of modules under specific terms

License Management | Web-based license management for end-users.
page

Software Feature A licensable portion of software.

License request file Afile iControl generates that you send to Grass Valley by e-mail in order to request licenses for one
or more optional features.

Activation file Afile Grass Valley sends to you that, when uploaded to an Application Server, unlocks and activates
one or more optional features.

Sample Workflows

Depending on your needs, you may wish to activate licenses for a single Application Server or
for several Application Servers at once.
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[Workflow]: Requesting and Activating a License for a Single Application Server

IMPORTANT:

Considerations in choosing a licensing strategy

Licensing several Application Servers at once carries with it the advantage of not
having to perform a licensing workflow on each of potentially many servers. In
such a networked licensing topology, one server requests and activates licenses
for itself, and these newly unlocked features will subsequently become unlocked
on the remaining Application Servers (on the same site).

There is, however, a reduction in robustness in the networked model: If the
Application Server originally used to request and activate licenses goes offline,
the network-licensed features on the remaining servers may become locked
again should these servers, in their own right, need to reboot or have their
iControl Services restart. If resilience and robustness in feature licensing is critical
to your network of Application Servers, you may want to consider individually
licensing each Application Server.

[Workflow]: Requesting and Activating a License for a Single Application Server

If you would like to activate one or more licenses on a single Application Server, perform this

workflow.

IMPORTANT:

System behavior

If you would like to activate licenses on a single Application Server (to the
exclusion of all others) but have a Redundancy Group configured for this server,
you will not be able to remove the other servers that belong to this Redundancy
Group from the license activation list.

Requesting and Activating a k\‘\
':I License for a Single Application |

A Server
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Request licenses for
desired set of features

v

Upload Activation
file to server

v

Review licensing
terms of features

Activate licenses

End

Flowchart depicting licensing workflow (single Application Server)
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Workflow: Requesting and activating a license for a single Application Server

1. | Onthe Application Server, open the License Management page (see page 684).

2. | Request the desired set of iControl licenses (see page 84).

3. | Wait for Grass Valley to return an activation file.

4. | Upload the activation file to the Application Server (see Activating a License, on page 88).

5. | Review the licensing terms of the requested features.

6. | Preview the requested features.

7. | Activate the license (see page 88).

[Workflow]: Requesting and Activating Licenses for Several Application Servers

If you would like to activate one or more licenses on multiple Application Servers, perform this
workflow.

4 Requesting and Activating Licenses for \\‘
multiple Application Servers /]

v

Request the desired licenses for
ONE of the Application Servers

v

"o e
" the confirmation ™.
< message, are all expected >—NoJ>
\\\5pplication Servers/x'/

Make a note of the

Application Servers
missing from the
confirmation

) = message
\.\hsted? D
\\\ ,/ . P
~ —
Yes
y

Upload Activation file to
this Application Server

v

Review licensing
terms of features

v

Activate licenses for
this Application Server

v

Perform the single server license
request workflow for each remaining
Application Server (noted above)

v

D ——

( End )
S

Flowchart depicting licensing workflow (several Application Servers)
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Detailed Directions

Workflow: Requesting and activating licenses for several Application Servers

1.

Ensure all Application Servers for which you would like to license features is currently
running iControl version 4.30 or later.

2. | Choose one of the Application Servers for which you would like to license features.
(hereafter called AS 7).

3. | Ensure AS 1 is connected to the network through its eth0 Ethernet port (see page 48).

4, Request the desired set of iControl licenses for AS 1 (see page 84).
If, on the license request file confirmation message one or more of the expected Application
Servers are missing, make a note of each of the missing Application Servers by IP address.

5. | Wait for Grass Valley to return an activation file.

6. | Upload the activation file to AS 7 (see Activating a License, on page 88).

7. | Review the licensing terms of the requested features.

8. | Preview the requested features.

9. | Activate the licenses for AS 7 (see page 88).

10. | For each Application Server you made note of in Task 4, perform the workflow for

requesting and activating licenses on a single Application server (see page 83).

Detailed Directions

IMPORTANT: Grass Valley strongly recommends performing procedures only in the context of

how they are called from the workflows (see Sample Workflows, on page 81).

Requesting a License

84

IMPORTANT: Features listed as Pending were active on this Application Server before it was

upgraded to the current version of iControl. The first time you request a license,
iControl also requests activation files for these already licensed features at no
additional charge.

Until you upload activation files to the Application Server for these already-paid-
for features, you will be using these features on a trial basis which will expire
30 days after first use.

Itis important to request these features’ activation files as soon as possible
after upgrading to this version of iControl
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REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

«+ You have opened the License Management page (see Opening the License Management Page,
on page 684).

+ You are able to send and receive e-mail on your client PC.

« [RECOMMENDED]: You are performing this procedure as a task within the context of an approved
workflow (see Sample Workflows, on page 81).

To request a license

1. On the License Management page, in the Feature name column, use the expansion
triangles to locate the feature for which you would like to request a license.

Feature name Order cods | Etatiig
— W

iContb ===

~egntrol Router C
iControl" 3P
| E=ONTOU PG N
iControl SNMP Opffowna
.

Click the right-pointing expansion triangle to display a category’s features

- Time Request
Feature name Order code Status remainin feature

iControl
iControl Options

iControl SNMP

iControl SNMP Options

View of the expanded iControl Options category (circled)
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Requesting a License

Note: The Pending status of several features (visible in the graphic, above), will
change to Active immediately following the first license activation. Features initially
showing Pending are those features you have already paid for but whose licensing
has not yet been synchronised with Grass Valley’s new licensing structure. It should
also be noted that features for whom licenses are Pending have pre-selected check
boxes.

2. In the Request Feature column, select the check boxes corresponding to the features
whose licenses you would like to request, or, if applicable, specify the number of licenses
you would like to request.

Instructions

- Time Request
Feature name Order code Status remaining feature

iControl

iControl Options

Audio Loudn

iControl SNMP
iControl SNMP Options

3. Click Download license request file for selected features.
A confirmation message appears.

License download confirmation

You are requesting a license update for the following selected features:

iControl Options: Audio Loudness Logger: 1 Device Count

Please validate this information before proceeding.

Cancel

4. Validate the information listed in the confirmation, and if satisfactory, click OK. If not
satisfactory, click Cancel.

If you clicked OK, a confirmation message appears. A confirmation message lists the
Application Servers used for the license request.
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License request confirmation

The following network configuration will be used for your license request:

Host name IP address License manager status

i Online
Cnline

Online
nses are requested and activated throughout your application server's subnet. Servers outside the subnet are
ded from the request

If servers you want to update with licenses are offline or missing from the list, please consult with the user guide to correct
the issue and try again.

Cancel

Request confirmation message

IMPORTANT: System behavior

Network licensing covers those Application Servers that have at least one
active license key (not a trial or demo) but that also belong to the original
licensing Application Server’s subnet.

You may find, however, that there are more servers listed in the License
Request confirmation message than you expect. This may be because you
have an Auto-failover Redundancy Group configured. If you have activated
licenses on at least one Application Server in a configured Redundancy
Group, the other servers belonging to the Redundancy Group will be
discovered by the Application Server currently making the license request.

For more information about Redundancy Groups, see page 573.

5. If the listed network configuration is satisfactory, click OK. If not satisfactory, click Cancel.
If you clicked OK, you are prompted to save the downloaded license request file.

Opening LicenseRequest.2012-07-16.145614.mlr (=23

You have chosen to open
|| LicenseRequest.2012-07-16.145614.mir

which is a: mir File (3.4 KB)
from: http://10.6.6.38

What should Firefox do with this file?

Open with Browse...

@ : Save File

Do this automatically for files like this from now on.

[ 0K l| Cancel |

6. Save the MLR file to a convenient location on your hard drive.
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Activating a License

7.

In your e-mail client application, create a new e-mail with the following recipient:
ordering@grassvalley.com

Attach to this e-mail the MLR file you saved to your local hard drive in step 6, and then send
the e-mail.

The request for an activation file is sent to Grass Valley. Wait until Grass Valley provides you
with the activation file before proceeding to the next task in the workflow (see [Workflow]:
Requesting and Activating Licenses for Several Application Servers, on page 83).

Activating a License

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:
+ You have opened the License Management page (see page 684).

- You have received an activation file from Grass Valley and it is stored on your client PC's hard drive
(either a vac file or a ZIP file).

« [RECOMMENDED]: You are performing this procedure as a task within the context of an approved
workflow (see Sample Workflows, on page 81).

To activate a license

1.

On the License Management page, in the Licensed feature activation form area,
click Browse.

A browse window appears.

Navigate to the directory containing the appropriate activation file.

IMPORTANT: Activation files may be V2C or ZIP files

The file Grass Valley sends back to you may have a v2c suffix or a zip suffix. In
either case, the steps to follow are the same.

Select and then open the file.

On the License Management page, the path and file name of the desired activation file
appear next to the Browse button.

" iControl SNIMP
iControl SNMP Options

Licensed feature activation form

C\Users\cchew\Desktop\ProtectionKeyUpdate_iche-apps

| Upload license activation file

4. Click Upload license activation file.
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License preview confirmation

You are about o a

iControl Options
- Audio Lou

his information is before proceeding

Cancel

Confirmation showing target server (updating existing key with new features)

. Verify the list of licenses you are about to apply.

. If the list of licenses is not BOTH correct and complete, click Cancel and generate the
license request file again (*.mlr), being careful to review your choices of features in the
checklist (see Requesting a License, on page 84).

. Once you are satisfied with the list of features, click OK.

A message appears indicating the license activation is complete.

. Click OK.

On the License Management page, the statuses of the features update to reflect the newly-
activated licenses.

Instructions

2 Time Request
Feature name Order code Status remaining feature
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Key Concepts

Event

An eventin iControl is any occurrence that changes the condition of a monitored element, for
example:

+ achange in alarm status, including updates to status text

+ anacknowledgement

+ achangein an alarm’s latch status

« achangein an alarm’s mode (offline, in maintenance, or online)
« the creation or deletion of a virtual alarm

+ the addition or removal of a device

« execution of a script (if the script supports logging)

« arouter crosspoint change

Note: Not all events are associated with alarms. For example, if a device driver
triggers a reboot, this event might be recorded in the log database with a timestamp,
device name, text message, etc., but with no associated alarm information.

Incident

An incident is a grouping of related iControl events. Incidents make it much easier to extract
useful information from iControl. Instead of looking for answers in a large list of alarm events,
you can have events automatically correlated and grouped into manageable incidents,
making it easier to explore the current status of a problem, its root cause, its duration, or its
resolution.
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Loudness Logging and Analyzing

Loudness Logging and Analyzing

92

Certain devices like the Kaleido-Solo are capable of monitoring the loudness of audio streams.
The data generated from monitoring may be sent to an Application Server where iControl’s
Loudness Logger can record and archive this stream of loudness data to a dedicated, external
drive.

Note: Logging loudness data necessarily involves an external drive in a NAS
(network attached storage) environment because loudness log files can grow rapidly
in size and number. The storage capacity of an Application Server is inadequate for
this purpose.

After (or even during) the logging of loudness data, iControl’s Audio Loudness Analyzer can
plot a log file’s data, making it visible in units of LUFS (EBU) or LKFS (A85) over the time period
covered by the file. Audio Loudness Analyzer allows you to zoom into the data plot as well,
effectively taking a subset of the time frame analyzed while increasing data granularity in the
chart.

With Audio Loudness Analyzer, you may edit analysis parameters as well as showing or
hiding certain data plots (e.g., choosing to show or hide the DIALNORM and Short-term
Momentary 1 data plots on the chart).

Analysis of Multi-Segment Loudness Logs

Depending on the type of device used to log loudness data (upstream of your Application
Server), you may or may not have segment-specific information multiplexed with the
loudness data. If the loudness data in your log file consists of many segments (perhaps
hundreds), you may wish to generate a multi-segment report over a span of time of your
choosing. iControl allows you to do this.

If your loudness log file consists of segments, you may wish to view analysis data with clear
demarcations between segments, along with the display of other segment-specific meta-data.
This is possible if segment information is included with the loudness data by the source
logging device. Alternatively, it is also possible if sesgment information is available as an
external As-Run log file.

An As-Run log file is a text-based file. There are variations in As-Run file types, but these differ
from one another only in format and organization of information. Regardless of the file type
chosen, all As-Run log files are equivalent in function, that being to allow Audio Loudness
Analyzer to map the As-Run file’s segment times (and other meta-data) to discrete chunks of
loudness data. This effectively allows Audio Loudness Analyzer to analyze, display, and
report loudness data with segment-level granularity.

See also
For more information about:

- Loudness Logger, see page 115.
+ Audio Loudness Analyzer, see page 116.
« A sample workflow for loudness logging and analyzing, see [Workflow]: Logging and

Analyzing Loudness, on page 131.
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See also (Continued)

For more information about:

+ Audio Loudness Analyzer [more detail]l and loudness analysis [more detail], see the
Audio Loudness Analyzer User Manual, available by clicking Help in Audio Loudness
Analyzer.

+ The use of As-Run log files for parsing discrete segments out of loudness data, see the
Audio Loudness Analyzer User Manual.

Log Database

Events and incidents in iControl can be recorded in a log database. If logging is enabled on an
Application Server, the GSM records detailed information, including timestamp, for
(potentially) every event in the system. The historical information in the database can help
track and identify problems. There is a unique log database for each GSM.

Note: By default, every iControl alarm is configured to be logged. It is possible,
however, to turn off logging for individual alarms (see Alarm Configuration for Event
Logging, on page 125).

Loggers and Log Viewers

Event Log Viewer

Event Log Viewer is a tool used to search for, sort, and manage records in an iControl log
database. Event Log Viewer allows you to build queries based on the type of event, the
device(s) and alarms involved, the time period, and a variety of other criteria. Query criteria
can be saved for reuse. The results of a query, referred to as records or rows contain detailed
information about the events that match the search criteria. Records can be sorted in the log
viewer, or exported to a text file.

Event Log Viewer allows you to toggle between showing and hiding search filter criteria. By
hiding the Search filters area, you can significantly increase the number of visible rows in the
Results table.
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Event Log Viewer

File  Query Columns

B Refres

|£| Event Log Viewer - m60/10.6.6.6
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-oearch filters
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Event Log Viewer with expanded “Search filters” area
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Event Log Viewer - m60/10 6.6.60 ==

= Export. Resetcriteria Reportiype: ] B Tip: use"

@ Pending

@ Pending

@ Pending
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iControliAM._. @ Pending

iControliD Pending
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MTDe S 5
MTI eFrame
ETH Controller2

P-1121

iContr
MTI eFrame  Health mon
ETH Controller2
iContr
iControli

iControli

10000 rows

Event Log Viewer with collapsed “Search filters” area

Event Log Viewer also displays device metadata from iC Navigator. When you edit any of the
device metadata in iC Navigator, the system updates the corresponding metadata in the log
databases for each discovered GSM. The following is a list of device metadata columns in
Event Log Viewer:

+ Device type
+ Label

+ Short label
+ SourceID

+ Comments
+ Frame

« Slot

+ Path

In addition, you can filter your search using the Device properties criteria which correspond
to the iC Navigator metadata.

The figures and table below describe Event Log Viewer.
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Search filters area Menu bar Toolbar Update settings
expand/collapse button

[ Event Log Viewer - tenderfiake/1060.75 SHIEl ™

File Query Columns

= Export et criteria Report type:
ent time properti IF 1 Alarm
beWE... |24 hou 3 ath: Previous: TEE
Search and: 7 el N
Py New: - y
criteria Type: - ortlabel: : farm evel
e ID: Text:
Frame
8
1D {(URI)
Comments:
Saved
queries
iControlim... * L i Temperatur.
Controlim... = Ci L Temperatur...
iControim... * N a ®( Temperatur...
Results 2 iControlim... * N Temperatur.
table : iControlim... ® ® Cri Temperatur...

iControlim... = Ci L Temperatur...
iControlim... * R a ®( Temperatur...

2 iControlim.. = ! Temperatur
. L i Temperatur...

Batch retrieval Message area Progress bar
buttons

Additional columns
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Main Event Log Viewer

Interface Element Description

- Toolbar -

Search Click to begin a search of the log database using the criteria in the Event time, Device
properties, Alarm properties and/or Alarm state sections

Refresh Updates the contents of the log viewer results table (re-executes the previous search using a
cached version of the query criteria)

Stop Stops a search

Export Saves the results of the current query as a text (CSV) file, which can be opened in a spreadsheet

application. The exported file contains data from the currently displayed columns in Event Log
Viewer, and preserves the sort order.

Reset criteria

Clears the current criteria in the Event time, Device properties, Alarm properties and/or Alarm
state sections

--- Event time ---

The fields and menus in this section allow you to enter search criteria based on the type of
events you are looking for, as well as the period in which they occurred.

between

Enter a START date/time for your search, or choose a preset or previously entered date/time from
the drop-down menu.

and

Enter an END date/time for your search, or choose a a preset or previously entered date/time from
the drop-down menu. Leave this field blank if you wish to search from the START date/time up to
the CURRENT date/time.

Click the ellipsis [...] button to display a calendar, from which you can choose a date and time for
the START and/or END of the period in which you wish to search

Type

Choose the type of log entry to search for (status, text, event or any). An event can be anything
that has occurred that is not an alarm, like device metadata updates and schedule changes
(e.g., ack and unlatch can be events).!

--- Device properties ---
The fields and menus in this section allow you to enter search criteria based on the properties
of the device(s) you are looking for.

Type Choose a device type to search for event logs matching only this criterion.

Label Choose a device label to search for event logs matching only this criterion.
Short label Choose a device short label to search for event logs matching only this criterion.
Source ID Choose a source ID to search for event logs matching only this criterion.

Frame Choose a frame to search for event logs matching only this criterion.

Slot Choose a slot to search for event logs matching only this criterion.

ID (URI) Enter a device’s Uniform Resource Identifier (URI)

Comments Choose a comment to search for event logs matching only this criterion.
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Interface Element

Description

--- Alarm properties -
The fields and menus in this section allow you to enter search criteria based on the properties
of the alarm(s) you are looking for.

Path Enter an alarm’s path (i.e. where it appears in the GSM Alarm Browser hierarchy)
URI Enter an alarm’s URI

Name Enter an alarm’s name

--- Alarm state ---

The fields and menus in this section allow you to enter search criteria based on the state
(status) of the alarm(s) you are looking for.

Previous Enter the previous status of the alarm(s) you are looking for
New Enter the new status of the alarm(s) you are looking for
Text Enter all or part of the text status of the alarm(s) you are looking for

Show state transition
only

Select to display only those logged events with changed alarm states (enabled by default)

--- Query / Update ---

Query

Enter the preset query name whose search criteria you would like to use in a new search.

Go

Click to begin a search of the event log database using the criteria of the query selected in the
Query box.

Auto-update mode

Select to configure Event Log Viewer to automatically refresh the log list.

Update entries in real
time

When the Auto-update mode check box is selected, the Update entries in real time option is
no longer grayed out. The real-time refresh option auto-updates the event log list on a real-time
basis.?

Refresh every

When the Auto-update mode check box is selected, the Refresh every option is no longer
grayed out. This manual refresh option auto-updates the event log list at the frequency specified
in the Refresh frequency.?

Use the up and down arrows or enter the number of minutes between automatic refreshes of
Event Log Viewer.

--- Columns ---

Timestamp (<Time
Zone>)

The date and time at which the event occurred (e.g., 2008-11-04 16:57:54.437)

Device type

The type of device associated with the event (e.g., DCP-1721)

Device ID (URI)

The URI of the device associated with the event (e.g., App13_d14_Densité_SLOT_6_35)

Path

The path of the alarm associated with the event
(e.g., iControl/Logical View/UAP_Cards/DCP-1721 (Appl3_d14_Densité_SLOT_6_35))

Previous state

The state of the alarm prior to the event (e.g., Normal)
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Main Event Log Viewer (Continued)

Interface Element

Description

New state The state of the alarm at the time of the event (e.g., Critical)

Alarm name The user-defined name of the alarm (e.g., ServiceOverall)

Time code The time code associated with the event (if applicable)

Label The long label of the device associated with the event

User The IP address of the workstation from which the event was triggered. Available only for certain
events, such as the acknowledgement of an alarm.*

Event type The event type (text, status, or event)

Previous latch

The state of an alarm’s latch component prior to the event (e.g., Normal)

New latch

The state of an alarm’s latch component at the time of the event (e.g., Critical)

Previous ack.

The state of an alarm’s acknowledgement component prior to the event (e.g., Normal)

New ack. The state of an alarm’s acknowledgement component at the time of the event (e.g., Critical)
Alarm URI The URI of the alarm associated with the event

(e.g., virtualAlarm://NL-AD-TS_14-80-MAGICFM%40ServiceOverall)
Text The text message, if any, associated with the event (e.g., Card not ready.)

GSM timestamp

The date and time at which the event was received by the GSM(e.g., 2008-11-05 16:11:54.667
EST)

Short label A more compact version of the Label column.

Source ID Descriptive text used to describe the source that goes into the device. Not applicable for some
device types.

Comments Descriptive text used to provide device-specific comments regarding this event.

Frame A system-assigned value that denotes the frame on which the device is located.

Slot A system-assigned value that denotes the slot on which the device is located.

<User-defined custom
timestamp>

The date and time at which the event occurred in a custom, user-defined time zone.

--- Batch retrieval buttons ---

Previous result set

If the results for the current search exceeds 10000 rows and you have already advanced beyond
the first screen, click this button to retrieve the previous screen of results for this search.

Next 10000 results

If the results for the current search exceeds 10000 rows, click this button to display the next screen
(the next 10000 results) for this search.

Results for the next
time interval

Returns a new search result using the time interval for the previous search but starting the time
interval at the end of the time interval for the previous search.”
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Main Event Log Viewer (Continued)

Interface Element Description
--- Bottom Bar ---
Message area Displays system messages (e.g., 40255 rows found)

Progress bar

Displays progress of search (% completion)

1. An event of type event refers to the acknowledgement of an alarm, the setting of an alarm latch, or a
driver-specific log entry.

2. The Update entries in real time and Refresh every option buttons are mutually exclusive toggle
options (i.e.: when one is selected, the other is not).

3. The Update entries in real time and Refresh every option buttons are mutually exclusive toggle
options (i.e.: when one is selected, the other is not).

4. The iControl security module (i.e. user authentication) is not integrated with the log database at this

time.

5. An example is if the previous time interval was a 24-hour span from 00:00:00.000 on Sunday to
23:59:59.999 on Sunday, clicking the Next time interval retrieve button returns a new search for a 24-
hour time interval starting at 00:00:00.000 on Monday.

Event Log Viewer Menus

Event Log Viewer has three menus: File, Query, and Columns. The menu options are
described in the table below.

LEvent time

and:

1
T'_‘ e
1

[ |£| Event | nn Viewer - m60,/10.6.6.60

1
lietwe... 24 hours ago | =

Label:
Short labi

Event Log Viewer menu bar
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Log properties...
Preferen

| Export...

Repair dat:

Columns

Add other columns... | All

Device ID (URI)
Event type

User

Previou

Mew latc
Previo

k.
Alarm URI

Mew

W times
Short label
Source ID

tamp

Comments
Frame
Slot

Custom tim

Event Log Viewer menus (expanded)

Interface Element

Description

--- File Menu ---

Log properties

Opens the Log Properties

Preferences

Opens the Preferences

Export

Opens afile browser, allowing you to name and save the results of the current query as a text (CSV)
file, which can be opened in a spreadsheet application. The exported file contains data from the
currently displayed columns in Event Log Viewer, and preserves the sort order.

Repair database

Repairs the database

--- Query Menu -

Save current criteria as

Allows you to name and save the current criteria in the Event time, Device properties, Alarm
properties and/or Alarm state sections; the named query appears in the Query menu

Manage queries

Allows you to modify or remove saved queries

Reset criteria

Clears the current criteria in the Event time, Device properties, Alarm properties and/or Alarm
state sections

--- Columns Menu

Add other columns

Allows you to display additional columns in the results table; as you add columns, they are
removed from this menu (and vice versa)’

1. To add a custom, user-defined timestamp column, click Custom Timestamp.
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Event Log Viewer Shortcut Menu

A shortcut menu is displayed when you right-click on a row in the results table of Event Log
Viewer. The menu options are described in the table below.

dard Time )

Menu Item Description

Remove [name] column from view Allows you to remove columns from the results table; as you remove columns,
they are added to the Add other columns menu

Add to search criteria Adds the value you right-clicked to the current search criteria and retrieves items
matching the updated criteria (that is, the current search criteria are further
constrained by the addition of this new filter).!

Search with this value only Replaces the current search criteria with only the value you right-clicked and
retrieves items matching the updated criteria.?

Add other columns Allows you to display additional columns in the results table; as you add columns,
they are removed from this menu (and vice versa).3

Create incident template Opens New Incident Template, allowing you to create an incident template
based on the currently selected event(s).

1. When you right-click to get your shortcut menu, make sure you right-click directly over the value (the
intersection of the event row with the desired column) you wish to use in your search criteria.

2. When you right-click to get your shortcut menu, make sure you right-click directly over the value (the
intersection of the event row with the desired column) you wish to use in your search criteria.

3. To add a custom, user-defined timestamp column, click Custom Timestamp.

Event Log Viewer Preferences

Event Log Viewer preferences allow you to specify a display format for the time stamp
associated with each log entry. When this window appears, a popup legend also appears
listing possible values for the Timestamp format field.
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Letter Date or Time Component Presentation
Era designator Text
Year Year
Month Month
Number

/eek in month Number

Number
in month Number
of week in month Number
Day in week Text
Amipm marker Text
Hour in day Mumber
Hourin d Number
Number
Hourin amipm (1-12) Mumber
Minute in hour Number
Second in minute Number

Number

Time zone General time zone P

Time zone RFC

Forma

Timestamp format ~MM-dd HH:mm

Cancel

Examples

c Standard Time; PST, GMT-0

The default time stamp format is yyyy-MM-dd HH:mm:ss.SSS, where each letter represents a
character of a specific time stamp component. Dashes, periods, spaces and other characters

are used to separate the elements of the time stamp.

So, as an example, for an event logged at one millisecond before 6:00 p.m. on August 21st,
2007, the default syntax would result in the following time stamp:

2007-08-21 17:59:59.999

The table below lists the elements that can be used to build a time stamp format:

Letter Date or Time Component Presentation Examples

G Era designator Text AD

Y Year Year 2007 (YYYY), 07 (YY)

M Month in year Month August (MMMM), Aug (MMM), @8 (MM)
w Week in year Number 27

w Week in month Number 2

D Day in year Number 189

d Day in month Number 10

F Day of week in month Number 2

E Day in week Text Tuesday (EEEE), Tue (EEE)
a Am/pm marker Text PM

H Hour in day (0-23) Number 0
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(Continued)
Letter Date or Time Component Presentation Examples
k Hour in day (1-24) Number 24
K Hour in am/pm (0-11) Number 0
h Hour in am/pm (1-12) Number 12
m Minute in hour Number 30
s Second in minute Number 55
S Millisecond Number 978
z Time zone General time zone Pacific Standard Time (zzzz), PST (z)
z Time zone RFC 822 time zone -0800

Device-Specific Event Log Viewer

In iC Navigator and iC Web, you can access Event Log Viewer in the context of a particular
device. When you open Event Log Viewer in a device-specific context, only events particular
to that device are visible.

The device-specific Event Log Viewer uses the same interface as the main event log viewer
(see Event Log Viewer, on page 93).

The device-specific Event Log Viewer can be displayed by right-clicking on a device (in
iC Navigator or on a Web page) and clicking Show Log (in iC Navigator) or Show status log
(in iC Web).

pu
¥ Grass Valley iControl Navigator - Acce:

File View Dis v Tools Help

% Specific location | | ™ All locations

L+ [+ B

10w control panel

10w info control panel
Configure overall alarm
Cut
Rename

Browse device in flat view

Manage device profiles

Navigating to the device-specific Event Log Viewer in iC Navigator
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Menu bar Toolbar Search filter area

) Event Log Viewer - QA_suss_qppsewﬂno.qm.ml) ==

File Query Colum

= Export_. R
ch filters
Eventtime Device properti Alarm properti
Betwee... [o4 hoy T Type:
and:
Type abel: Name:
Source ID

Frame

LD_Lab_ag

Comme

Pending
@ Pending
© Cri
Embedded Timecode
Card LED

Batch retrieval buttons Message area Results table Progress bar Update
settings

Device-specific Event Log Viewer as seen from iC Navigator

W Event Log Viewer - m60/10.6.6.60 ==
File Query Columns

Search @ Refresh | siop [l Export.. Resetcriteria Report type: v|i; co [2) Tip:use's
search filters
Timestamp ( Eastern Standard Ti.. = | Text Device type Path Previous state MNew state Alarm gg]
[2012-11-29 15:49:39.846 irtual alarm est Mormal Minor test
(2012-11-29 15.49:39.848 bug3... Mirual alarm FixingBug2 Mormal Minor Incident35897_B
(2012-11-29 15:49:39 846 irtual alarm FixingBug Mormal Minor bug35897_Historical_even
[2012-11-29 10:47:23.901 irtual alarm est Mormal Minor test
[2012-11-29 10:47:23.901 bug3... Mirual alarm FixingBug2 Mormal Minor Incident35897_B
[2012-11-29 10:47.23.900 irtual alarm FixingBug Mormal Minor bug35897_Historical_ever
[2012-11-29 09:39:25.956 irual alarm est Normal Minor test
(2012-11-29 09:39:25.956 bug3. irtual alarm FixingBug2 Mormal Minar Incident35897_B
[2012-11-29 09:39:25.955 irtual alarm FixingBug Mormal Minor bug35897_Historical_gver
12012-11-29 09:35.25.517 irtual alarm est Minor Normal test
[2012-11-29 09:35:25 517 irtual alarm FixingBug2 Minor MNon-existent Incident35897_B
[2012-11-28 16:28:46.452 Alarm test [Test alarms G Pending | Minar WAlarm 1 running on 10.0.25

RNE 12 rows 1seconds

Device-specific Event Log Viewer in iC Web (Search filters area collapsed)
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1 Event Log Viewer - m60/10.6.6.60 =N EcE (<=
File Query Columns
Search @ Refresh w siop  [& Export.. Resetcriteria Report type: '|ii Go @ Tip: use "%
Search filters
rEventtime—— Device properties | Alarm properties Alarm state
betwe... |24 hours ago | v Q Type: - - Path: - - Previous: ® Any alarm ... ¥ -
and: - Q Label: + [ = URE [glarm:scripf = || . ’_
Type: | =apy= - Short label: | Name: - ’—_ few B Anyalarm ... ¥ || -
Source ID: = Text: j -
Frame: - »
= [¥ Show state tran...
Slot: - =
1D (URIy: - .
Comments: — »
uerr] [ w0 ]
Timestamp ( Eastern Standard Ti... © | Text Device type Path | Previous state MNew state Alarm
[2012-11-29 15:49:39.846 irtual alarm est | Minor test -
(2012-11-29 15:49:39.846 bug3. irtual alarm FixingBug2 | Minar Incident35897_B 3
[2012-11-29 15:49:39.846 irtual alarm FixingBug | Minor bug35897_Historical_gy
12012-11-29 10:47:23.901 irtual alarm est | Minor test
(2012-11-29 10:47:23.901 bug3... Mirtual alarm FixingBug2 | Minor Incident35897_B
2012-11-29 10°47-23 900 irtual alarm FixinaRua Minar hun35R97 Histarical ey ™
| R T 0
I"I"E 12 rows 1 seconds

Device-specific Event Log Viewer in iC Web (Search filters area expanded)

If the context is a virtual alarm, the URI field — under Alarm properties in the Search filters
area — is automatically populated with the URI of that virtual alarm.

{w Event Log Viewer - m60/106.6.60 !
File Query Columns

Search @ Refresh w Siop [ Export.. Reset criteria Ilepurlly]m_" - |ii Go
|64l search firters
~Event time -Device properties | -Alarm properties - Alarm state
betwe... |34 hours ago - Q Type: o ‘ _P:I_t_ll:__ - _ Previous: ®
and: v |[.] |Lavek - URE  [alarmuiscriptediT| —® :
~ New:
Type: |- Short label: “HamerT
= > )P - [N S
Source ID: - N Text:
e - - ‘\
Frame: o .
Pl ~ o \\ [ s
Slot: < A
- == AN
IDwﬂlE LY
Lo h = \‘
”w ‘Comments: > [ "\
ﬁle'ﬂ -~ -~ —Lfustronton ak bihpgurentries in real time @ Refresh eveg ™,
ot v B
Timestamp ( Eastern dar
[2012-11-29 16:18
11-29 1

URE  |alarm://scripted/T |

Pre-populated URI search field for virtual alarm (context-sensitive Event Log Viewer)

Additionally, in the device-specific Event Log Viewer, by taking advantage of the search filter
features of the standard Log Viewer window, you can use any parameter of any listed log entry
as either a solitary search criterion or else to be added to the existing search criteria of the
current filter simply by right-clicking any cell of any log listing.
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W Event Log Viewer - m60/10.6.6.60
File Query Columns

[E=8(EER =)

> [l o ) Tipuse”

Add to search criteria

Search with this value only
Add other columns... 3

Create incident template...

2 Ej Search @ Refresh L@J Stop ﬂ Export.. Reset criteria Reporllype."
’ﬁ Search filters
Event time: Device properties: Alal Alarm state
betwe... |24 noursago | v Q Type: - - Path: |fixingBug | | | Previous: @ Anyalam... ¥ ||~
and: - g Label: - - URE: - | - N
ew:
Type: | =apy - Short labek: - Hame: = (B Anyalarm... v || -
Source ID: = Text: j -
Frame: -
[vi Show state tra...
Slot: -
1D {URI): -
Comments: - -
Query; MR
Timestamp ( Eastern Standard Ti... = | Ted | Device type | Path | Previus state |  Newstate | Alarr
[2012-11-29 16:42:14 348 irtual alarm test Mormigl Major test E |
[2012-11-29 16:42:14.848 bug3... Virtual alarm FixingBug2 ° Morm 0 Major Incident35897_B J
12012-11-20 16:42:14.848 Virtual alarm FixingBug . Morm 0 Major bug35897_Historical_|
(2012-11-29 16:42:14.845 Virtual alarm test Remove "Path” column fromyyiew @ Normal test

Using the Search with this value only feature in the context-sensitive Log Viewer

Create incident template...

7 Event Log Viewer - m60/10.66.60 =3 EcE |
File Query Columns
ﬂ Search @ Refresh & stop [E Export.. Reset criteria Repnrtlype:‘ "4.—, GO El Tip: use "%’ as a wildca:
|ﬁ Search filters.
Event time Alarm properties Alarm state
betwe... |54 nours ago ‘ - Q Type: |\Alarm test - ; Path: |rixingBug - - Previous: @ critical I
and: URE: - i
‘ v Q 3 - \alarm:/iscripted) » - T ® P - ’7
Type: | sgpy* - Short label: "‘ = Name: - ’7_ ny alarm level -
sorcen |\ |+| b I |
Frame: \ - -
[] Show state transii...
Slot:
1D (URI): -
Comments: - -
Query! v| G | [Autoupdate mod
Timesiamp ( Eastern Standard Ti... v | Test | Device type Path | | Previous state | Mew slate Alarm name
[2012-11-29 16:18:18.372 |Alarm test Testalarms QMEJM Minor Alarm 1 running on 10.0.25.0 -
[2012-11-29 16:18:17.124 |Alarm test Testalarms . Critical O Major Alarm 1 running on 10.0.25.0
[2012-11-29 16:18:15.972 Alarm test e » o @ Critical Alarm 1 running on 10.0.25.0 i
|2012-11-2916:11:10.612 Virtual alarm | Remeve "Device type’ imn from view Major test
S Add to search criteria
Search with this value only
Add other columns... 3

Using the Add to search criterion feature in the context-sensitive Log Viewer

Note: If the context of a context-sensitive Event Log Viewer is a virtual alarm, the
URI field — under Alarm properties in the Search filters area — is automatically
populated with the URI of that virtual alarm.

Incident Log Viewer
Incident Log Viewer is used to browse and manage incidents, which are groupings of
multiple events. With Incident Log Viewer, you can view details of an incident, add
comments to qualify it, acknowledge the incident and its associated alarms (so that your
colleagues know someone is working on the problem), escalate the incident to a higher-level

user, and more.
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Entries listed in the results table of Incident Log Viewer are color-coded, based on their
respective status, to help discriminate among them:

« New (or unacknowledged) incident entries appear in bold text.
« Acknowledged Incident entries appear in regular text.
+ Cleared incident entries appear in gray text.

« Child (consolidated/linked) incidents appear in smaller text.

Menu bar Tool bar Search criteria

| £ Incident Log Viewer - @ppserver/10.6.6.10 EI

FEile  Query

2] Tip:u

General
Name: between
URL Ack hd
Include sub-incidents in th ar No =
Resaolved: Mo

Duration of at least seconds ¥ | Escalated at least times Occurred at least tirpés

D [Dccurrence

alarm:iiscri...

appserver_...
109 days 2... * Critical 2308 appserver._...
126 days 4:... ° HNone.. 2 snmp://Bug...
109 days 2... * Critical 2 } appserver._...
109 days 2... * Critical 2 B appserver._...
109 days 2... * Critical 2 } appserver._...
109 days 2... * Critical 2 B appserver._...
109 days 2... * Critical 2 2 B appserver._...
109 days 2... * Critical 2 3 B appserver_...
109 days 2... * Critical 2 } appserver_...
109 days 2... * Critical 2308 appserver_...
24 days 3:3.. ° HNon-e..
109 days 2... * Critical
189 days * Critical
189 days o cal

00 A

Results table

Note: If you right-click on any one of the State, Occurrences, or Status columns,
the resulting Shortcut menu does not include the items Add to search criteria nor
Search with this value only.

Interface Element Description
--- Toolbar ---
Search Click to begin a search of the incident log database using the criteria in the General

and/or History sections

Refresh Updates the contents of the Incident Log Viewer results table (re-executes the previous
search using a cached version of the query criteria)
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(Continued)

Interface Element

Description

Stop Stops the active search
Delete all Deletes the results of the current search (all found rows) from the database
Export Saves the results of the current query as a text (CSV) file, which can be opened in a

spreadsheet application. The exported file contains data from the currently displayed
columns in Incident Log Viewer, and preserves the sort order.

Reset criteria

Clears the current search criteria.

--- General ---

The fields and menus in this section allow you to enter search criteria based on the general
characteristics of the incidents you are looking for.

Name

Enter the name of the incident you are searching for.

URI

Enter the Uniform Resource Identifier (URI) of the incident you are searching for.

Include sub-incidents

Select this check box to include sub-incidents in the search.

--- History ---

The fields and menus in this section allow you to enter search criteria based on the history of
incidents you are looking for, as well as their escalation level.

Start

Specify a date/time interval to be searched for incidents. Enter a starting point in the
between field, or choose a preset value from the menu (30 hrs, 24 hrs, 1 week,

or1 month ago). Enter an ending point in the and field, or choose a value from the menu
(now, 30 minutes, 24 hours, 1 week, or 1 month ago).1

Ack

Specify how the acknowledgement status of an incident is to be considered in the search.
From the menu, choose Yes to find only acknowledged incidents, No to find only
unacknowledged incidents, or leave blank to find both.

Enter a starting point in the between field, or choose a preset value from the menu

(30 hrs, 24 hrs, 1 week, or1 month ago). Enter an ending point in the and field, or
choose a preset value from the menu (now, 30 minutes, 24 hours, 1 week, or

1 month ago).

Clear

Specify how the cleared status of an incident is to be considered in the search. From the
menu, choose Yes to find only cleared incidents, No to find only incidents not yet cleared,
or leave blank to find both.

Enter a starting point in the between field, or choose a preset value from the menu (30
hrs, 24 hrs, 1 week, or1 month ago). Enter an ending point in the and field, or choose a
preset value from the menu (now, 30 minutes, 24 hours, 1 week, or 1 month ago).

Resolved

Specify how the resolved status of an incident is to be considered in the search. From the
menu, choose Yes to find only cleared incidents, No to find only incidents not yet cleared,
or leave blank to find both.

Enter a starting point in the between field, or choose a preset value from the menu (30
hrs, 24 hrs, 1 week, or1 month ago). Enter an ending point in the and field, or choose a
preset value from the menu (now, 30 minutes, 24 hours, 1 week, or 1 month ago).

Duration of at least

Specify a minimum incident duration for the search.

Escalated at least [ .. ] times

Specify a minimum number of incident escalations for the search.
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(Continued)

Interface Element

Description

Occurred at least [ .. ] times

Specify a minimum number of times an open incident’s trigger has changed state from
normal to fault for the search.

--- Query / Update ---

Query

Enter the preset query name whose search criteria you would like to use in a new search.

Go

Click to begin a search of the incident log database using the criteria of the query selected
in the Query box.

Auto-update mode

Select to configure the Incident Log Viewer to automatically refresh the log list.

Update entries in real time

When the Auto-update mode check box is selected, the Update entries in real time
option is no longer grayed out. The real-time refresh option auto-updates the incident log
list on a real-time basis.?

Refresh every

When the Auto-update mode check box is selected, the Refresh every option is no
longer grayed out. This manual refresh option auto-updates the incident log list at the
frequency specified in the Refresh frequency.?

Use the up and down arrows or enter the number of minutes between automatic
refreshes of Incident Log Viewer.

--- Columns ---

Name The user-defined name of the incident

Started The creation date and time of the incident

Acknowledged The date and time when the incident was last acknowledged - empty if not
acknowledged

Resolved The date and time when the incident was resolved (based on the virtual alarm linked to
the incident template) — empty if not resolved

Cleared The date and time when the incident was cleared - empty if not cleared

Duration The interval between the date and time of creation and of resolution for an incident, or
the elapsed time since its creation.

Escalations The number of times an incident has been escalated

State The state of the virtual alarm associated with the incident template

ID The unique ID of the incident

Occurrences The number of times an open incident’s trigger has changed state from normal to fault

Status The status of the incident (New, Acknowledged, Cleared or Acknowledged+Cleared)

Trigger The URI of the incident template that triggered an incident

1. The between and and menus for Ack, Clear, and Resolved (see below) are used in a similar way.

2. The Update entries in real time and Refresh every option buttons are mutually exclusive toggle
options (i.e.: when one is selected, the other is not).

3. The Update entries in real time and Refresh every option buttons are mutually exclusive toggle
options (i.e.: when one is selected, the other is not).
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Incident Log Viewer Menus

Incident Log Viewer has two menus.

| £ Incident Log Viewer - appserver/10.6.6.10

File | Query

Log properties

Preferen

Incident templates...
" Export...

Repair data

File menu on Incident Log Viewer

| £ Incident Log Viewer - appserver/10.6.6.10

Query menu on Incident Log Viewer

Interface Element

Description

--- File Menu -

Log properties

Opens the Event and incident log configuration window

Preferences

Opens the Preferences window

Incident templates

Opens the Incident Templates window

Export

Opens a file browser, allowing you to name and save the results of the current query as a
text (*.csv) file, which can be opened in a spreadsheet application. The exported file
contains data from the currently displayed columns in Event Log Viewer, and preserves
the sort order.

Repair database

Repairs the database

--- Query Menu ---

Save current criteria as

Saves the current criteria as a stored query under a user-definable name

Manage queries

Opens the Manage queries window

Reset criteria

Resets the default query so that no query executes when the viewer is opened

Incident Log Viewer Shortcut Menu

A shortcut menu is displayed when you right-click on an incident entry in Incident Log
Viewer. The menu options are described in the table below.
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arational mode

» [0 Offline

In mainten:

Menu Item

Description

Acknowledge

Opens a window allowing you to acknowledge the currently selected incident and enter a
comment.

Unacknowledge

Opens a window allowing you to unacknowledge the currently selected incident and enter
acomment.

Clear Opens awindow allowing you to clear the currently selected incident and entera comment.
The color of the text in the row corresponding to the cleared incident changes to gray. Only
resolved incidents can be cleared.

Reopen Opens a window allowing you to reopen the currently selected (cleared) incident and enter
a comment.

Escalate Opens a window allowing you to escalate the currently selected incident and enter a

comment.

Edit Resolution

Opens a window allowing you to enter comments associated with the resolution of the
currently selected incident.

Add Comment

Opens a window allowing you to enter a comment about the currently selected incident,
without an associated action.

Operational mode

Point to Operational mode, and then click Offline, In maintenance, or Inverted to change
the operational state of the incident.

Create schedule

Create a schedule for alarm suppression

Snooze Temporarily suppresses alarms associated with the selected incident (see Alarm
Operational Modes, on page 358)
Desnooze Removes alarms associated with the selected incident from snooze mode

Remove corresponding
incident templates

Allows you to remove incident templates from Incident Log Viewer.
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Menu Item Description
Add to search criteria Adds the value you right-clicked to the current search criteria and retrieves items matching

the updated criteria (that is, the current search criteria are further constrained by the
addition of this new filter).!

Search with this value only | Replaces the current search criteria with only the value you right-clicked and retrieves items
matching the updated criteria.?

View details Displays detailed information about the currently selected incident

1. When you right-click to get your shortcut menu, make sure you right-click directly over the value (the
intersection of the event row with the desired column) you wish to use in your search criteria.

2. When you right-click to get your shortcut menu, make sure you right-click directly over the value (the
intersection of the event row with the desired column) you wish to use in your search criteria.

Incident Log Viewer — Details

When you first open Incident Log Viewer, only the Search criteria and Results table areas
are visible, There is another area that is used to display detailed information about an
individual incident. The Incident details area can be made visible either by double-clicking an
incident in the Results table, or by right-clicking on it and clicking View details.

Menu bar Tool bar Search criteria

| £/ Incident Log Viewer - appserver/10.6.6.10
File  Query

Reset criteria B Tip:us wildcard character in text boxes

Mame: between
URI

Include sub-incidents in the searc!

seconds ¥ ated at leas| times

Mame 3 E-...I Duration a ID |Bce 2| a Trigger
LP-1801 - Audio M... 201 3 1w 109 days 2... . 23100
HLP-1801 - Audio M... 2012-02-08 1... 109 days 2... * Critica 23097

[HLP-1801 - Audio .. |2012-02-08 1... 109 days 2... . 23092

HLP-1801 - Audio M...2012-02-08 1... 109 days 2... * Critical 23098

HLP-1801 - Audio 012-02-08 1... 109 days 2... * Critical 23085

HDA-1832 - Overall 2012-02-08 1... 109 days 2... * Critical 23086 appserver ...
xstPoller34993 20120504 1... * Non-e.. 24695 alarm:l/scri...

Attributes
Name:
Trigger.

Details area Message area Results table Progress bar
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Interface Element Description

- Attributes -
Shows the attributes of the currently selected incident

Name The name of the currently selected incident

Trigger The URI of the incident template that triggered the currently selected incident

State The overall alarm for the currently selected incident. This is a virtual alarm, created
automatically, that summarizes the statuses of the alarms for all of events contributing to
this incident

Escalations The number of times the currently selected incident has been escalated

Duration The time elapsed since the currently selected incident was first created. For cleared

incidents, this parameter represents the elapsed time between the incident’s creation and
the moment it was cleared.

ID The unique ID of the currently selected incident
Started The creation date and time of the currently selected incident
Acknowledged The date and time at which the currently selected incident was last acknowledged
Resolved The date and time at which the currently selected incident was resolved
Cleared The date and time at which the currently selected incident was cleared
--- Historical Event Log ---
Shows the alarm events associated with the currently selected incident.’
Primitive alarms only Select to filter the events so that only primitive alarms are displayed.
Last occurrences only Select to display only the last occurrence of each alarm.
Refresh Click to refresh the contents of the Events tab if you made changes to the search criteria
(see above), or to scan the log database, again, for updates.

Current Status Decomposition
Shows the composition of the incident templates thereby allowing users to find the root causes of individual incidents.

Consolidation

Shows the incidents that have been consolidated under the currently selected incident. You can drag-and-drop incidents
from the Results table into the Sub-incidents area to consolidate them.?

History
Shows the history of the actions and comments associated with the currently selected incident.

Resolution
Shows the actions and comments associated with the resolution of the currently selected incident.

1. For a description of the columns in this section, see Event Log Viewer, on page 93.
2. For adescription of the columns in this section, see Incident Log Viewer, on page 107.
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Loudness Logger

Loudness Logger allows you to start and stop the logging of loudness data streams coming
from external audio sources, such as Kaleido-Solo. When you initiate logging of a loudness
data stream, you are streaming the data to a log file on a remote drive.

Note: Prior to the logging operation, you must mount the remote drive to the
designated loudness directory on the Application Server.

-
M Loudness Logger on m60 [Loudness Logger]

ECIET
I

i I i i
Source ID Comments Short label Frame

/H udio &.

HD!! > Audio &... Al

HD upfdownici

S0 Embedded Au... EA

Loudness Logger

Ul Element Description

Main window Displays available loudness data streams

Refresh Refreshes the main window

Start all Starts logging all available loudness data streams

Stop all Stops logging all available loudness data streams

Settings Allows you to:
+ mount the remote drive to the loudness directory on the Application Server
+ configure loudness alarm settings
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IMPORTANT: Make sure you have sufficient storage space for loudness data

When specifying a location for storing loudness data, make sure you have
enough storage space available. If, when logging loudness data, the logger runs
out of space, it will stop logging (

Differential bit rate of loudness raw data from various devices

Device Number of audio Bitrate (Bytes/second) | Bitrate (MB/day)
programs

KS-910 1-2 170-210 14.7-18.2

XVP-3901 1-8 170-450 14.7-39

EAP-3901 1-8 170-450 14.7-39

AMX-3981 1-8 170-450 14.7-39

ADX-3981 1-8 170-450 14.7-39

See also

For more information about:

+ Loudness logging and analyzing, see page 92.
« A sample workflow for loudness logging and analyzing, see [Workflow]: Logging and
Analyzing Loudness, on page 131.

Audio Loudness Analyzer

I Audio Loudness Analyzer - SN L | dcmiiion g o, MMMBNES. i bbb

FEile  Options

A= Open | 3® Default A 7& Default Properties o] Report| | Change View

i I Shortterm (Loudness 1)
L M Integrated (Loudness 1)
DIALNORM {Loudness 1)
M short-term (Loudness 2) 747
M Integrated (Loudness 2)
DIALNORM (Loudness 2)

_20.0 {4 i | Properties

-15.0

-17.5

-22.5

_35.0 S 2rm (Loudne:
Integrated (Loudne:
M

-27.5

Inte
DIA|
Target

-30.0

Loudness (LKFS)
S RRRSRRR

-32.5

-37.5

gl === ==

-40.0

12:00:00 16:00:00 20:00:00

Plot view of Audio Loudness Analyzer
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B Audio Loudness Analyzer - aisisiss S | . Seo0 0 6 e ML e, el o Ak (=N E=R(~<|

File  Options

/~ Open | 7 Default A ® Default Properties | « Report| | Change View
Loudn

Channel Name | Date |'On-air Time Duration | Server ‘Segmenll [ 2amiD |Segmenﬁ " [TPmax1|
(YYYY-MM-DD) (hh:mm:ss:f(hh:mm:ss:ff] Source  Number| Number Type | (LKFS) | (dBFS)

-

E

Tabular view of Audio Loudness Analyzer

Audio Loudness Analyzer is a powerful tool for graphically depicting an audio source’s
loudness data over a period of time. The power of this tool lies primarily in its configurability of
analysis parameters, including the applicable loudness standard, relative gating, and short-
term window. As well, Audio Loudness Analyzer allows you to zoom into a data plot. Each
zooming action triggers a new analysis of loudness data from source, for the requested time
period (configurable start and stop times) and given the configured analysis parameters.

Additionally, one can choose to incrementally display or hide plot series. For example, you
may decide to display only Short-term Momentary 1, Integrated Momentary 1, and DIALNORM
data while hiding the remaining series in order to unencumber the visual chart. See the
following figures for detailed views of Audio Loudness Analyzer:

See also
For more information about:

« Loudness logging and analyzing [descriptive information], see page 92.

+ A sample workflow for loudness logging and analyzing, see [Workflow]: Logging and
Analyzing Loudness, on page 131.

« Audio Loudness Analyzer [more detaill and loudness analysis [more detail], see the
Audio Loudness Analyzer User Manual, available by clicking Help in Audio Loudness
Analyzer.

« The use of As-Run log files for parsing discrete segments out of loudness data, see the
Audio Loudness Analyzer User Manual.
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B Audio Loudness Analyzer - SDI VIDEQ 1 (SOLO_KSolo_lab_c_Densite SLOT_21 170.0)
File Options

Help

A= Open

-15.0

-17.5

-20.0

-22.5

-25.0

-27.5

-30.0

Loudness (LUFS)

S

P11 0P

i

/ Buaness !nalysm sl" v"’E!’ ! ﬁ Shortterm (Loudness 1)

Integrated (Loudness 1)

Short-term (Loudness 2)
M Integrated (Loudness 2)
I DIALNORM

Propertie

Integrated (Loudne:

I Short-term (Loudness 1)

M Integrated (Loudness 1) 327
M Short-term (Loudness 2)

M Integrated (Loudness 2) 327
I DIALNORM

M Targe

e —

gment | erro
gment | erro

R 1 1 ) s

Visual Markers: Display options
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Properties

FALIGA hd

EBU G8
EBU G
ARIB TR

Properties: Analysis parameters (relative gating)
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Properties

Properties: Analysis parameters (short-term window)

Meta-data (not editable)

Incident Template Configuration

The Incident template configuration window is similar to Build Virtual Alarm (see Working
with Virtual Alarms, on page 399), but is customized for creating or editing an incident.
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Incident Template Configuration

Text logic
®) Ignore texts

ate texis

W
" Router0
Router 1

ected folder as pa ¥| Pick only alarms fram selected folders ¥| Show liv

i 0 i i 0 i i 0 0
Current Ala ...| Alarm U...| Det -| D ..| Label | Shortla..| Source ID| Comme... Frame Slot

route Logical r... route

=M 0. ® y health-fin_.. Fingerpri... fingerpri * Norm:

() Health m__router#il.. Logical r... router/il 4 al

Mot logged Edit metadata

Cancel

Interface Element Description

--- Status Logic' ---

--- Text Logic2 -

--- GSM Alarm Browser ---
This section allows you to choose a GSM and specific alarm to use when building or
modifying an incident template.

--- Incident template elements ---
This section is used to assemble, view and/or modify incident template elements.

Add sub-alarm by URI Allows you to add an alarm to the table of incident template components by specifying its
URI.

Use selected folder as path Copies the path of the currently selected item in the GSM Alarm Browser to the Path field
(see below).

Edit metadata Allows you to edit a virtual alarm’s metadata.

Up arrow Click this arrow to remove currently selected rows from the table of incident template
components.
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(Continued)

Interface Element

Description

Down arrow

Click this arrow to add alarms currently selected in the GSM Alarm Browser to the table of
incident template components.

Pick only alarms from
selected folders

Select this check box to select only alarms that are descendants of a selected folder when
pressing the down arrow button. If this check box is cleared, each selected folder is added
to the bottom pane.

Show live statuses

Select this check box to see real-time alarm status updating

--- Columns ---

The columns in the table containing the incident template components are described below:

Alarm

The name of the alarm mapped to the incident template.

Current

The current status of the alarm mapped to the incident template.

Contribution

The contribution of the alarm mapped to the incident template.3

Alarm path The path of the alarm in the GSM Alarm Browser.

Alarm URI The URI of the alarm mapped to the incident template.

Device type The type of device with which the alarm is associated.

Device URI The URI of the device with which the alarm is associated.

Label An operator-friendly name for a device.

Short label A more compact version of the Label column.

Source ID A name used to describe the source that goes into the device (not applicable for some
device types).

Comments Device-specific comments.

Frame A system-assigned value that denotes the frame on which the device is located.

Slot A system-assigned value that denotes the slot on which the device is located.

--- Other ---

Name Enter a name for the incident template.

Path Enter a path for the incident template. This is where the template’s overall alarm will appear

in the GSM Alarm Browser hierarchy. If you leave this field blank, the overall alarm will
appear in the Virtual alarms folder.

This virtual alarm is an
incident template

Select this check box to make the new virtual alarm into an incident template. If this check
box is cleared, the new virtual alarm will be a regular virtual alarm.

OK Click to create a new incident template using the current settings.

Apply Click to create a new incident template using the current settings without closing the
window.

Cancel Click to close the window without applying the current settings.

1. This section is disabled. By default, Incident Templates employ optimistic (AND) logic (see Alarm Logic

Tables, on page 354)
2. This section is disabled.
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3. The contribution cannot be changed.

Incident Template Management

The Incident templates window is used to create, modify, and manage incident templates.

|£| Incident Templates - AS/10.6.6.8
Incident templates

eR e v lite+R... null  null null
£/ Eth Connec

Show live

Rename... Remaove

i i i i i i l i
Alarm Current Alarm URI Label| Shortl...| Source...| Comme...| Frame Slot
null null null =

Refresh

Interface Element Description

--- Incident templates ---

This section displays the currently active incident templates along with their overall alarm
statuses. Click the [+] and [-] symbols beside each incident name to show or hide its

subalarms.

Show live statuses Select this check box to see real-time alarm status updating

Add Click to display the Incident template configuration window (see Incident Template
Configuration, on page 120)

Edit Click to display the Incident template configuration window with the currently selected
template settings (see Incident Template Configuration, on page 120)

Rename Click to display a window allowing you to rename the currently selected incident template.
Warning: Changing the incident template’s name will also update all incidents that use the
template. Archived incidents will not be updated.

Remove Click to delete the currently selected incident template.

Refresh Click to refresh the display.

Event & Incident Log Configuration

The Event and Incident log configuration window is used to set up the log database, as well

as to enable the logging of events and incidents.
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Event and Incident Log Configuration

ase location
plication server (us

Remote application

® Other database

Advanced options

v| Enable event log
v| Enable incident log

Create an incident for ea

ing PostgreSQl

ing Postgr

Note: When Create an incident for each alarm automatically is selected, new
faults trigger incidents only if their attributes are accepted by thefilters. Thefilters are
specified by a configurable file and take effect only after GSM restarts.

Interface Element

Description

--- Database location ---

Local application server

Click here to specify the use of the log database on the local Application Server (the one
from which you opened Event Log Viewer).
This is the most commonly used setting, where you intend to explore the log database on

the same Application Server from which you open Event Log Viewer or Incident Log
Viewer:

Remote application server

Click here to specify the use of the log database on a remote Application Server.

This setting should be used when you intend to explore the log database on an Application
Server other than the one from which you open Event Log Viewer or Incident Log Viewer:

Host name (or IP address)

Enter the host name or IP address of the remote Application Server

Other database Click here to use a log database on a remote Application Server.
This setting serves essentially the same purpose as Remote Application Server, except that
it allows you to identify the remote database in greater detail. It is intended for advanced
users only:

Type Choose a database type (MySQL or PostgreSQL).!

Host Enter the host name or IP address of the Application Server where the database is located

(changing this field will automatically change the address field).
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(Continued)

Interface Element

Description

URL The location of the remote database—this value is automatically filled in based on the
values in the Type and Host fields, but can be edited.

User Enter a valid user name for access to the remote database.

Password Enter a valid password for access to the remote database.

--- Advanced Options ---

Enable event log

Select to have the GSM begin recording events in the log database.

Enable incident log

Select to have the GSM begin recording incidents in the log database.?

Create an incident for each
alarm automatically

Select to generate a new incident for each alarm whenever its status changes to minor,
maijor, or critical. When this option is checked, the Incident Viewer becomes a global viewer
for all current faults in the current GSM.3

Clear resolved incidents
automatically after

Select to automatically clear an incident if it has been resolved for the specified amount of

time#

This option is selected by

HwnN =

Support for MySQL has not yet been implemented.
The incident log depends on the event log, so both options must be enabled.

default.

When an incident is cleared automatically, the corresponding alarm latch is also reset, which is not

desirable in most situations. As of iControl version 3.31, this option is not selected by default. This
does not affect existing configurations.

Alarm Configuration for Event Logging

By default, all alarm events in iControl are recorded in the log database (when logging is
enabled). You can, however, change the default settings. For individual cards, this is done by
opening the card’s control panel (see Control Panels and Device Parameters, on page 225).

3 Alarm Configuration for ADA-1001 [ slot: 15 ] =

|
Overall alarm contribution Log eve

¥

Copy to othe

Cancel

A check mark indicates
events associated with the
alarm will be logged
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iControl Reports

iC Reports is a database reporter that allows you to connect to an Application Server’s
postgreSQL database and generate graphical reports of channel performance statistics. By
using Event Log Viewer's new multiple selection mechanism, you can define the parameters
and scope of your report templates. In addition, iC Reports includes several default report
templates you may want to use as is, or as a starting point to create your own user-defined

version.

3] search

Eventtime

and:

e anys

|2/ Event Log Viewer - Central/10.6.6.111

Eile Query Colu

between: 24 nours ago|

™ Export..
Device propel
Type:

Short label

urce ID:

Densite M-
MTDen

MTDensiteEth

2] Report type:

Health mon... *
Health mon... *

|

Alarm properties Alarm

Path:
URI;

Name:

Health mon... * Normal

Pre:

© MNon-

wildcard characterin b

0 seconds

iControl Reports area of iC Navigator's Event Log Viewer
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| £, Select Search Criteria

Choices

@® Minor

= Unknown
Mo ent
. Pending

® Faults only

ction

& Major

sabled

©  MNormal

" Critical

Cancel

Event Log Viewer’s multiple selection mechanism

If you don't need to create a report template, you can view a list of existing report templates
and delete them, as well as generate, view, download, and delete reports, all from the Reports

page.

Notes

« Allreport templates and reports listed on the Reports page are stored on the
Application Server you are logged in to.




iControl
User Guide

Notes (Continued)

- Downloaded reports are PDF files.

See also
For more information about:

- Event Log Viewer's new multiple selection mechanism, see Filtering a Log Search Using
Multiple Criteria, on page 143.

« Performing iC Reports user tasks, see Creating, Viewing, and Deleting Channel
Performance Reports, on page 207.

10 Channels with Highest Availability Last 24 hours

10 Channels with Highest Availability Last 7 days

10 Channels with highest counts of lip sync errors Last 24 hours

10 Channels with highest counts of lip sync errors Last 7 days

10 Channels with highest counts of Macroblock errors Last 24 hours
10 Channels with highest counts of Macroblock errors Last 7 days
10 Channels with Lowest Availability Last 24 hours

10 Channels with Lowest Availability Last 7 days

ALC Input] Outputl - 24 hours ago

ALC Input2 Output2 - 24 hours ago Generate report

4

Channels detailed_Novem15

Generate report
Delete template

Reports page of iControl
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Generated report - HTML

GSM Log Files

You can download and view the latest and historic GSM log files stored on an Application
Server. These log files are in the comma-separated-values (CSV) format. Consequently, you
may use Microsoft Excel—among other programs—to view the contents of these files.
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In terms of how the data within a GSM log file is organized, please refer to the following table
for proper interpretation.

Legend of GSM log files

Column | Column name Type Description

position

a Timestamp Integer Timestamp as logged by device
Integer represents the timestamp in milliseconds starting at midnight
GMT, January 1st, 1970

b GSM timestamp | Integer Timestamp as logged by GSM upon reception of alarm from device
Integer represents the timestamp in milliseconds starting at midnight
GMT, January 1st, 1970

C Alarm URI Text Alarm identifier
For example:
10.0.24.81_dept_Densite_SLOT_19_102

d Alarm name Text Alarm friendly name
For example: Overall

e Device URI Text The identifier of the device that generated the alarm
For example:
10.0.44.14_HH_Densite_SLOT_5_102

f Device Type Text The type of device to which the alarm is associated

For example: XvP-3901
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Legend of GSM log files (Continued)

Column | Column name Type Description

position

g Alarm type Integer For internal use only

h Username Text Host name of client PC if alarm transition is caused by a user action (ex.
alarm acknowledged, alarm unlatched)
If Access control is activated, then this will contain a user name instead of
a host name.

i Path Text The path of the alarm in the GSM
For example:
iControl/XVP-3901 (10.0.44.14 HH_Densite_SLOT_17_102)/User
Defaults/Audio Processing/Fixed Delays

j Previous state Integer Previous state of the alarm

k New state Integer Current alarm state1

| Previous latch Integer Previous state of the latched aIarm]

m New latch Integer Current state of the latched alarm1

n Previous ack. Integer Previous state of the acknowledged alarm’

o New ack. Integer Current state of the acknowledged aIarm]

p Previous mode Integer Previous alarm operating mode1

q New Operating | Integer Current alarm operating mode'

mode

r Timecode Integer Timecode as generated by device
-1 = no timecode value provided

S Text Text Text alarm current textual value

For example:

[A8/10.6.6.8, iche-appserver/10.6.0.76,m60/10.6.6.60, mike-
appserver/10.6.0.75,ML38/10.6.6.38]

1. Please see Possible column values for a GSM log file, on page 129.

Possible column values for a GSM log file

Value

Description

---Columns J,K, L, M, N, and O ---

10 NORMAL
20 MINOR

25 MAJOR

30 CRITICAL
40 UNKNOWN

129



Logs

Sample Workflows

Possible column values for a GSM log file (Continued)

Value Description

-1 DISABLED

-4 PENDING

-3 NON-EXISTENT
--- Columns P and Q -
0 No operating mode specified
1 Offline

2 Maintenance

4 Snooze

8 Inverted
Seealso

For more information about retrieving GSM log files, see page 216.

Sample Workflows

[Workflow]: Channel Performance Reporting

The Application Server database reporter allows you to connect to the Application Server
database and generate reports and accompanying graphs of channel performance statistics.
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A sample workflow, starting with designing a report template and finishing with viewing a
report, is as follows:

Workflow: Channel Performance Reporting

1.

If you plan to use any of the four Availability default report templates’ in this workflow,
configure the Application Server’s SQL Event Log plug-in to clear resolved incidents
automatically after 1 second (see Enabling and Disabling the Automatic Incident
Resolution Function for iC Reports, on page 207).

2. | Distinguish the alarms associated with the desired channels from other alarms by building
a virtual alarm (see Creating a Virtual Alarm to Filter Out Non-Channel Alarms (iC Reports),
on page 404).

3. | Open EventLog Viewer on the Application Server whose database you would like a report
of (see page 697).

4. | Configure filtering criteria in the Log Viewer’s report fields to fine-tune the report

parameters.
See:
- Filtering a Log Search Using Multiple Criteria on page 143
- Filtering a Log Search using a Log’s Textual Elements as Criteria on page 148
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Workflow: Channel Performance Reporting (Continued)

5.

Perform one of the following two tasks:

« Create a new report template to customize the filtering parameters of your reports, then
generate a report (see Creating a Report Template, on page 208).

- Select an existing report template to generate a report (see page 210).

If desired, display the report in a Web browser (see page 211).

If desired, download the report as a PDF file (see page 212).

If space is an issue on your Application Server database, and you no longer require the use
of any of the Availability default report templates, disable the SQL Event Log Plug-in’s
automatic incident clearing functionality (see Enabling and Disabling the Automatic
Incident Resolution Function for iC Reports, on page 207).

1. The Availability default report templates are as follows: 10 Channels with Highest Availability Last
24 hours, 10 Channels with Highest Availability Last 7 days, 10 Channels with Lowest Availability Last
24 hours, 10 Channels with Lowest Availability Last 7 days

See also

For more information about iC Reports, see page 126.

[Workflow]: Logging and Analyzing Loudness

There are several tasks you can perform related to both logging and analyzing loudness data
in iControl. Certainly, before you do anything else, you must make sure your system is properly
configured. You must also make sure you log before you analyze. While the sequence of these
tasks may seem obvious, the sequence of other required tasks may not be. The following is an
approved workflow for configuring, logging, and analyzing loudness data in iControl.

Sample workflow: Logging and analyzing loudness

1.

Mount an external NAS drive to your Application Server (see page 184).

2.

[OPTIONAL] Map the external NAS drive onto your client PC (see your Windows®
documentation).

Start the Loudness Logger and Loudness Analyzer services (see page 183).

Open Loudness Logger (see page 704).

Configure desired event-logging settings for loudness alarms (see page 201).

Log loudness data for the desired audio stream (see Logging an Audio Stream’s Loudness
Data, on page 188).

Stop the loudness log recording (see page 189).

Open Audio Loudness Analyzer (see page 705).

Configure general Audio Loudness Analyzer settings (see page 190).

Open a loudness log file (see page 196).
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Sample workflow: Logging and analyzing loudness (Continued)

[OPTIONAL] Zoom into Audio Loudness Analyzer’s data plot (see page 203).

12. | [OPTIONAL] Configure loudness analysis parameters for this data plot (see page 200).
13. | [OPTIONAL] Generate a loudness analysis report (see page 205).
See also

For more information about:

+ Logging and analyzing loudness data [descriptive information], see page 92.

+ Loudness Logger, see page 115.

+ Audio Loudness Analyzer, see page 116.

+ Audio Loudness Analyzer [more detail] and loudness analysis [more detail], see the

Audio Loudness Analyzer User Manual, available by clicking Help in Audio Loudness
Analyzer.

« The use of As-Run log files for parsing discrete segments out of loudness data, see the

Audio Loudness Analyzer User Manual.

[Workflow]: Working with Incidents

The following example illustrates the life cycle of an incident. Let’s say you have noticed an
intermittent input signal loss on a particular card (an alarm keeps going from green to red and
back in iC Navigator or on a Web page). There could be a number of reasons for this:

a problem with the card itself, a faulty cable, or a problem further upstream in the signal path.
Because the error comes and goes, it may be difficult to diagnose. By treating the problem as
an incident, you can use iControl to track the series of associated events, and better manage
the process of diagnosing and resolving the root cause.
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Sample workflow: Incident lifecycle

1.

Create an incident template using Event Log Viewer (see Creating an incident template
using Event Log Viewer, on page 173).

2. | View the incident details (see Viewing incident details, on page 175).

3. | Attach a comment to the incident (see Attaching a comment to an incident, on page 176).
4, Escalate the incident (see Escalating an incident, on page 176).

5. | Acknowledge the incident (see Acknowledging an incident, on page 177).

6. | Explore the incident’s details (see Exploring an incident’s details, on page 178).

7. Resolve the incident (see Resolving an incident, on page 181).

8. | Clear the incident (see Clearing an incident, on page 182).
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Detailed Directions

Working with Event Log Viewer and Incident Log Viewer

Configuring Event Log Viewer to Display Kaleido Alarms

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Lookup location page of your Application Server (see page 686).
« Your Kaleido GSMs are operational.

- You have defined your channel databases in XEdit with feature-friendly channel names. Doing this
enables the system to automatically create entries in the Global Alarms portion of the Kaleido GSM.

1. On the Lookup location page, for each Kaleido device you would like to make visible to your
system, perform the following sub-steps:

a) Type the IP address and name of the Kaleido multiviewer to which you would like
iControl to connect in the Service and alarm discovery area.

Service and alarm discovery

~Details/Examples

Add lookup

IP address Name

Alarm publication

b) Click Add lookup.
2. Open iC Navigator (see page 697).

3. IniC Navigator, in the Logical View, click the Managers folder.
The Kaleido multiviewers you added should be visible in the Managers folder.
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2% Miranda iControl Mavigater - Access control disabled

File  View Di

o ions | | B Eventlogviewer | | B Incidentlog

0 T T
Short label™ pe Config Comme

Mot In Ref. Confi
Mot In Ref. Confi...

4. Perform the following sub-procedure for each Kaleido GSM you made visible to iControl.

a) Double-click the Kaleido GSM.
The GSM Control Panel appears.

B3 55-5-180/10.5.5.180 [G5M]

Main

Al

Router

URI

Create new alarm provider

Virtual Alarm

b) Click the Admin tab and then click the Actions tab.
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p
[ General Status Managers -1 2

Main

| configuration | SNMP Driver

c) Click Add global.
The New Action window appears.
d) Click Event and incident log, and then click New.

d e-mail
dent log
pted action

New. k Close

The Event and Incident Log Configuration window appears.

e) Inthe Host name (or IP address) field, type the IP address of your Application Server,
and then click OK.

Event and Incident Log Configuration
Database location

® Remote applicatio

Other database

Advanced options

v| Enable event log

¥| Enable incident log

Cancel
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B3 55-5-180/10.5.5.180 [G5M)]

Main | Admin

entlog on app
entlog on app

Add global... Refresh

5. IniC Navigator, click Event log viewer.

p
[ Grass Valley iControl Navigator - Access control disabled
File  View wery Tools Help

ation | | ™ All location 3 Y 8 Incident log viewer

T |
Label* Short label* Type

Audi eo Fingerprint A...
Audio Video Fingerprint
eo Fingerprint A...

ntlog on app.
eventlog on app

6. Select your Application Server, and then click Select.
Event Log Viewer appears.
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7. In Event Log Viewer, type the channel name in the Name box of the Alarm properties

area, and then click Search.

| £ Event Log Viewer - AB/10668 =

Eile umn

= Export... a Reportiype ~ 8 B Tip:us a wildcard character in text i

Device properties Alarm properties

Path
& € Any alarm level

€% Any alarm level
-~

Frame:

vl Show state transition only
Slot
ID (URI)

Comments:

mode @ Add new entries in real time Re

Alarm name

@ Minor
Nort

4 seconds

Note: You can use the multi-criteria query tools of Event Log Viewer to refine your
search. For more information, see Filtering a Log Search Using Multiple Criteria,
on page 143.

Configuring Event & Incident Logging
Use this procedure if you just want to get started with event logging, on your Application
Server using the default settings.

Automatically Configuring Event Logging

REQUIREMENT
Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To automatically configure event logging

1. In iC Navigator, do only ONE of the following two actions:
+ Click Event log viewer,
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OR,

+ On the View menu, click Event log viewer.

Grass Valley iControl Mavigator - Access control disabled

ile | View / Tools Help

1ow control panel N - .
: tions | | B Eventlogviey

10w info contral panel

[
Event log v Short labeg)
| Incident o 'er'\

Operational mode

Theme

If there are more than one GSM event log, the General Status Manager Selection window
appears.

2. Select alog event to view, and then click Select.

General Status Manager Selection M

Jo event log
kri reami10.6.6.38 - No event log
m&0/10.6.6.60 - SAL event log (local)
tenderflake/10.6.0.75 - SQL event log (local)

Select Cancel

3. Inthe Log Viewer, on the File menu, click Log properties.
The Event and incident log configuration window appears.

138



iControl
User Guide

Event and Incident Log Configuration
Data ion

server (using Pos

Remuote application server (using Pos

Other database

Advanced options

¥| Enable eventlog

¥| Enable incident log
Create an incident for each alarm automatically

Clear resolved incidents automatically afte

Cancel

4. Configure settings as required.

Note: The default configuration settings are suitable for most iControl users. For
more information on configuration options, see Event & Incident Log Configuration,
on page 123.

5. Click OK.
A progress window briefly appears, followed by Event Log Viewer.

Manually Configuring Event and Incident Logging

REQUIREMENT

Before beginning this procedure, make sure you have opened GSM Alarm Browser (see Opening the
GSM Alarm Browser, on page 710).

To manually configure event and incident logging

1. In the GSM Alarm Browser, in the list of GSMs in the left pane, select the GSM for which you
would like to configure event and incident logging, click the Admin tab, and then click the
Actions secondary tab.
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p
[ General Status Managers -1 2

Main | Admin

onfiguration |

WP agent”

2. Click Add global.
The New action window appears.

501 relay

MNew... Close

3. Select Event and incident log, and then click New.
The Event and incident log configuration window appears.

Event and Incident Log Configuration
ase location

pplication server

Remaote application server

Advanced options

v| Enable event log
v| Enable incident log

2 an incident for e:

4. The default configuration settings, suitable for most iControl users, are:
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Field Default Value

- Database location ---

Local application server (using PostgreSQL) enabled

Remote application server (using PostgreSQL) disabled

Other database disabled

--- Advanced Options ---

Enable event log enabled

Enable incident log (the incident log depends on the event log, so both must be enabled

enabled)

Create an incident for each alarm automatically disabled

Clear resolved incidents automatically after 5 minutes
5. Click OK.

The General Status Managers window reappears. The list under Global actions now
contains an entry of the form SQL event log (<database location>):

6. Click Save.
The GSM starts to log events and incidents.

See also

For more information about configuration options, see Event & Incident Log Configuration,
on page 123.

Stopping Event & Incident Logging
Use the following procedure to stop the logging of events and incidents.

IMPORTANT: Risk of data loss

Make sure that you have exported or archived any critical data before
proceeding.

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To stop event and incident logging

1. In iC Navigator, locate the GSM running the SQL plug-in.

2. Double-click this GSM to open the Alarm Browser.

3. Click the Admin tab.

4. Select the SQL Event Log plug-in in the list of Global Actions.
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5. Click Remove.
A confirmation window appears.

6. In the confirmation window, click Yes.

Searching the Event or Incident Log Database

IMPORTANT: System behavior

In Incident Log Viewer, alarms that are Offline or In maintenance are not
visible unless you have configured iControl to display Offline and In maintenance
alarms. For more information, see Configuring iC Navigator to View Alarms with
Specific Operational Modes, on page 367.

Searching the Log Database by Manually Entering Criteria

Note: In this procedure, the term log viewer refers to either Event Log Viewer or
Incident Log Viewer, depending on which one you are using.

REQUIREMENT

Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer, as required (see Opening Event Log Viewer and see Opening Incident Log Viewer,
on page 701).

To search the log database by manually entering criteria

1. In the log viewer, enter your search criteria in the fields provided (see Event Log Viewer or
see Incident Log Viewer, on page 107).

|2/ Event Log Viewer - AB/106.6.8 | = =l )

File Query Columns

Event time Device properties Alarm properties

between: 24 hours ago .|| | Type: - Path: - FEE €8 Any alarm level

and: Label URI: _

Ui oy Short label D 9 Any alarm level
e D Text

Frame
state transition
Slot:

D (URI):

Comments:

Query| default query - Go v Auto-update mode ® Add new entries in real time Ref
dard Ti... | Text | Device type | Path [ Pre | e
Allegro Allegro/Alle... * MNormal 2 ent Calculated CC global st...

Alarm nam

Event Log Search Criteria
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| £/ Incident Log Viewer - m3/106.6.30 EI\EI

File Query

p Refresh m o iteria 7] Tip: use "% as a wildcard character in text boxes.
General
Name: | - ¥ between
URI: - ||| Ac -
Include sub-incidents in the search Clear: S~
Resolved: |No =
Duration of at least seconds ¥ | Escalated at least times Occurred atleast times

(Query| ¥ Go Auto-update mode

Duration io..] D [Oceurren Cleared | Trigger |
HLP1801_Input1 (H... 2010-04-201... 776 days 2... A analyzer/m...
HLP1801_Input1 (H... 2010-04-201... 776 days 2... u analyzer/m...

MName

Incident Log Search Criteria

2. Click Search.

IMPORTANT: Keep in mind the following

- By default, a search will find only exact matches for all criteria, with the
exception of what is entered in the Text field.

+ The Text field lets you match text from the Text column, and always
searches in substring mode (e.g., enter comp to find both component and
composite).

+ You can perform searches using the percentage sign (%) character as a
wildcard. Any % character in a field will be interpreted as a string of zero or
more arbitrary characters.To search for a literal % character, use two in a
row (%%).

« An empty field is equivalent to having a single % character in the field (only
faster).

« A maximum of 10,000 entries can be displayed at a time. If your search
results in more than 10,000 results, use the Batch retrieval buttons
(see Event Log Viewer, on page 93) to navigate through the search result
screens.

« If a search takes longer than 5 minutes, the system resets the database
connection and returns an error message asking the user to retry the
search with adjusted search criteria.

Filtering a Log Search Using Multiple Criteria

The following procedure is applicable only to the Device properties, Alarm properties, and
Alarm state areas of Event Log Viewer.

This procedure may be used to filter out non-channel alarms when using the iC Reports
feature to create report templates. If this is the case, make sure you specify the Source ID
associated with the virtual alarm you created for this purpose (see Creating a Virtual Alarm to
Filter Out Non-Channel Alarms (iC Reports), on page 404).
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Note: The Ellipsis buttons (-) in the Device properties, Alarm properties, and
Alarm State areas signify a logical OR joining several criteria in a single filtered
search. By contrast, the Ellipsis buttons in the Event time area allow you to specify an
event time on a calendar (see Using the Calendar, on page 151).

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:
+ You have opened either Event Log Viewer or Incident Log Viewer, as required (see Opening
Event Log Viewer and see Opening Incident Log Viewer, on page 701).

« If you are performing this procedure in the context of creating a channel performance report
template (see Creating a Virtual Alarm to Filter Out Non-Channel Alarms (iC Reports),
on page 404.), make sure:
+ You have created a virtual alarm that filters out non-channel alarms.
« You know the virtual alarm’s Source ID string.

To filter a log search using multiple criteria

1. If you are performing this procedure to create a channel performance report template,
perform the following sub-steps:

a) Select the Source ID string associated with your report template’s virtual alarm in the
Source ID list

™ Export.. Resetcriteria Reporttype:

Device properties Alarm prop
Type: :

Label: URL:

Short label: MName:
Source [D: |

Frame:

(Channel_10 k

nnel_7
1D (URI):

Comments:

Ito-update mode

| |
Alarm name Source ID

rerall
LED

all
LED

Overall

Note: Ifthe virtual alarm has not changed states in the span of the event time of the
search query, no logs of the report template’s virtual alarm will be displayed.

b) Click Search.
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| £ Event Log Viewer - m3/10.6.6.30

™ Export.. Resetcriteria

ce properties

between: |4 hours agg|

and:

Type: *any* Short label:
Source [D:
Frame:

Slot:

The results table displays only those alarms with the selected Source ID (only the report
template’s virtual alarm log entries).

2. In Event Log Viewer, in the Alarm State, Device properties, or Alarm properties area,
click the Ellipsis button ([Jill])) in the row corresponding to the desired parameter.

75 =]
™ Export.. Resetcriteria Reporttype: - B Tip:u wildcard character in text boxes.

Device properties Alarm properties

Type: *ath:

Any alarm level
Label: LRI
Short label \ame Any alarm level
Source ID:

Frame:
state transition only
Slot:

1D (URI):

The Select Search Criteria window appears.

| | Select Search Criteria

tion

® Minor ® Major
Unknown * Disabled
Mon-existent *  Mormal
@ Pending * | Critical

® Faults only

Cancel
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3. If you would like to select some, but not all, available choices, perform the following sub-

steps:

a) Inthe Choices list, click one of the criteria you would like to select.

b) Between the Choices list and the Selection list, click the single arrow pointing toward

the Selection list (IER).

| £| Select Search Criteria

Choices

Mormal

@® Winor

Major
Critical
Unknown
Disabled

Mon-existent

® Faults only

Selection

The selected choice appears in the Selection list.

| £| Select Search Criteria

Choices

@® Winor
Critical

@ Pending

® Faults only

Selection
Mormal
Major
Unknown
Disabled

Mon-existent

Cancel

Note: Perform these two sub-steps for each choice you would like to select until

they are all in the Selection list.

4. If you would like to select all available choices, between the Choices list and the Selection

list, click the double-arrow pointing toward the Selection list ().
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| £| Select Search Criteria

Mormal
Minor
Major
Critical
Unknown
Disabled
Mon-existent
@ Pending

® Faults only

Cancel

Selection

All criteria formerly listed under Choices appear in the Selection list.

| £| Select Search Criteria

Cancel

Selection
Mormal
Minor

Major

Mon-

@ Pending

5. Click OK.

The Select Search Criteria window disappears and the selected choices appear in the

parameter field of Event Log Viewer.
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s a wildcard character in text boxes.

Filtering a Log Search using a Log’s Textual Elements as Criteria

If you would like to perform a log search using any textual data present in the log database
(e.g., a button label or an alarm’s label), perform the following procedure.

Note: You may search for multiple criteria of this sort in the same fashion as is done
in the procedure see Filtering a Log Search Using Multiple Criteria, on page 143.

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

+ You have opened either Event Log Viewer or Incident Log Viewer, as required (see Opening
Event Log Viewer and see Opening Incident Log Viewer, on page 701).

« If you are performing this procedure in the context of creating a channel performance report
template (see [Workflow]: Channel Performance Reporting, on page 130), make sure you perform
step 1 of see Filtering a Log Search Using Multiple Criteria, on page 143 before beginning this
procedure.

To filter a log search using a log’s textual elements as criteria

- In Event Log Viewer, in the Alarm state area, do only ONE of the following actions:
+ Inthe Text field, type the text you would like to use as a filtering criterion.

Bl Tip: use "%’ as a wildcard character in text boxes.
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OR,

« Inthe Text field, click the Down arrow, and then select from the list of textual choices.

SE)

Bl Tip: use %’ as a wildcard character in text boxes.

Alar

Previous:
i €9 Any alarm level

MNew:

_Anput
m_ChannelTe:

Searching the Log Database by Executing a Stored Query

Note: In this procedure, the term log viewer refers to either Event Log Viewer or
Incident Log Viewer, depending on which one you are using.

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer, as required (see Opening Event Log Viewer and see Opening Incident Log Viewer,
on page 701).

To search the log database by executing a stored query

1. In the log viewer, in the Query list (next to the Go button), click the query you wish to
execute.
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SUR®2 4k 30min N

1Contr g 1y 3mi

in 2008-12-12 16:57:23.758 EST

2. Click Go.
The system returns search results based on the query’s criteria.

Filtering Currently Displayed Log Results with Additional Criteria

Note: In this procedure, the term log viewer refers to either Event Log Viewer or
Incident Log Viewer, depending on which one you are using.

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer, as required (see Opening Event Log Viewer and see Opening Incident Log Viewer,
on page 701).

To filter currently displayed log results with additional criteria

1. In the log viewer, in the current results, find any incident or event possessing the criterion
you would like to add.

2. In this row, right-click the cell with this criterion, and then click Add to search criteria.
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New criterion to refine
the existing search

2 days 2:4]

The system returns a list of only those incidents from the original search that also meet the
new criterion.

Refining a Search of the Log Database by Filtering with Only One Criterion from the
Current Search Results

Note: In this procedure, the term log viewer refers to either Event Log Viewer or
Incident Log Viewer, depending on which one you are using.

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer, as required (see Opening Event Log Viewer and see Opening Incident Log Viewer,

on page 701).

To refine a search of the log database by filtering with only one criterion from
the current search results

1. Inthe log viewer’s current results, find any incident possessing the criterion you would like
to use in a new search.

2. Inthis incident’s row, right-click the cell with this criterion, and click Search with this value
only.
The system returns results from a new search using only the new criterion as a filter.

Using the Calendar
Event Log Viewer has a built-in calendar to help you specify a START and END date/time for a
search.
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REQUIREMENT

Before beginning this procedure, make sure you have opened Event Log Viewer (see page 697).

To use the calendar to specify a search interval

1. In Event Log Viewer, click ... beside the between or and field.

The calendar appears.

Eventtime

Current date

Left arrow Right arrow (next month)

(previous
month)

Days of the month

Time

Submit to search —— 3 [ i3

query
Seconds
Minutes Milliseconds

To do this... ...do this...
Display the previous month. Click the left arrow.
Display the next month. Click the right arrow.
Return to the current date. Click the Today button.
Select a date. Click one of the dates in the calendar
Specify a time of day. Click the arrows or type a number in the Time area
Enter your selection in the search field. Click the Submit to search button.

2. Specify a date and time in the calendar.
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3. Click the arrow at the bottom left corner of the calendar to transfer the selected date and
time to the search field.

Sorting Rows in Event Log Viewer

You can sort the events in Event Log Viewer by using the down . and up ! arrows in the
header column. The down arrow indicates a sort order of A (top) to Z (bottom), or lowest value
(top) to highest value (bottom). The up arrow indicates a sort order of Z (top) to A (bottom), or
highest value (top) to lowest value (bottom).

REQUIREMENT

Before beginning this procedure, make sure you have opened Event Log Viewer (see page 697).

To sort the found rows in Event Log Viewer

1. In Event Log Viewer, click the header of the column you wish to sort.

A down arrow . or up arrow ! appears beside the header title.
2. Click again on the column header to toggle the sort order.
Sorting Rows in Incident Log Viewer

Sorting in Incident Log Viewer is the same as in Event Log Viewer, with the following
exception:

You can click any column header to toggle the sort order from up to down based on that
column’s data. Click a different column header to sort by a different criterion.

Adding, Removing & Repositioning Columns

Adding a Column to the Results Table in Event Log Viewer

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer as required (see Opening Event Log Viewer on page 697 and Opening Incident Log
Viewer on page 701).

To add a column to the results table of Event Log Viewer

+ In Event Log Viewer, on the Columns menu, point to Add other columns, and then click
on a column selection.

| £:| Event Log Viewer - mike-appserver/10.6.0.75

File  Query | Columns

r:ﬂ Searcl Add other columns... k| All

Label
Previous mode

arch filters
Event time

T Mew mode
between: 54 hours ago I

Custom timestamp
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OR,
Right-click anywhere in the results table, point to Add other columns, and then click on a
column selection.

temove "Device type™ column from view

Add to search criteria
arch with this value only
Add other columns... All
Label
Previous mode
Mew mode

Custom timestamp

The column appears in the results table.

Adding a Column to the Results Table in Incident Log Viewer

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer as required (see Opening Event Log Viewer on page 697 and Opening Incident Log
Viewer on page 701).

To add a column to the results table of Incident Log Viewer

+ InIncident Log Viewer, right-click anywhere in the column header row of the results table,
point to Add other columns, and then click on a column selection.
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| £ Incident Log Viewer - m60,/10.6.6.60

B Refresh |

-

-

Include sub-incidents in the search

Duration of at least

S~ Go v| Auto-update mode ® Update entrig

Name

Dura
Error on even clo =

Remove "Name” column from view

Add other columns A

Short label

Comments
Frame

Slot

Device type

Custom Timestamp

The column appears in the results table.

Adding a Custom Timestamp Column to the Results Table

You can add a custom timestamp column to the results table of either Incident Log Viewer or
Events Log Viewer.

Adding a Custom Timestamp Column to Incident Log Viewer

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer as required (see Opening Event Log Viewer on page 697 and Opening Incident Log
Viewer on page 701).

To add a custom timestamp column to Incident Log Viewer

1. In Incident Log Viewer, right-click anywhere on the header row of the results table, point
to Add other columns, and then click Custom timestamp.

155



Logs
Adding a Custom Timestamp Column to Event Log Viewer

ent Log Viewer - ap)

-

-

ved: | No

Duration of at|

Auto-update mode

Remove "Name” column from view

Add other columns

Trigger

stom Timestamph

Header label:
Timestamp format:

Base column:

Time zone: (GMT +00:00) GMT

oK Cancel

2. Fill in a column header label, time format, base column timestamp (GSM or Timestamp),
and time zone.

3. Click OK.
The new custom timestamp column appears as the far right column.

Adding a Custom Timestamp Column to Event Log Viewer

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer as required (see Opening Event Log Viewer on page 697 and Opening Incident Log

Viewer on page 701).

To add a custom timestamp column to Event Log Viewer

1. In Event Log Viewer, on the Columns menu, point to Add other columns and click
Custom timestamp.
The Custom timestamp column settings window appears.
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Custom Timestamp Column Settings
_

Header label: Timestamp (Braza
Timestamp format: | yyyy-MM-dd HH:mm

Base column: Started

Time zone: (GMT +00:00) GMT

2. Fillin a column header label, time format, base column timestamp (GSM or Timestamp),
and time zone.

3. Click OK.
The new custom timestamp column appears as the far right column.

Removing a Column from the Results Table

Note: In this procedure, the term log viewer refers to either Event Log Viewer or
Incident Log Viewer, depending on which one you are using.

REQUIREMENT
Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident
Log Viewer as required (see Opening Event Log Viewer on page 697 and Opening Incident Log
Viewer on page 701).

To remove a column from the results table
1. In the log viewer, right-click anywhere in the column you wish to remove.

2. Click Remove [name] column from view.

Remove "Acknowledged” column from view k.

Add other columns ¥

Column shortcut menu in Incident Log Viewer

demove "Path” column from view
Add to search criteria k‘

Search with this value only

Add other columns...

Column shortcut menu in Event Log Viewer

The column disappears from the results table.
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Changing the Order of the Columns in any Log Viewer

Note: In this procedure, the term log viewer refers to either Event Log Viewer or
Incident Log Viewer, depending on which one you are using.

REQUIREMENT

Before beginning this procedure, make sure you have opened either Event Log Viewer or Incident

Log Viewer as required (see Opening Event Log Viewer on page 697 and Opening Incident Log
Viewer on page 701).

To change the order of the columns in any log viewer

+ Clickin a column header and drag it to its new position.

Dwration of at times

Stal
© Cri2009-04-09 1
© Cri2009-04-09 12:44;
© Cri2009-04-09 12:4

Dmmunication Status
Dmmunication Status

h Connection Status {lega...
h Connection Status
Bvice Communication

Exporting Search Results

REQUIREMENT

Before beginning this procedure, make sure you have opened Event Log Viewer (see page 697).

To export the results of an Event Log Viewer search

1. In Event Log Viewer, perform only ONE of the following two actions:
+ Click Export,

| £| Event Log Viewer - appserverSﬂl].lO.SD._

Event time

between: |5,
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OR,

+ On the File menu, click Export.

| £| Event Log Viewer - appserverSﬂl].lﬂ.Sﬂ.g

File | Query Columns

Log properties
Preference

" Export...
Repair dat:

Save In: | [T Projects

D unnamedSmartDraw.png

artdraw_alarmstatsReporting.sdr

[} unnamedo.png

File Name:

Files of Type: |All Files

Cancel

2. Type a name for the file to be saved under, browse to the location where you wish to save
the file, and then click Save.

The found records are saved to a comma-separated value (*. CsV) file that can be opened in
any text editor or spreadsheet application (e.g., Microsoft® Excel).

Creating an Incident Template

Creating an Incident Template from Incident Log Viewer

REQUIREMENT

Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To create an incident template using Incident Log Viewer

1. In Incident Log Viewer, on the File menu, click Incident Templates.
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File | Query

Log properties...
Preferenc

Incident templat

Export...

The Incident Templates window appears.

|2/ Incident Templates - A8/10.6.6.8 EI
Incident templates

- i i 0 0 i 0 i 0 i 1

Alarm Current 2 Label| Shortl... ce..| Comme...|Frame| Slot| Latch | Acknowledgem...
B4/ Satellite Receiver fi . a atellite+R.. null  null null null null  null -
¥/ Eth Connecti .

Rename... Remove Refresh

2. In the Incident Templates window, click Add.
The Incident template configuration window appears.
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Selected alarms in GSM Click to add alarms to
Alarm Browser template

Incident Template G
qgic

Text logic

® |gnore te;

Health monitoring
iControl
AMX-101i 1D ppSenver_ | y YMPHONIE_00_S 03_MODULEID0OA

Audio

Input

Video Metadata
AFD Detected
AFD ed

plion [~~~]

Add sub-alarm by URI Use selected folde Edit Metadata v| Pick only alarms frol

Il | Il | Il
Alarm J A[D y...| Device U Label E C Comm Fra

Incident template
components

If there are more than one GSM listed, select a GSM from the list on the left. Its Alarm
Browser appears on the right.

. In the GSM Alarm Browser, find and select alarms upon which to base your incident
template.

Tip: Shift + click to select multiple alarms, Ctrl + click to make a non-contiguous selection.

. Click the down arrow.
The alarms appear in the incident template components area.

. The table displays various details about the sub-alarms you have selected, including their
Contribution, which defines how a sub-alarm will pass its status on to the incident template.
The default contribution value is Passthrough, which means the sub-alarm will pass its
status unaltered to the overall calculation of the incident.

Itis possible to override the error status of sub-alarms when they are triggered. This is useful
when, for example, a device is only able to report a status of either normal (green)or error
(red), but you want the error condition to be reflected as a warning (yellow) in the incident
template. To change a sub-alarm’s contribution, click in the Contribution column, and then
select the status you want the incident template to use when an error occurs.
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162

Add sub-alarm by URL... Use selected foldel

| | - | |
Current | Contribut...| Alarm p... | Alar

iControll... CHES
sthriControl/... CHES

(CHEapps3

This virtual alarm is an incident template

For example, if a sub-alarm goes from green to orange or red, but the selected contribution
is yellow, the incident template will interpret it as yellow.

The Invert contribution allows performing a logical NOT calculation on sub-alarms. This
feature can be used, for example, to report alarms from GPI inputs. It can also be used to
handle cases where an error is expected, and not seeing an error is a sign that something
probably went wrong. The table below describes the result of inverting sub-alarms:

Sub-alarm Status Inverted Contribution
NORMAL ERROR

MINOR NORMAL

MAJOR NORMAL

CRITICAL NORMAL
NON-EXISTENT NON-EXISTENT
PENDING PENDING

DISABLED DISABLED

UNKNOWN UNKNOWN

Selecting the Faults only contribution causes a sub-alarm to be mapped to NORMAL unless
it's in one of the fault statuses—usually CRITICAL, MAJOR, and MINOR. The list of fault
statuses can be modified by using the setFaultSeverities( ) property. See the GSM
Scripting Manual for details.

Note: If the sub-alarm’s fault condition is cleared, its contribution will always be
green, unless the value specified in the Contribution column is black.

. Type a name for the new incident template in the Name field.

. Type a path for the new incident template in the Path field. The path defines where the

overall alarm for the template will appear in the GSM Alarm Browser hierarchy. If you leave
this field blank, the overall alarm will appear in the Virtual alarms folder.
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Tip: Click on a folder in the GSM Alarm Browser, and then click Use selected folder to copy
its path to the Path field. You can then edit the path text, if needed.

8. Click OK.

In a few moments, the new template appears in the Incident Templates window. If it does
not appear, click Refresh.

Note: Fora given incident template, there can only be one incident open at a time.
Once the open incident is cleared, the template can be triggered at any time by a
subsequent alarm, whereupon a new incident (with a new ID) will be opened.

Creating an Incident Template from Event Log Viewer

If you have performed a search using Event Log Viewer that reveals one or more events of
interest, you can use these entries to create an incident template.

REQUIREMENT

Before beginning this procedure, make sure you have opened Event Log Viewer (see page 697).

To create an incident template using Event Log Viewer
1. Select one or more entries of interest in Event Log Viewer.

2. Right-click anywhere in the selection and click Create incident template.

Query| default query

Vpe Path
iControl,
iControl/Es
iControl/EA.
iControl/Es
iControl/Es

cident template... k

The New incident template window appears.
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Name
Overall incident

Comments

Create a new incident even if there is no fault

ancel

3. Enter a name to be given to incidents created from this template.

4. Add comments to describe the template.

5. If required, select Create a new incident even if there is no fault. Doing so creates an
incident even if none of the alarms specified in the selection are in a fault status.

6. Click OK.

Note: Fora given incident template, there can only be one incident open at a time.
Once the open incident is cleared, the template can be triggered at any time by a
subsequent alarm, whereupon a new incident (with a new ID) will be opened.

Creating an Incident Template from the GSM Alarm Browser

REQUIREMENT
Before beginning this procedure, make sure you have opened the GSM Alarm Browser (see page 710).

To create an Incident Template using the Alarm Browser
1. In the GSM Alarm Browser, select one or more nodes from the Alarm Browser’s tree.

2. Right-click one of the selected nodes and click Create incident template.
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Main | Admin |
Alarm bro r
iControl alarms
Allegro
Health monitoring
iContro

Audio
Input
© Input Carrier
T Input Format [~~~1

=
All offline
Mone offline
Allin maintenance

Mone in maintenance
All inverted

ColorBa
Current Pre

Mone inverted

Remove plug-in...

Properties

The Incident template configuration window appears with the selected alarms
automatically added as sub-alarms.

If there are more than one GSM listed, select a GSM from the list on the left. Its Alarm
Browser appears.

. In the GSM Alarm Browser, find and select alarms upon which to base your incident
template.

Tip: Shift + click to select multiple alarms, Ctrl + click to make a non-contiguous selection.

. Click the down arrow.
The alarms appear in the incident template components area.

. The table displays various details about the sub-alarms you have selected, including their
Contribution, which defines how a sub-alarm will pass its status on to the incident template.
The default contribution value is Passthrough, which means the sub-alarm will pass its
status unaltered to the overall calculation of the incident.

Itis possible to override the error status of sub-alarms when they are triggered. This is useful
when, for example, a device is only able to report a status of either normal (green)or error
(red), but you want the error condition to be reflected as a warning (yellow) in the incident
template. To change a sub-alarm’s contribution, click in the Contribution column, and then
select the status you want the incident template to use when an error occurs.
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Add sub-alarm by URL... Use selected foldel

| | - | |
Current | Contribut...| Alarm p... | Alar

iControll... CHES
sthriControl/... CHES

(CHEapps3

This virtual alarm is an incident template

For example, if a sub-alarm goes from green to orange or red, but the selected contribution
is yellow, the incident template will interpret it as yellow.

The Invert contribution allows performing a logical NOT calculation on sub-alarms. This
feature can be used, for example, to report alarms from GPI inputs. It can also be used to
handle cases where an error is expected, and not seeing an error is a sign that something
probably went wrong. The table below describes the result of inverting sub-alarms:

Sub-alarm Status Inverted Contribution
NORMAL ERROR

MINOR NORMAL

MAJOR NORMAL

CRITICAL NORMAL
NON-EXISTENT NON-EXISTENT
PENDING PENDING

DISABLED DISABLED

UNKNOWN UNKNOWN

Selecting the Faults only contribution causes a sub-alarm to be mapped to NORMAL unless
it's in one of the fault statuses—usually CRITICAL, MAJOR, and MINOR. The list of fault
statuses can be modified by using the setFaultSeverities( ) property. See the GSM
Scripting Manual for details.

Note: If the sub-alarm’s fault condition is cleared, its contribution will always be
green, unless the value specified in the Contribution column is black.

. Type a name for the new incident template in the Name field.

. Type a path for the new incident template in the Path field. The path defines where the

overall alarm for the template will appear in the GSM Alarm Browser hierarchy. If you leave
this field blank, the overall alarm will appear in the Virtual alarms folder.
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Tip: Click on a folder in the GSM Alarm Browser, and then click Use selected folder to copy

its path to the Path field. You can then edit the path text, if needed.
8. Click OK.

In a few moments, the new template appears in the Incident Templates window. If it does

not appear, click Refresh.

Note: Fora given incident template, there can only be one incident open at a time.
Once the open incident is cleared, the template can be triggered at any time by a
subsequent alarm, whereupon a new incident (with a new ID) will be opened.

Modifying an Incident Log Template

REQUIREMENT
Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To modify an incident log template
1. In Incident Log Viewer, on the File menu, click Incident templates.

The Incident Templates window appears.

|£| Incident Templates - A8/10.6.6.8 [=E =

Incident templates

i i | | i | i I

Alarm Current Alarm URI Label| Shortl... | Source..| Comme...| Frame| Slot
£/ Satellite Re . vil fi3atellite+R... null  null null null null  null -
4. Eth Conner a.. ‘ 3 erHeade... :

Show live ¢

Rename... Remove Refresh

2. Select the incident template you wish to modify.

3. Click Edit.
The Incident template configuration window appears.

4. Make changes as required, and then click OK.

Renaming an Incident Log Template

REQUIREMENT

Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To rename an incident log template
1. In Incident Log Viewer, on the File menu, click Incident templates.

The Incident Templates window appears.
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|£| Incident Templates - A8/10.6.6.8

Incident templates
7 T T 7 T T T
Label| Shortl...| Source...| Comme...| Frame| Slot

JiSatellite+R.. null - null null null null null =

Rename... Remove

2. Select the incident template you would like to rename.

3. Click Rename.
The Renaming an incident template window appears.

Renaming an Incident TE_ | — |

Current name: Device LED
MNew name:

Cancel

4. Enter a new name for the template, and then click OK.

Removing an Incident Log Template

Removing an Incident Template using the Incident Templates Window

REQUIREMENT
Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To remove an incident template using the Incident Templates window
1. In Incident Log Viewer, on the File menu, click Incident templates.

The Incident Templates window appears.

|£| Incident Templates - A8/10.6.6.8
Incident templates

T i i T i T i T
rm URI Label| Shortl... ce..| Comme...|Frame| Slot| Latch
L.onull o null null null null  null -~

Rename... Remove Refresh
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2. Select the incident template(s) you wish to remove.

3. Click Remove.
A confirmation message appears.

4. Click OK.

Removing an Incident Template using Incident Log Viewer

REQUIREMENT
Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To remove an incident template using Incident Log Viewer
1. InIncident Log Viewer, perform a search of the Incident database (see Searching the Event
or Incident Log Database, on page 142).
The system returns search results based on the filter criteria.

2. Select one or more entries whose corresponding incident templates you would like to
remove.

3. Right-click one of the selected entries and click Remove corresponding incident
templates.

ed: | No

Duration of at |3

Query| ¥ Go Auto-update mode

Name | Stated | Resolva
Card LED asn fnses
Overall Acknowledge...
Overall
Card LED
source 1
Overall
Card LED
source 11 ) o
Card LED Edit ution...
Overall Add comment...
Card LED

source 1
Overall MNone offline

All offline

Card LED All in maintenance
Overall

Card LED Mone in maintenance

All inverted

Search with this value only

View details...

A confirmation window appears.

4. Click Yes.
The system removes the incident templates corresponding to the selected entries.
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Consolidating Incidents
You can consolidate incidents to manage them as a single group. Incidents that have been
consolidated under another incident are called child incidents or sub-incidents.

REQUIREMENT

Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To consolidate incidents
1. In Incident Log Viewer, search the database for the incidents you wish to consolidate.
2. Choose one of the incidents to be the main or top-level.

3. Double-click this incident to display its details.

| £| Incident Log Viewer - m8/10.6.6.8

Eile  Query
rch E Refresh [ = Export...

General History

Mame: hd

URLI: w || Ack

Include sub-incidents in the search || Clear: Mo
Resolved: | No

Duration of at least

Query; ¥ Go Auto-update mode

Mame Started

Card LED 2010-08-161...
Overall 20100816 1...
Overall 20100816 1...
rd LED 20100816 1...
source 1 k 20100818 1...
Overall 20100816 1...
Card LED 2010-08-161...
source 11 2010-08-181...
Card LED 2010-08-161...
Overall 20100816 1...
Card LED 2010-08-161...
source 1 2010-08-181...
Overall

Card LED

Fa S

4, Click the Consolidation tab.
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5. Select the incidents you wish to consolidate under the top-level, and then drag the entries
(rows) into the area under the Consolidation tab.

Auto-update mode

Name red | Resolved |

[Overall 2010-08-16 1...
Card LED k 2010-08-16 1
source 11

996 row
al EventLog | Consolidation | Histo

Started | Resolved |

Make sure Auto-update mode in Incident Log Viewer is off, otherwise it will be difficult to
select rows in Incident Log Viewer (see Event Log Viewer, on page 93).

Note: If you receive an error message, it may be because one or more of the
incidents you are attempting to drag does not qualify as a sub-incident. For example,
an incident with a black status cannot be used as a sub-incident.

Consolidation constraints not satisfied.

oK

The Consolidation window appears.

6. Enter a comment related to the consolidation, and then click OK.
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Consalidation

The selected incidents will be linked to "Card LED".

Please enter a comment.

Cancel

The selected incidents appear under the Consolidation tab.

ical Event Log | Consolidation I History | R

] Duration
Overall 6 15:... 14 days 2:56:24

7. Select the Include sub-incidents in search check box, and then perform a search to
display the top-level incident.

Note: Sub-incidents appearin smaller text.

Clearing an Incident

Once a problem has been resolved, the alarms contributing to its associated incident should
turn green (normal). Consequently, the incident’s overall status will also turn green. At this
point, you may wish to clear the incident.

If the Clear resolved incidents automatically after check box is selected, the Event and
Incident Log Configuration (see Event & Incident Log Configuration, on page 123), a resolved
incident with normal overall status will automatically be cleared in the specified time period.
You can also clear an incident manually.

REQUIREMENT

Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To clear an incident
1. In Incident Log Viewer, search the database for the incident you wish to clear.

2. Right-click anywhere in the row corresponding to the incident and click Clear.
The Clear window appears.
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Cancel

3. Enter a comment, such as your name or other information related to the clearing of the
incident.

4. Click OK.
The incident is cleared (the text for the incident entry turns gray).

Reopening an Incident
Itis possible to unclear an incident, which will put it back in its resolved state. One reason for

doing this is to be able to further investigate a problem.

REQUIREMENT
Before beginning this procedure, make sure you have opened Incident Log Viewer (see page 701).

To reopen an incident
1. In Incident Log Viewer, search the database for the cleared incident you wish to reopen.
2. Right-click anywhere in the row corresponding to the incident and click Reopen.
The Reopen window appears.
3. Enter a comment, such as your name or other information related to the reopening of the
incident.

4. Click OK.
The incident is reopened (the text for the incident entry turns white).

Creating an incident template using Event Log Viewer

REQUIREMENT
Before beginning this procedure, make sure you have opened Event Log Viewer (see page 697).

To create an incident template using Event Log Viewer

1. If possible, copy the URI of the card in question. For example, if you first noticed the alarm
in an Alarm Browser, copy the URI from the alarm’s Properties.

2. In Event Log Viewer, paste (or type) the card’s URI in the Device ID field.

Note: You can also add other information that might narrow the search for related
events (e.g., the alarm’s name).
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3. Click Search.
The events associated with the card appear in the results table.

4. Select the entries of interest in Event Log Viewer.

5. Right-click anywhere in the selection and click Create incident template.

= Export
Eventtime Device properties
between: o4 hours ago | Type:
and: .|| |Label:

Type: *any abel:

v default query

Path

Allegro Allegrofdlle

Allegro AllegrofAll
Allegro
AllegrofAlle..
iControliEA
iContre) Remove "Pz
iIContre| sqdte
iContrg

Overall incident|

Comments

Create a new incident even ifthere is no fault

OK Cancel

6. Enter a name for this template.
7. Add comments to describe the template.

8. Select Create a new incident even if there is no fault.
This creates an incident even if none of the alarms specified in the selection is in a fault
condition.
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9. Click OK.

Viewing incident details

REQUIREMENT

Before beginning this procedure, make sure you have completed the procedure Creating an incident
template using Event Log Viewer on page 173.

To view the incident details

1. InIncident Log Viewer, type the name of the new incident in the Name field, and then click
Search.

The incident entry appears in the results table. Since this entry is new (and
unacknowledged), the text is bold.

2. Double-click the new incident entry. Alternatively, right-click the new incident entry, and
then click View details.

The bottom of Incident Log Viewer expands to reveal detailed information about the new
incident.

™ Export.. Resetcriteria %' as a wildcard character in text boxes.
tory
- it between
- -
Include sub-incidents inthe search | Clear No -
LMo ¥
Duration of at least seconds ™ ed at least imes curred at least times
Query, ¥ | Go Auto-update mode
Name ["Started | Resolved|  Duration | 2 1D [Dccurrences Cleared|
(Card LED 2 ;36 26
Card LED G i 35

cn 27

Afiributes | Histori 0g | dation | History
Altriby

Mame Card LED
5 CHE 3_D16_Densil OT_2 2@dCardLedKey
L
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TIP: Once it has been displayed, you can hide, show and resize the additional information
area using the split bar.

Click the down arrow to
hide the additional
information area.

Click the up arrow to show - —
the additional information
area. Click it twice for full

view. Aftributes || Historical Event Log

5 =
Click and drag the split bar to Attributes
resize the sections

Mame: Card LED
Trigger: CHEapps3_D16_Densite
State: .

Attaching a comment to an incident

REQUIREMENT

Before beginning this procedure, make sure you have completed the procedure Viewing incident
details on page 175.

To attach a comment to the incident

1. Right-click anywhere in the row corresponding to the incident and click Add comment.
The Add Comment window appears.

;e enter a comment.

jorking on the problem,|

Cancel

2. Enter a comment, such as a description of the incident or other relevant information.
3. Click OK.

The comment is saved to the incident log database.

Note: You can attach more than one comment to an incident.

Escalating an incident

If the incident needs to be brought to the attention of another individual or group, iControl
allows you to designate the incident as escalated:
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REQUIREMENT

Before beginning this procedure, make sure you have completed the procedure Attaching a comment
to an incident on page 176.

To escalate the incident

1. Right-click anywhere in the row corresponding to the incident and then click Escalate.

The Escalate window appears.

Cancel

2. Enter a comment, such as the reason for the escalation or other relevant information.

3. Click OK.

The comment is saved to the incident log database. The number 1 appears in the
Escalations column.

Marne | Started R ["Duration |'E
My New Incident (Input Signaly 2007-Aug-08 14:14:45.184 EDT 2007 -Aug-08 14 .184 EDT 1:.01:.02

1:01:10

Note: You can escalate an incident more than once. The Escalations counter will
increment by one each time. Escalations can also be triggered by scripts.

Acknowledging an incident

REQUIREMENT

Before beginning this procedure, make sure you have completed the procedure Escalating an incident
on page 176.

To acknowledge the incident

1. Right-click anywhere in the row corresponding to the incident and click Acknowledge.
The Acknowledge window appears.
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Please enter a comment.

John Smitl ing on the problem,|

Cancel

2. Enteracomment, such as your name or other information related to the acknowledgement
of the incident.

3. Click OK.

The comment is saved to the incident log database. A timestamp appears in the
Acknowledged column and in the Attributes section.

Note: Changing an incident’s acknowledged state also changes the associated
alarms, but not the other way around.

Exploring an incident’s details
Exploring the information in the Attributes and Additional Info sections of the Incident
Viewer window can help you in your attempts to track and diagnose a problem.

REQUIREMENT
Before beginning this procedure, make sure you have completed the procedure Acknowledging an
incident on page 177.

To explore the incident’s details

1. In the Incident details area, click the Attributes tab.
The Attributes tab repeats the description of the incident from the results table.
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Menu Item Description
Reset latch Not used
Acknowledge Not used

Refresh

Refreshes the log viewer

Show multi-GSM status

In a multiple GSM configuration, displays the overall incident alarm for each GSM:

CHEapps3/10.10.100.10:

m4/10

The Duration is updated in real time (the Duration column in the results table is only
refreshed at the interval specified in Event Log Viewer (see page 93).

2. The Historical Event Log tab is an embedded version of Event Log Viewer that displays
events associated with the currently selected incident.
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entlog | Curr

3. The Current Status Decomposition tab shows the composition of the incident templates
thereby allowing users to find the root causes of individual incidents.

10 Bits ...

4. The Consolidation tab shows any child incidents that have been linked to the current
(parent) incident.

MName r . urati. . ] tus rigger
Freeze Detection 2008-11-07 09: o [ays.. L Hew STLAPPS2 ...
Peak Ovid On In... 2008-11-06 14:20:... Hew R200AppSe...

Created -

6. The Resolution tab displays comments associated with the incident’s resolution.
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Resolving an incident

REQUIREMENT
Before beginning this procedure, make sure you have completed the procedure Exploring an
incident’s details on page 178.

To resolve the incident
1. Right-click anywhere in the row corresponding to the incident and click Edit resolution.
The Edit Resolution window appears.

Cancel

2. Enter a comment, such as your name or other information related to the resolution of the
incident.
3. Click OK.

The comment is saved to the incident log database. The incident’s overall status turns
green, and a timestamp appears in the Resolved column and in the Attributes section.

vent Log | Current 5t

The comment(s) saved when the incident was resolved can be viewed under the
Resolution and History tabs.
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Source_S1- DEC-1002_L... 11:55.262 EST

ent Log | o]

; John Smith.

Clearing an incident

REQUIREMENT

Before beginning this procedure, make sure you have completed the procedure Resolving an incident
on page 181.

To clear the incident

1. Right-click anywhere in the row corresponding to the incident, and then click Clear.
The Clear window appears.

Cancel

2. Enter a comment, such as your name or other information related to the clearing of the
incident.

3. Click OK.

The incident is cleared (the text for the incident entry turns gray).

Notes

+ Anincident can only be cleared after it has been resolved. A resolved incident
may get cleared automatically after a certain amount of time if the Clear
resolved incidents automatically after check box is selected (see Event &
Incident Log Configuration, on page 123).

« ltis possible to unclear an incident, which will put it back in its resolved state.
One reason for doing this is to be able to further investigate a problem.
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Working with Loudness Logger and Audio Loudness Analyzer

Starting Loudness Logger and Loudness Analyzer Services
Before you can log loudness data and before you can analyze a loudness log, you must first
start Loudness Logger and Loudness Analyzer services in iControl.

REQUIREMENT
Before beginning this procedure, make sure you have opened the Services management page
(see page 677).

To start Loudness Logger and Loudness Analyzer services

1. Onthe Services management page, in the Start/Stop/Restart column, select Start for both
of the Loudness Analyzer and Loudness Logger rows.

- e . ) Start/Stop
Service Name & Start time AutoStart /Restart Leg

. Auto

Ipport for
udio loudr

t @/ show log
4 | HAuto show log

Apply iControl Stop iControl Start

Configure ports Configure RMID

The Loudness Analyzer and Loudness Logger rows become green, indicating that these
services are now started.
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Provide 5 tool for
loudness B Auto show log

support for recording "
data to , | M Auto show log

Mounting a Remote Shared Drive in your Application Server

Loudness logs can grow quickly. Grass Valley recommends mounting an external drive to the
designated loudness folder in your Application Server in order to avoid running out of hard
drive space as well as causing performance issues.

IMPORTANT: Make sure you have sufficient storage space for loudness data

Ensure you have enough storage space available for loudness data at the
specified location. If, when logging loudness data, the logger runs out of space,
it will stop logging (guidelines on estimating storage space requirements).

IMPORTANT: The external drive you would like to mount as a remote shared drive must be
a NAS (network attached storage) device. Grass Valley only officially supports
the use of a NAS in the context of this procedure. To verify your external drive is
a NAS, see your network administrator.

Note: When mounting a drive to an Application Server directory, you may only
change the configured IP address of the external drive and the name and path of the
Application Server shared directory if the shared directory is already unmounted.

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

« The external drive you would like to mount to the Application Server is a NAS (network-attached
storage) device and not a DAS (direct-attached storage) device. To verify this drive is a NAS, see
your local network administrator.

« The external NAS drive must support the Samba network file sharing protocol. To verify this drive
supports Samba, see your local network administrator.

+ On the external drive, the directory you would like to mount is already a shared directory.
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REQUIREMENTS (Continued)

Make sure you meet the following conditions before beginning this procedure:
+ You have opened the iControl admin page (see page 681).
«» You have started both the Loudness Logger and Loudness Analyzer services in iControl
(see page 183).

« [RECOMMENDED]: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Logging and Analyzing Loudness, on page 131).

To mount a remote shared drive to your Application Server

1. On the iControl admin page, under System settings, click Remote storage.

Security
ntrol
rd change

Maintenance
iControl installatinn ans

Remote storage

The Remote Storage page appears.
2. Select a file system protocol.

If you choose CIFS' as a protocol, you are prompted for user name and password
credentials. If your Remote Storage folder is protected, enter the appropriate credential
(user name, password) information.

Note: When mounting a folder using the CIFS protocol, although you are prompted
for credentials, you are not obliged to use them. Once a folder is mounted using CIFS
and using credentials, accessing that remote storage will require using credentials,
however.

1. The CIFS (common Internet file system) protocol is not available for the Dell PowerEdge 750, 850, or 860.
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Currently mounted: NONE

10.6.0.68

=
Mount

Remote Storage page (CIFS protocol selected)

Currently mounted: NONE

10.6.068
=
Mount

Remote Storage page (NFS protocol selected)

3. If you selected CIFS as a protocol, if required, enter a valid user name and password.

Note: If the remote folder requires credentials and you did not enter any, the
mounting process will fail, giving the following message:

4. Type the IP address of the external drive.
5. Next to Share Name, click the Browse button (| . |).
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Currently mounted: NONE

Viount

A browser window appears displaying a list of the external drive’s shared directories.

|imnt/pools/A/AOMusic

|-"m.rlt-"g001&"A-"AU.-‘m.1‘uong

-

|-"m.rlt-"goolsu"A-"AO.-"_\'Iovies

)

|-"m.rlt-"go01&"A4'A0.-’m.ira.nda

*

|-"mnt-"gool s/AJA 0 jepitre

|IIIIlt ools/A/AD/Ba

-

|-"m.rlt-"goolsn"A-"AU.-'Pictm’es

)

|-"m.rlt-"go01&"A-"AU.-‘DUCLn:umt5

*

s lara e iar-s I tars vy

@ Choose NFS Directory on 10.6.0.68 - Mozilla Firefox =n Eoh ="
| 10.6.0.75/cgi-bin/remoteStorage/nfs_export.cgi?server=10.6.0.68 |
Select an NFS directory to mount...

|D'ire|:lory |C]ients

6. Click the shared directory you would like to mount.
The directory name appears next to Share Name in the Remote Storage page.

Currently mounted: NONE

Imnt/pools/A/ADfjcpitre =

7. Click Mount.
A progress message appears.

Mounting...

IP address: 10.6.0.68

Share Name: Imnt/poolsiAiADcpitre
Protocol: nfs

oK l ’ Cancel
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8. Click OK.
The mounted directory on the external drive appears on the Remote Storage page.

Currently mounted: 10.6.0.68:\mntipools\A\AQ\jcpitre

NFS

10.6.0.68

Unmount

Logging an Audio Stream’s Loudness Data

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

There is a device streaming loudness values, such as a Kaleido-Solo, visible to your Application
Server.

You have mounted an external storage drive to the designated
/usr/local/repository/loudness directory on your Application Server (see Mounting a Remote
Shared Drive in your Application Server, on page 184).

+ You have configured loudness alarms published in GSM (see Configuring Settings for Loudness
Logger Alarms, on page 201).

» You have opened Loudness Logger (see page 704).

+ [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Logging and Analyzing Loudness, on page 131).

To log an audio stream’s loudness data
1. In Loudness Logger, find the loudness source for which you would like to create a log.

2. Right-click the source and click Start.

i

8 Loudness Logger on AppServer_INF4 [Loudness Lo
App3erver_IMNF4: 1 available loudne

Mame

BB Loudne ources (logical view)

BB Kaleido_Solo
SDIVIDEO

Loudness Logger begins logging loudness data from the indicated source.
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= Loudness Logger on AppServer_INF4 [Loudness Logger]
AppServer_INF4: 1 available loudne
Name Status
BB Loudness sources (logical view)

E_Ba Kaleido_Solo
SDI VIDEO 1

Refresh Start all Stop all

Stopping a Loudness Log Recording

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened Loudness Logger (see page 704).

« [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Logging and Analyzing Loudness, on page 131).

To stop a loudness log recording

1. In Loudness Logger, find the audio source whose loudness data you would like to stop
recording.

2. Right-click this audio source and click Stop.

= Loudness Logger on AppServer_INF4 [Loudness Logger]

AppServer_INF4: 1 available loudn
Name Status

E_B8 Loudness sources {logical view)

E_@a Kaleido_Solo
SDIVIDEO 1 +/Logging since 2012-07-19 15:22:30 Loudi

Stop

The Status column should be blank indicating that logging has stopped for this audio
source.
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= Loudness Logger on AppServer_INF4 [Loudness Logger]

Status

SDIVIDEO 1

Refresh Start all Stop all

Configuring General Audio Loudness Analyzer Settings
Perform this procedure to define time zone as well as search parameters when searching for

loudness log files on the NAS drive.

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
« You are performing this procedure as a task within the context of an approved workflow
(see [Workflow]: Logging and Analyzing Loudness, on page 131) [RECOMMENDED].
« If the loudness data file you intend to analyze is segmented but segment information is NOT
contained within the loudness data itself, you may wish to import segment information from an
external As-Run log file. If this is the case, make sure you have available on your local file system (or

on the network) the appropriate As-Run log file.

To configure general Audio Loudness Analyzer settings

1. In Audio Loudness Analyzer, on the Options menu, click View Settings.

' Audio Loudness Analyzer - SDIVIDEO 1 (VMS1_AS-SRD_1 _jarlar_Déf
File | Options | Help

~ View Settings... 7@ Default Properties il Re,

\5-Run Log File Settings ~ .
foudnéss Analysis
L1

-
I

-

The Settings window appears.
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Settings

Logs Timezone (GMT-5:00) America/Mew_York

Reset analysis when a marker is detected

Maximum level of directory nesting in se

Loudn ange in Plot +9

2. Select the time zone that matches your logs.

Note: Audio Loudness Analyzer is time zone-agnostic, meaning it displays a data
plot’s time code as UTC (coordinated universal time). When you configure your
general Audio Loudness Analyzer settings, make sure you set the time zone to that
of the signal being analyzed.

Logs Timezone

ute
hunder_Bay
) America/Toronto

Cancel

3. Select Reset analysis when a marker is detected if you would like for the integrated value
to reflect only those data belonging to the segment.

By contrast, if you would like for your integrated value to reflect the data belonging to the
entire analysis range, then clear this check box.
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Resetana when a marker is detected

Maximum level of directory nesting in search

Loudne ange in Plot +9

Cancel

4. Next to Maximum level of directory nesting in search, use the Up and Down arrow
buttons to select the number of nested levels in which you would like Audio Loudness
Analyzer to search for log files.

shen a marker is detected

Maximum level of directory nesting in search

Loudness Range in Plot +0

Cancel

Notes

+ Selecting 3, forexample, instructs Audio Loudness Analyzer to search in the
directory named in the path you will define later when you open a loudness
log file and then within the next three nested levels down.

« If you select 0, Audio Loudness Analyzer only searches for log files within
the immediate level of the directory named in the path.

« The deeper you search into nested directories, the slower the search
operation will be.

5. Next to Loudness Range in Plot, do ONE of the following:

+ Select a preset loudness range to be visible in your data plot (taking note of the range
values).
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num level of directory nesting in s

Loudne nge in Plot

OR,

a) Select Custom.

imum level of directory nesting i

Loudne nge in Plot

b) Manually enter a custom range.
num level of directory nesting in

Loudne nge in Plot

6. Click OK.
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7. If youintend to analyze a segmented loudness log file using an As-Run log file, perform the
following sub-steps:

a) On the Options menu (of Audio Loudness Analyzer), click As-Run Log File Settings.

.

' Audio Loudness Analyzer
File | Options | Help

ew Settings...

As-Run Log File Settings

File Type Harris D

Field Rate | 29.97 fps

Field Start Length Name
Channel 1 5 Channel
Date 8 Date
Time 11 Time
Duration 11 Duration

Source 0 15 Source

Type Type

Title Title

Video ID 1190 Video ID

Cancel

b) Specify the segment file type used to format your As-Run log file.

As-Run Log File Settings

¢) Specify the segment parameters of your loudness log file according to the As-Run file.
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The segment parameters allow iControl to read discrete parameter data from the
As-Run text file by specifying the starting character in any given row in the file, the
maximum length of the string, and the name of the field.

Note: Segment parameter values most likely are already known and defined within
your organization. However, if they are not known, you may be able to parse them by
examining the As-Run log file in a text editor. See the following two images for an
example.

RETEM LE Vel
Settings Macro  Run  Plugins  Window ?
il xsx|BE|I=TED|

o e e i e S )
File Edit Search View Encoding Langua
&= IR hg]| ﬂi E\j D|

1

678009799
674840564
674905134
674840723
674910893
674931247
6TTSTTIEE
6TTSTTESD
677577934
674935576

cmanscmce

1 et b L R3

[SENT-R

&
SRR R R RE R R

B
"
v
B
B
v
v
B
B
v

<4 [m

MNormal text file length: 1789728  lines: 8§_...--""Err: Col:39 Jel:0
=
— =

L

Sample As-Run log file (circling the Time parameter); arrow indicates cursor’s starting point is
character 39— (see next graphic)
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As-Run Log File Settings

Field Start Length Name

Channel 1 5 Channel

A Durat 11 Duration

!
[ Source 110 |15 Snniren

[

Time 39

Starting character of Time parameter correctly mapped in As-Run Log File Settings window as 39 (see
previous graphic)

d) Inthe As-Run Log File Settings window, click OK.

See also

For more information about Audio Loudness Analyzer and relevant tasks (including more

detail about the As-Run log file), see the Audio Loudness Analyzer User Manual, available by
clicking Help in Audio Loudness Analyzer.

Opening a Loudness Log File in Audio Loudness Analyzer

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:
+ The loudness log file you would like to open exists on the mounted external drive.

+ You have opened Audio Loudness Analyzer (see page 705).

« [RECOMMENDEDY]: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Logging and Analyzing Loudness, on page 131).

To open a loudness log file

1. In Audio Loudness Analyzer, do ONE of the following:
+ Click Open.

' Audio Loudness Analyzer

File  Options Help

A~ Open |
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OR,
+ On the File menu, click Open.
The Open Logs window appears.

2. Next to Loudness Logs Root Folder, click Browse.

Logs Root Folder Z:\ Browse

Audio Descriptor VYMS1_ :0_1_jarJar_Dens IT_21_170.0 (1 file) =

Segment Information
Segment file Browse

File of type Harris D Framerate 29.97fps

Cancel

3. Inthe Open window, in the File Name box, type the path to the directory on the NAS drive
containing the loudness data.

' Open

Look In:

Folders only

Open Cancel
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IMPORTANT: System behavior

- If, in addition to mounting the NAS drive to the loudness directory of your
Application Server, you have also mapped the NAS drive as a local drive on
your client PC, then the address you type or paste should point to this
mapped local drive, such as the following:

Z:\
Otherwise, the address and path should be in the following format:
\\<IP address of NAS drive>\<path to directory with loudness

data>

« If you have NOT mounted the NAS drive as a local drive on your client PC,
when you type the path to the loudness directory, you must include at
least one directory level in this path.

Simply typing \\<IP address>\ is insufficient and you will be unable to
browse the NAS directories.

4. Inthe Open Logs window, in the Audio Descriptor list, select the desired loudness data set

to analyze.

Open Logs

s Root Folder Z:\ Browse

Segment Information

Segment file

D_1_jarJar_Densite_SLOT_21_170.0 (1 file) ¥
VMS1_AS-SRD_1_jarJar_Densite_SLOT_21_170.0 (1 file)

Browse

File of type Harris D Frame rate 29.97 fps

Offset

(seconds)

oK Cancel

Note: The data set may contain one file or several files. The number of files in each
data set is indicated in parentheses.

5. If your loudness log file is a segmented file and you have a a Segment file (As-Run log file)
available, perform the following sub-steps:

a) Inthe Segment Information area, click Browse.

b) Browse for the appropriate As-Run log file on your local file system, and then click

Open.

The Segment Information area of the Open Logs window displays the selected
Segment file as well as the mapped segment information settings (see step 7 of
Configuring General Audio Loudness Analyzer Settings on page 190).
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ogs Root Folder : tawl v a0 Browse
Audio riptor

Segment Information

Segmentfile C\ 2 w\D op\MNew folde : L : Browse

File of type Harris D Frame rate 2

Offset

c) Click OK.
Audio Loudness Analyzer loads, analyzes, and then presents the loudness data.

B Audio Loudness Analyzer - b6 M i (e i SRS S 0 b b

A= Open % Default A Default Properties | v Report| | Change View

W I¥ Short-term (Loudness 1)
[ M integrated (Loudness 1)

DIALNORM (Loudness 1)
W Shortterm (Loudness 2)
175 M Integrated (Loudness 2)
i DIALNORM (Loudness 2)
-20.0 I I { Properti
225
g
S 250
=
@ 275
@
=
T 300
2
]
325
-35.0
<375
-40.0

12:00:00 16:00:00 20:00:00

Note: If there is segment information either embedded within the loudness log or
extracted from an external As-Run log file, then you will see vertical red lines showing
the start and stop times of discrete segments.

6. To see the tabular representation of the data, click Change View.

B Audio Loudness Analyzer - S e - bootiiin M W SR A s & b

Loudness Analysis SDI VIDEO 1

-15.0

-17.5

Audio Loudness Analyzer's Tabular view appears, displaying a list of the segments (if
segment information was present).
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Bl Audio Loudness Analyzer - e . B st S50 o qupupiern | B . ool dba
Eile Options Help
A= Open || 7€ Default / Default Properties -}Repun Change View
L

ChanneiName|  Date | On-AirTime| Dui [TPmax1 LRA1

Somr T
(YYYY-MMDD) (hh:mm: Number Sr~(dBFS) | (dB)

~ sciver [Segment [T24MID  deyie .
A:mm:ss:ff] Source | Number Number Type | (LKFS)

6:00:00

] ]

See also

For more information about Audio Loudness Analyzer and relevant tasks (including more
detail about the As-Run log file), see the Audio Loudness Analyzer User Manual, available by
clicking Help in Audio Loudness Analyzer.

Configuring Loudness Analysis Parameters
There are three loudness analysis parameters you may configure:

. Loudness standard
+ Relative gating

« Short-term window

Properties

ting
rm Window
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Configurable loudness analysis parameters
Parameter | Description Data set
name
Standard The program compliance loudness standard against which the loudness data will be - EBUG8
measured. . EBUGI10
-G8 refers to the now-obsolete version of EBU-R128 recommending a gate value of - « ARIB TR-B32
8LU. The currently recommended value is -10LU. . A85 1770-1
+ A85 1770-1 leaves the threshold level up to broadcasters and recommends ananchor | ., ags51770-2
when available and a gate if necessary (used in USA, Canada).
+ A85 1770-2 recommends a gate is ALWAYS enabled, having a threshold set to -10LU
(used in the European Union).
+ ARIB TR-B32 is based on A85 1770-2 with a recommended threshold of -24LKFS
(absolute gate at -70LKFS, -10LU relative gate, 400ms sample blocks).
Relative The concept of filtering out low volume sound by a configurable dB (LU) level below the |+ -10dB
Gating absolute loudness calculation in order to prevent skewing a loudness calculation with . -8dB
very quiet sounds or silence.
Short-Term | The intermediate length sliding time window. . 1s
Window' . 2s
« 3s
e 4s
. 5s
. 6s
. 7s
+ 8s
+ 9s
+ 10s

1. Once loudness data is plotted in Analyzer, you should expect for the Short-Term Window plot series
not to begin until one cycle of its configured duration to have elapsed. This is due to there not being
enough data before this point with which to produce a moving average.

Note: Changes you make to any analysis parameters are immediately applied to a
new analysis.

See also

For more information about Audio Loudness Analyzer and relevant tasks, see the Audio
Loudness Analyzer User Manual, available by clicking Help in Audio Loudness Analyzer.

Configuring Settings for Loudness Logger Alarms
In order to publish Loudness Logger alarms to GSM you must perform this procedure.
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REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

+ You have opened Loudness Logger (see page 704).

+ [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved

workflow (see [Workflow]: Logging and Analyzing Loudness, on page 131).

To configure settings for loudness alarms

1. In Loudness Logger, click Settings.

B Loudness Logger on QA_KLD_Lab_appserver [Loudness Logger]

QA_KLD_Lab_appserver: £

- U un Die X HU upraown

B8 XVP-3901 slot 17 1 HD upldo
SDIVIDEO 1 «"Logging since 2013-01-17 1
B XVP-3901
SDIVIDEO 1 «~"Logging sin -01-17 1
B XVP-3901
SDIVIDEO 1 «~"Logging sinc -01-17 1
B XVP-3901
SDIVIDEO 1 «~"Logging since 2013-01-17 11:24:
B Ks-910
SDIVIDEO 1 «~"Logging sin

Refresh Start all Stop all Settings...

Name Comme

=] Device unavailable HD up/down/cros

The Loudness Logger Settings window appears.

2. Click Configure.

B Loudness Logger Settings - QA_KLD_Lab_appserver/10.47.50.100

Remote storage path for loudn log files

1010130159 /mnt/pools/AADDocuments Refresh Setup remote storage...

Ims

Settings for alarms that are published in GSM

Configure... *_

The Loudness Logger Alarm Configuration window appears.
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B Loudness Logger Alarm Configuration - QA_KLD_Lab_appserver/10.47.50.100 @

Status fName GSM contribution Log events

¥

3. Select loudness-related alarms to be published as required, and then click OK.
The Loudness Logger Alarm Configuration window closes.

4. Close the Loudness Logger Settings window.

Zooming into Audio Loudness Analyzer’s Data Plot

After loading a loudness data file into Audio Loudness Analyzer, the plot of the loudness
data may not show, by default, the granularity of detail you might like to see at first.
Additionally, the time period covered by the data may cover too large a time span.

You can effectively zoom into the data by specifying a subset time period within the initial
graph, thereby increasing granularity and removing extraneous data.

Note: You may choose to either configure analysis parameters before you zoom or
after you zoom with the same end-effect. You will lose analysis parameter data ONLY
when you click Default Analysis.

REQUIREMENT

Before beginning this procedure, make sure you have opened a loudness data file in Audio Loudness
Analyzer (see page 196).

To zoom into Audio Loudness Analyzer’s data plot
1. In Audio Loudness Analyzer, do ONE of the following two sub-procedures:

a) On the data plot, use your mouse to click and hold on any point along the vertical line
marking the desired beginning time of your zoom.

b) Drag the mouse to any point along the vertical line marking the desired end time of
your zoom.

c) Release the mouse button.
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Audio Loudness Analyzer - SDIVIDEG 1 (SOLO_KSolo_lab_c_Densite_SLOT_21_170.0)

Loudness Analysis SDI VIDEO 1

-15.0
175
200 1

-22.5

Al

I[ }‘ I

W | "‘
1:40;00PM 1:50;00PM 2,00:00PM 2,100

a) On the bottom-left side of Audio Loudness Analyzer, use the Start-time calendar to

indicate the exact beginning date and time of your zoom.

-30.0

Loudness (LUFS)

-325

H

|

-35.0
-37.5

-40.0

OR,

. Audio Loudness Analyzer - SDIVIDEO 1 (SOLO_KSolo_lab_c_Densite_SLOTZ
File Options Help

~ Open| 3@ Default Analysis | « Report

Loudness Analysis SD
-17.5
-20.0

I ||'| ' ‘ [rl

|

1:50:00PM
2013-01-21 1:3Z17PM

1.

b) On the bottom-right side of Audio Loudness Analyzer, use the End-time calendar to
indicate the exact end date and time of your zoom.

Audio Loudness Analyzer reloads the data stream using the new time range
demarked by the new start- and end-times.
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Audio Loudness Analyzer - SDIVIDEQ 1 (SOLO_KSolo_lab_c_Densite_SLOT_21_170.0)
File  Options  Help

/= Open | 3 Default Analysis | v Report

Loudness Analysis SDI VIDEO 1

-15.0

-17.5

-20.0

-22.5

-25.0

-27.5
-30.0 m !
Py P f_/_'\,\ AN

-32.5 W NN ~ i ;
-35.0 —\/ \\“J

-37.5

Loudness (LUFS)

-40.0

1:47:30PM L:47:40PM L:47:50PM 1:48:00PM Li4s:10PM
-01-21 1:47:29PM hd

2. Repeat step 1 if you must zoom into the data plot further.

See also

For more information about Audio Loudness Analyzer and relevant tasks, see the Audio
Loudness Analyzer User Manual, available by clicking Help in Audio Loudness Analyzer.

Generating a Loudness Analysis Report

Audio Loudness Analyzer permits you to generate a report in PDF format. The report
provides the data currently displayed in Audio Loudness Analyzer, including the chart at its
current scaling (zoom), as well as the parameters configured.

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened a loudness data file in Audio Loudness Analyzer (see page 196).

+ You have adjusted the scaling of Audio Loudness Analyzer's data plot to the desired level
(see Zooming into Audio Loudness Analyzer’s Data Plot, on page 203).

+ You have selected the plot series you would like to include in your report and selected the desired
analysis parameters (see Configuring Loudness Analysis Parameters, on page 200).

+ [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Logging and Analyzing Loudness, on page 131).

To generate a loudness analysis report

1. In Audio Loudness Analyzer, click Report.
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'3 L
' Audio Loudness Analyzer - SDIVIDEO 1 (SOLO_KSolo_lab_c_De

File  Options Help

The Save window appears.

2. Save the PDF file to a local directory.
The PDF file contains all of the information currently in view in Audio Loudness Analyzer.

Audio | oudness Report Generated on Tue Jan 22 15:32:14 EST

Analysis Range: 2013-01-21 1:47:29PM to 2013-01-21 1:48:18PM

B Short-term (Loudness 1)
M Integrated (Loudness 1)
M Short-term (Loudness 2)
M Integrated (Loudness 2)
I DIALNORM

I Target

Loudness Analysis SDI VIDEO 1

-15.0 1}
-17.5 1}
-20.0 1}
—_
¥ 2251
3' -25.0 1}
& 2751}
-
ER ™
3 -32.5 AN w S~ \-\.} s \
-35.0 1}
3751
-40.0 1}
11471‘3\]PI\-| 11471:40F‘M 1:47:‘5I]DM 1:48:;1I7I1‘M l:4B:’1ﬂPM
Loudness 1 Loudness 2
Integrated Loudness -32.2dB Integrated Loudness -32.2dB
DIALNORM -23.0dB DIALNORM nia
Target -23.0dB Target -23.0dB
Loudness Error vs DIALNORM| -9.2dB Loudness Emor vs DIALNORM nia
Loudness Error vs Target -9.2dB Loudness Emor vs Target -52dB

Loudness Measure provided by Miranda Technologies

Loudness analysis report (taken from the PDF output)

See also

For more information about Audio Loudness Analyzer and relevant tasks, see the Audio
Loudness Analyzer User Manual, available by clicking Help in Audio Loudness Analyzer.
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Creating, Viewing, and Deleting Channel Performance Reports

Enabling and Disabling the Automatic Incident Resolution Function for

iC Reports

Enable this function if you would like to generate reports using any of the Availability default
report templates'. Disable this function only after you have finished using the Availability
default report templates, and if you would like to avoid using up space in the database (when
the function is enabled, each alarm creates an incident).

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
« Allincidents are resolved (see page 181).
+ You have opened the GSM Alarm Browser (see Opening the GSM Alarm Browser, on page 710).

« [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).

To enable or disable the automatic incident resolution function for iC Reports

1. In the GSM Alarm Browser, select the desired Application Server on the left pane.

Alarm browser

@ iControl

L event log (local)

3

3. Click SQL event log (local) to select it, and then click Edit.
The Event and Incident Log Configuration window appears.

1. The Availability default report templates are as follows: <10 Channels with Highest Availability Last 24 hours>,
<10 Channels with Highest Availability Last 7 days>, <10 Channels with Lowest Availability Last 24 hours>,
<10 Channels with Lowest Availability Last 7 days>
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Creating a Report Template

Other data

Advanced options
v| Enable eventlog

¥| Enable incident log

¥| Create an incident for ea

Clear resolved incidents automa

Cancel

4. Perform only ONE of the following two actions:

If you would like to set the system to clear resolved incidents automatically, select the
Clear resolved incidents automatically after check box, and then set it to resolve
incidents every second.

¥| Create an incident for each alarm automatically

v| Clear resolved incidents automatically after 1| _|_ second(s) ™

Cancel

OR,

If you would like to set the system not to clear resolved incidents automatically, clear
the Clear resolved incidents automatically after check box.

Clear resolved incidents automatically after

Cancel

5. Click OK.

Creating a Report Template
Create a report template when you want to customize filter parameters for report generation.
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REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened Event Log Viewer (see page 697).

+ [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).

To create a report template

1. In Event Log Viewer, configure report filter parameters as desired (see Manually
Configuring Event and Incident Logging, on page 139).

2. Select the desired report type from the list on the toolbar, and then click Go.

4| Event Log Vi = 10.6.6.8
| £| Event Log Viewer - appserver/.

File Query Columns

L . efres = ] :| Channels detailed @
Eventtime ) ] ]

between: |54 hours ago .|| | Type: .r|r|E'I Highe
BT ™| | Label: C arative Channel Lcr_

Type: gy Short label: alues plotting
annels s
Source ID: |channel_10

Frame:

yerforming channel 1m:ari?_ed|
electthe field representing the channel name:

label

& generate

3. If you would like your template to have a unique name, type the desired name for your new
template.

Note: The default template name is the same as the name of the report type it
originated from.

4. Select the field representing the channel name.
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Selecting an Existing Report Template

5. Perform only ONE of the following three actions:

Click Save & generate to save the new template to the Application Server and
generate a report based on this template.

The system opens the Reports page and generates a report.

Note: Once areportis generated, it appears in the Available Reports list, ordered
chronologically according to the report generation time (the most recent report at
the top of the list). The new user-defined template appears in the User-Defined
Report Templates list.

OR,

Click Save to save the new template to the Application Server.

The Save report template window disappears. The next time you open the Reports
page, the new template appears in the User-Defined Reports Templates list.

OR,

Click Cancel to cancel the operation.

User-Defined Report Templates

‘ est_performing

- = els summarized
Channels detailed

Comparative Channel Highest Availability
Comparative Channel Lowest Availability
Mumerical values plotting

Worst performing channels summarized Generate report

Delete template

Available Reports

ort Title Date Created

Saved report template and generated report on the Reports page of iControl

Selecting an Existing Report Template
In iControl, when generating a report you can select from a list of report templates if an
existing template (either default or user-defined) meets your needs.
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REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

« The URIs referenced in the alarm template you are using correspond to URIs currently existing in
your Application Server’s database.

+ You have opened the Reports page (see page 683).

« [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).

To select an existing report template

1. On the Reports page, select the report template you wish to use from either the Default
Report Templates list or the User-Defined Report Templates list:

2. Click Generate report (under the list from which you selected a template).

User-Defined Report Templates

Best_performing

Best performing channels summarized
Channels detailed

Comparative Channel Highest Availability
Comparative Channel Lowest Availability
MNumerical values plotting

Worst performing channels summarized

Generating report. This may take a few minutes. Please wait.. .

Once the report is generated, it appears in the list of Available Reports with the same
name as the template you selected.

Available Reports

Report Title Date Created

Displaying a Report in a Web Browser
Display a graphical representation of a report directly in your Web browser after you have
generated a report or from a report generated in an earlier session.
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REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Reports page (see page 683).
+ The report you would like to display is listed among the Available Reports on the Reports page.

- [RECOMMENDED]: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).

To display a report in a Web browser

« OntheReports page, under Available Reports, click the report title of the report you would
like to view.

A new browser page appears displaying a graphical representation of the report.

Note: The title displayed at the top of the report graphic reflects the name of the
original report type and not the name of the report nor the report template.

Downloading a Report (PDF File)

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Reports page (see page 683).

« The report of which you would like a PDF version is listed among the Available Reports on the
Reports page.

- [RECOMMENDED]: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).
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To download a report as a PDF file

1. On the Reports page, under Available Reports, click the icon resembling an optical disk

(B).

Available Reports

Size
(bytes)
957 &

Report Title Date Created

A File Download window appears.

File Download (=23
Do you want to open or save this file?
Mame: All_channels_detailed_last_7_days.pdf

Type: Application
From: 10.6.6.8

Open ][ Save ][ Cancel ]

ham your computer.  you do not trust the source, do not open or

|® While files from the Intemet can be useful, some files can potentially
k.
- save this file. What's the risk?

2. Click Save.
The Save As window appears.
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Organize « MNew folder

4 | iControl *  Name Date modified
> | 1C3.60

4 |, iC4.00
) Q5G
. Release Motes
> 1) IRD-38xx
> L WIP_folder

. Personal

) Q5G 2010-05-07 3:15 PM
. Release Motes 2010-06-02 1:29 PM

. Projects

/ Reference

. Screen captures

J SNAGIT_GRAPHICS

File name: Channels_detailed.pdf

Save as type: | PDF File

= Hide Folders

Note: The default file name is the name of the report.

3. Browse to the desired location, type the desired file name (or accept the default), and then
click Save.

A PDF version of the report is saved to the designated location.

Deleting a Report

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Reports page (see page 683).
« The report you would like to delete is listed among the Available Reports on the Reports page.

« [RECOMMENDED]: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).

To delete a report from an Application Server
1. On the Reports page, under Available Reports, locate the report you would like to delete.

2. In the row corresponding to the report you would like to delete, click the Delete icon (E).
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Date Created

7 12:10:10 EDT 20
17 ED

01:11 EDT :

T:

Deleting a Report Template

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
« You have opened the Reports page (see page 683).

« The report template you would like to delete is listed among the User-Defined Report Templates
on the Reports page.

+ [RECOMMENDEDI: You are performing this procedure as a task within the context of an approved
workflow (see [Workflow]: Channel Performance Reporting, on page 130).

To delete a report template

1. On the Reports page, in the User-Defined Report Templates list, locate and select the
report template you would like to delete.

User-Defined Report Templates

performing
Best performing channels summarized
Channels detailed
Comparative Channel Highest Availability
Comparative Channel Lowest Availability
MNumerical values plotting

Worst performing channels summarized Generate report
| Del template

2. Click Delete template.
A confirmation message appears.

Message from web

:I Are you sure you want to delete this template?

K ’ 0K ’\GJ |\ Cancel
: b 7

T — —
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3. Click OK.
The deleted report template disappears from the User-Defined Report Templates list.

Accessing Archived GSM Log Files

In order to gain access to the latest as well as historic GSM logs—in a comma-separated-values
(csv) format—you must perform this procedure.

REQUIREMENT

Before beginning this procedure, make sure you have opened the Services management page
(see page 678).

To access archived GSM log files

1. On the Services management page, scroll to the bottom of the page, and then click the link
Click here to access archived log files.

Daemon Health
Monitor

N/A N/A show log

iControl Stop iControl Start

Your Web browser displays a list of the archived GSM log files.

Directory Listing For /archive/ -Up To /

Filename Size Last Modified
k.

gemlog backup 14-01-15.csv.zip 1252.8 kb Wed, 22 Jan 2014 06:02:04 GM'.I"
gsmlog backup 14-01-16.csv.zip 0.2 kb Wed, 22 Jan 2014 06:02:04 GM'.I'1

gsmlog backup 14-01-17.csv.zip 0.2 kb Wed, 22 Jan 2014 06:02:04 GMT
Al A P e ST o~

List of archived GSM log files as seen in Web browser

216



iControl
User Guide

. Click the desired log file in the list and follow your browser’s instructions to save a local
copy.

3. Unzip the log file.

. Double-click the csV file to view it in Microsoft Excel.

See also

For more information about interpreting the data in a GSM log file, see GSM Log Files,
on page 128.
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Key Concepts
Frame

A frame is a modular enclosure used to house a range of processing, interface, and controller
modaules. iControl can detect frames on a network, and make information about these frames
available in iC Navigator—when Physical view is selected, iC Navigator displays all devices,
including frames. You can click the [+] symbol beside a frame’s name (or double-click on a the
name itself) to view the contents of its slots.

Services

An iControl service is software running on the Application Server that enables it to
communicate with and control devices on the network. Some services, such as the General
Status Manager and the RMI Daemon, are available with every iControl system. Others are
installed on the Application Server as build-to-order options. The table below describes some
common iControl services:

Service Name Availability | Description

Densité Default Densité Manager service responsible for communications with Grass
Valley Densité frames over TCP/IP. The Densité Manager starts and stops
Densité communicators. It supports multiple instances for load
balancing (up to 150 streams per Densité Manager).

GeckoFlex Default GeckoFlex Manager service responsible for communications with Grass
Valley GeckoFlex frames over TCP/IP. The GeckoFlex Manager starts and
stops GeckoFlex communicators.

General Status Manager (GSM) Default Service responsible for coordinating the distribution of alarm messages
and events on an iControl network.

Global Caché GC100 IR service Optional Custom service responsible for communications with the Global Caché
GC100 IR Network Adapter.

IRD Service Starter Optional Service responsible for communications with Integrated
Receiver/Decoder (IRD) devices.
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(Continued)

Service Name Availability | Description

Imagestore Optional Imagestore Manager service responsible for communications with
Grass Valley (Oxtel) Imagestore frames over TCP/IP.

Imaging Connection Manager Optional Service responsible for serial communications with Grass Valley

ttyRO Imaging series frames. The Imaging Connection Manager starts and
stops Imaging Communicators associated with specific serial ports
(ttyRO in the example at left).

RMI daemon Default Remote Method Invocation daemon responsible for establishing
client/server connections.

Router Manager Service Default Router Manager Service responsible serial communications with all
routers connected to an Application Server

VTR Control Module ttyR4 Optional Service responsible for serial communications with a VTR connected to
an Application Server. Each VTR Control Module is associated with a
specific serial port (ttyR4 in the example at left).

Virtual Service Default Virtual Service Manager for building virtual panels such as proc amps

iControl Services Gateway Default iControl Services Gateway service for enabling third-party devices
and/or monitoring software to interface with an iControl Application
Server and devices under its control. Also required for Grass Valley’s
RCP-100 and RCP-200 clients, and to change line scope from iControl
Web player.

Daemon Health Monitor Default Process that monitors and restarts daemons (processes)

Communicators

220

Communicators are software components that implement a specific protocol for controlling a
family of devices. Communicators in iControl are responsible for the discovery process
whereby an Application Server detects Grass Valley devices connected to its serial ports or on
the LAN, and initiates services to control these devices.

iControl’'s communicators are applications that handle the communications between an
Application Server and Densité, GeckoFlex, GV Node, or Imaging-series frames on the
network. The four types of communicators (Imaging, Densité, GV Node, and GeckoFlex) are
configurable services in iC Navigator.

Imaging Communicators allow you to control signal processing and distribution performance
modules housed in Grass Valley Imaging series (Symphonie, Quartet) frames. The Imaging
series frames are connected to the Application Server using RS-422 serial ports.

Densité Communicators, GV Node Communicators, and GeckoFlex Communicators allow you
to control interfacing and distribution modules housed in Densité, GV Node, and GeckoFlex
frames, respectively. These frames are connected to the network via their controller card’s
Ethernet port.

To be able to use a communicator, the service must be configured and activated. If the service
is not configured, you will not be able to control the devices even if they are connected. If the
service is configured, but there are no cards connected, only the service will be displayed in
the navigation pane.



iControl
User Guide

Densité Manager

Densité Manager is a service that allows you to manage multiple Densité, or GV Node frames
(using Densité, and GV Node Communicators).

For Densité Manager to discover cards and begin controlling services, you need to specify
the IP addresses of the Densité, or GV Node frames that it will manage. Depending on the
model, a frame may contain up to 24 devices. If you do not add any addresses, or if you add an
incorrect address, the Densité Manager will not discover any frames.

GV Node Manager

GV Node Manager provides a visual control panel to help you manage a GV Node frame, and
the modules it contains.

For GV Node Manager to discover the cards housed in a GV Node frame, you must configure a
Communicator service for the frame (see Communicators, on page 220). Each frame typically
includes at least the following modules:

+ the frame controller, which is represented by two control panels in iControl: Frame
Controller, and Frame Reference;

+ the IFM-2T internal fabric module;
+ and a number of Densité cards (e.g., XIO-4901, KMX-4911).

The GV Node Manager control panel lists every Densité card in the GV Node frame’s slots, and
their rear panel model (if present). For a compatible card, you can select signal-type options,
and select which inputs and outputs are enabled, between the card and the Internal Fabric
Module, to match the card’s actual physical configuration.

For example, the XIO-4901 3G/HD/SD SDI input/output card supports audio embedding/de-
embedding, as a software option (MDX). If this option has been activated, then GV Node
Manager allows you to enable or disable audio embedding/de-embedding on a card’s SDI
inputs and outputs. If your system is monitoring MADI signals (supported at the card’s
inputs/outputs 8 and 9), then disabling the MDX option lets you select MADI at the inputs and
outputs matching your physical configuration. The total numbers of enabled inputs (to the
Fabric module), and output (from the Fabric module) are indicated at the bottom of the
control panel. These totals exclude MADI inputs and outputs.

= GV Node Manager/VMS_Cent0S-6_42_1/GV-Node [GY Node Manager] o @ |3
Inputs to Internal Fabric Module Outputs from Internal Fabric Module

#| Card Rear panel Options 1 2 3 4 5 6 7 8 9 1 2 3 4 5 B 7 8 9

1 | x10-2901 [ x0-¢s01-25RF D sol wl|so wlsn w|so wfsn w|so wfsn w|so wfsn wfso w|sn w|so wfsn w|so w[sn w|so wfsn w|so -
2 | x10-2201 | wic-4201-25RP-D sol wlso w|sn w|so w[sy w|so w[sy w|mamw|sn w[so w|sn w|so w|sn w|so w|sn w|so w[man w|so -
3 |xi02s01 | xioss012smrrn |MDX  w ||mpx w [[MDx w [MOX w [[MDx w |lsol w|[spi w [[sol w [[mDx w [MOx w fmox w [MOx w [[MDx w [MOx w |[sDi w lsoi w Dl wfmox w [[MDx -
4 | xio-s201 | xi0-4201-45RFD soi wl|so w[sn w|so w|sy w|so w[sn w|so w[sy wfsn w|sn w|so w[sn w|so w[sy w|so w[sn w|so -
5 | x10-4901 | xic-¢s01-28RF D sol wl|lsol wflsol w|lsoi wflsol wflsol wflsol wfsoi wflsol wflsol wflsol w|lsol wflsol wflsol wflsol wfso wflso wfso -
6 | xi0-4201 | xic-4201-45RFD sol wllonr w[sn w|or w|sn w|or w[sn w|or w|su wllor w[or w|onr w[or w|onr w[or w[or w[or w[or -
7 |xio¢s01| xic2s014smPD |Meme  w||spl w sl w|lsoi wfsol w|lsol wflsoi wlsol wflsoi wlsol wflsoi w|lsol wflsoi w|lsoi wfsoi wlsol w|lsoi w sl w|soi w
8 | X10-2301 NO REAR sol w|soi w(soi w(soi w(soi wlsoi wlsoi wfso wlsoi w[lsoi w|sn w|so w|soi w|soi w|( s w|soi w(soi w|soi ow
9| Emsty

10] Emey

11| Empty

12| Emey

13| Empty

14] Emey

15| Empty

16] Emesy

IFM-2T IFM-2T-RF [Total Inputs to Internal Fabric Madule: 87 Total Outputs from Internal Fabric Module: 62
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Seealso

For more information, see Working with GV Node on page 247, and Opening GV Node Manager
on page 716.

GeckoFlex Manager

GeckoFlex Manager, like Densité Manager, is a service that allows you to manage multiple
GeckoFlex frames (using GeckoFlex Communicators).

For GeckoFlex Manager to discover cards and begin controlling services, you need to specify
the IP addresses of the GeckoFlex frames that it will manage. Each frame may contain up to
10 devices. If you do not add any addresses, or if you add an incorrect address, the GeckoFlex
Manager will not discover any frames.

See also

For more information, see Working with GeckoFlex Communicators on page 237.

Densité Upgrade Manager

222

Densité Upgrade Manager is an iControl utility allowing you to manage the firmware and
software versions of individual cards without having to put entire Densité frames into
operational Standby mode. Application Servers can hold several versions of Densité card
firmware and software in memory and Densité Upgrade Manager allows you to effectively
toggle among these versions. From time to time, new versions become available, and Densité
Upgrade Manager allows you to upload these files to the Application Server.

IMPORTANT: System behavior

The Densité Upgrade Manager included with any version of iControl (starting
with version 5.00), supports all Densité card types, including those that do not
yet exist.

For example, if a brand new Densité card, ABC-1234, is installed in a Densité frame
visible to a version of iControl that is, at the time, three years-old (but still
version 5.00 or greater), the ABC-1234 card would be visible within Densité
Upgrade Manager.

Firmware and software is bundled into single upgrade packages. That is, a package contains
one version of firmware for a given Densité card and one version of software. By upgrading a
card with a given package, you are changing both the installed firmware and software to
those versions of each within the upgrade package.

IMPORTANT: The version numbering of packages represents a system of incrementation
belonging ONLY to the package and not to the respective version numbering of
firmware and software.
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Note: Densité Upgrade Manager does not allow you to upgrade, downgrade, or
roll back firmware separately from software. Changing an installed package
necessarily implies changing the component firmware AND software to those
versions of each embedded within the introduced package.

Seealso
For more information about:
« Upgrading, downgrading, and rolling back firmware and software of Densité cards,
see Working with Densité Upgrade Manager, on page 288.

- The Densité Upgrade Manager user interface including icon colors and their meanings,
see User Interface of Densité Upgrade Manager, on page 223.

User Interface of Densité Upgrade Manager

B3 Densite Upgrade Manager [mik 10.6.0.75\DensiteM: ik 1 = ==

Available package Select /By

20.0-2013

SRR R R R

T T T T T T T T T

B Logicalview | & Prysi

Selectlatest upgrades Clear Upload files...

Densité Upgrade Manager

Densité Upgrade Manager Ul descriptions

Item Description
-—- Columns ---
Navigation The tree structure in this column graphically situates Densité cards, and their modules if

applicable, in the context of several different navigation method, as follows:
+ Logical view: a logical arrangement (sorted by type)

« Physical view: a hierarchy representing the nested physical componentry
(e.g., appserver > Densité frame > slot > card)

+ Flatview: a flat listing of the Densité cards in alphabetical order.

Type Type of Densité card
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Densité Upgrade Manager Ul descriptions (Continued)

Item

Description

Installed firmware

Installed firmware version and firmware upgrade path.

If no package is selected under Available package, only the installed firmware version appears
in this column. If a package is selected, the upgrade (or downgrade) path appears.

If you would like to determine if firmware will be installed in the installation of the selected
package, an upgrade path showing X —> X in this column indicates there will be no new
installation of firmware. By contrast, an upgrade path showing X —> Y indicates firmware will
be installed.

Installed software

Installed software version and software upgrade path.

Installed package

Installed package version and package upgrade path.

Available package

Selectable list of packages (relevant to a given Densité card) on the Application Server, available
to be installed. The version numbers listed are package numbers and not firmware numbers.

Select / Bypass

Selection tool indicating which cards will have their respectively selected available packages
installed once the Upgrade or Force upgrade button is pressed. Additionally, if a package is
selected for a card and you would like for it to remain selected but not installed in the next
upgrade, you may clear the Select / Bypass check box to make this happen.

Install progress

The progress bar measuring the current installation of a package. After an installation, this field
displays a status message of the last installation attempt.

Package history Logs of all package installations for each Densité card.

Rel. notes Link to the release notes for the version of firmware embedded within the installed package.
--- Buttons —--

Upgrade Click to begin installing the selected packages (whether upgrade, downgrade, or rollback) to

their respective cards.

Force upgrade

Click to begin installing the selected packages to their respective cards (same behavior as the
Upgrade button). However, in all cases where the firmware embedded within selected
packages have the same version numbers as the installed firmware, no firmware will be installed
from the selected package (in theory because it is the same version).

In order to override the Upgrade button’s behavior of NOT installing a save-version firmware
from a selected package, you must click Force upgrade.

Select latest upgrades

Click to select (for each listed Densité card) the latest’ package available on the Application
Server

Clear Click to clear all selections from the Available package column and all messages from the
Select / Bypass column.
Upload files Click to upload an upgrade package file to the Application Server.

1. the package whose version number indicates it is the most recent

Lookup Services
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A lookup service enables other services and devices to find each other over a network. An
iControl client program (e.g., iC Navigator) can use a lookup service to get information on
remote services or devices, and use that information to establish communications. By default,
there is a lookup service running on each iControl Application Server. When an iControl
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service or device is started, it will register with the first lookup service that it finds on the same
subnet.

See also

For more information, see Lookup Services on page 27.

Control Panels and Device Parameters

Most Grass Valley devices can be controlled from an iControl workstation using control panels.
A control panel is a software interface that lets you monitor and control various device
parameters.

Note: Grass Valley cards are shipped with Installation & Operation Guides that
provide detailed descriptions of their respective control panels, along with
instructions on their use.

The control panel for a device is accessed from the iC Navigator window, either by double-
clicking on the device name, or by right-clicking and choosing Show Control Panel from the
drop-down menu.

The device name is displayed along the top of its control panel, along with a dashboard
containing one or more icons representing the status of key device parameters. Error
conditions are indicated by color and by a text message appearing below the icons. Hold the
cursor over an icon to continuously display its associated error message; otherwise the display
cycles through all reported errors.

Note: If the Control icon in the dashboard is yellow, this indicates that
local card control is active—the card is being temporarily controlled using LCTELY
a local hardware control panel. In such a case, any changes made using

the iControl interface will have no effect on the card. LOCAL

To access the control window for a device, double-click the device in the iC Navigator display,
or right click, and then click Show Control.
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nfigurations Bit Rates (kbps)
Factory

- - - -
D Allegro 1 10.10.10.99/c1 [Allegro 1 (AlS-Ellﬂ)]—‘Elgg =1 DEC-1002 [ SLOT : 16]

TDE Gd @

Input
T —— Input Format
® Auto
RALM
NTSG

Blanking

Timing

Reference Input

| Enable

Example of a control panel for a DEC-1002
Analog Video to SDI Encoder

Settings
Example of an Allegro
control panel

Some control panels have tabs that correspond to different groups of parameters. Open
control panels are listed under the View menu. Select any panel from the menu to bring it to

the front.

Note: If you encounter the message Control Panel Not Available, it means that
your selection has not been implemented as a controllable device in iControl. You
can view the status of such a device, but you cannot modify any of its parameters.

Control Panel Tabs
The table below lists examples of typical control panel tabs and their associated parameters:

Tab Sample Parameters

Config Audio Destination, Audio Source, Audio Delay, No Signal Delay, Signal Standards Detection, No Signal Delay,
Scan, VB, Video

Info Comments, Device Type, Label, Long ID, Manufacturer, Remote System Administration, Service Version, Short
Label, Source ID, Vendor

Video Player, Thumbnail Streaming, Streaming Priority Control, Waveform Monitor and Vector Scope.

Timing Horizontal Fine, Horizontal Position, Horizontal Timing, Vertical Timing, Fine Timing Adjustments

Meta Aspect Ratio, Copy Control Information, Source
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The control panel for some devices contains a Load Factory button. Click this button to reset
the device parameters in the active tab to their original factory values.

Device Info

The Info tab of a control panel displays general information related to a device, and is
available for all device types. The Info tab includes identification information such as a device's
label, short label, type, comments, source ID, configuration status, frame number, and slot
number.

ADA-1033 [SLOT : 20] '.E@lg
Miran ga

Config | MSB | Status | Alarms | IAf6 |

Label: ADA-1033

Short label:  |aDa-1

ADA-1033

Comme leg Audic DA With Remote Gain

Manufacturer: Miranda Techn

Vendor: Miranda Techn
Service versi... 1.00

Details..

Advanced.. Remote system administrati..

Load Factory

TIP: To quickly display the Info tab for a device, right-click the device in iC Navigator, and then click
Show info control panel.

Under the Info tab, you can change the name of the selected device, as well as enter
comments. By default, the device name is its type identification. However, you may find it
helpful to give devices more meaningful names. Once you change the device name in the
control panel, the name of the item is also changed in the iC Navigator display, making it
easier to locate.

You can also register a device with the lookup service on a remote Application Server using
Remote system administration.

Device Groups

iC Navigator allows you to organize devices into logical groups, making them easier to locate
and to manage. A device group is a folder in iC Navigator into which you drag and drop
selected devices. You can create as many device groups and subgroups as you want.

Note: Logical grouping information is stored on the Application Server. Any
changes to the device groups will be visible to all users.

Creating a device group automatically creates a virtual alarm that displays the overall status of
its member devices. The color of the device group’s folder icon changes when the status of
one or more of its members changes. For example, if one member device changes status as a
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result of a critical error, then the group’s folder icon turns red. If no devices are assigned to a
group, its folder icon will be gray.

Device groups can only be created in (and are only visible in) iC Navigator’s Logical view
mode (see Working with Device Groups on page 250).

Reference Configuration

A reference configuration is a feature of iC Navigator that allows you to keep track of important
cards, or groups of cards. If a card is removed from a slot, the default behavior in iC Navigator is
for the card to disappear from the list in Logical view and Flat view. In Physical view, the
device name is replaced by Empty Slot.

iC Navigator allows you to designate a card as part of a reference configuration, so that the
name of the card and the slot number it occupies are retained. If the card is removed, it will be
visible as before, but with the description Missing from slot beside its name.

See also
For more information about:

« iC Navigator views, see page 228.
« Adding a card to the reference configuration, see page 262.
« Removing a card from the reference configuration, see page 263.

Devices and Services Views in iC Navigator

When they first start up, devices and services announce themselves to a lookup service
(running on an Application Server on the local subnet), which then makes them available to
iC Navigator. iC Navigator shows ALL services (GSM, Densité Manager, GeckoFlex Manager,
Router Manager, composite panels, third party device drivers, etc.) and devices (Densité/
Imaging/GeckoFlex frames and their cards, third party devices, etc.) detected by the lookup
process.

A service can be running, and appear in iC Navigator, even if there are no physical devices
associated with it. For example, the Densité Manager can be running, but until you configure it
with the addresses of the Densité frames, only the service will appear in iC Navigator. If a
service is not running, it will not appear in iC Navigator.

Note: Itis possible for a service to appear active (green) on the Services
management page, yet still not appear in iC Navigator. This can happen if the service
stopped after the Services management page was displayed. Try restarting the
service (see Stopping, Starting, or Restarting a Service, on page 680), and then check
iC Navigator again.

There are three icons at the bottom of the iC Navigator window that allow you to change the
way devices are sorted in iC Navigator.
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Logical view displays all devices registered on the lookup server, as well as active services.
The devices and services may be organized into groups, which can be created by any user
(see Device Groups, on page 227). Groups and their contents are arranged in alphabetical

order. Ungrouped elements are displayed at the end of the list. Empty slots are not shown,
unless they are in the Reference Configuration (see Reference Configuration on page 228).

Physical view arranges devices relative to their physical connections and network
location. It shows the iControl Application Server itself, and the frames, cards and other
devices connected to it via Ethernet or serial ports. Empty slots show up as empty, unless
the card is designated as In Ref Config, in which case it will show up as before, but with
the description missing from slot.

Devices are sorted by:
« the IP address of the iControl Application Server with which they are associated,

- then, for Grass Valley Imaging frames, by the serial communication port of the
Application Server to which the frame is connected, or, for Grass Valley GV Node,
Densité or GeckoFlex frames, by the frame's IP address

« then, within a frame, by slot number.

Flat view shows all devices in alphabetical order without any grouping.

Label* Label* Labar*

10.100.10)

Notes

+ InLogical view and Physical view, you can open and close folders in the list
by clicking the [+] and [-] boxes beside the folders.
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Notes (Continued)

« Activated serial ports (see Configuring Serial Ports for a Specific Application
Server, on page 64), are visible in Logical view, but only serial ports that
are physically connected to a device appear in Physical view.

- If an RS-422 serial port is configured to ‘None; it does not appear in
iC Navigator. iControl treats such a port as a standard RS-422 port, to
which a third-party device (e.g., a router) can be connected.

Virtual Service Manager

The iControl Virtual Service Manager (VSM) is used to create virtual devices, of which there are
two types:

« procamps
« composite panels

Proc amps (processing amplifiers) are virtual devices that control Grass Valley Imaging-series
processing interface cards, such as the ASD-231i, the DVP-101i, and the DAP-712i. Proc amps
allow you to monitor and control up to three cards (one video, one audio, and one audio delay
card) from a single panel. Unlike composite panels (see below), proc amps cannot be
customized—the gains (controls) that appear in a proc amp panel are determined by the type
of card selected when the proc amp was created.

Note: Densité-series devices do not support proc amps.

Composite panels, like proc amps, are virtual devices. They are used to control Grass Valley
Densité-series and some Imaging-series processing interface cards, such as the DEC-1002, the
XVP-811i, and the UAP-1781. Composite panels allow you to monitor and control multiple
cards from a single panel. Unlike proc amps, composite panels can be customized—each card
has a list of available gains (controls) from which you can choose, in any combination, when
you create a composite panel.

Note: A single Application Server can support up to 50 composite panels.

Device Profile Manager
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Maintenance personnel and operators can perform quick and accurate, system-wide or
focused, card and device configuration management by using Device Profile Manager.

Device Profile Manager allows you to:

- export profile data (configuration data about device groups) from one or several devices
to a profile file

- import profile data from a profile file to one or several devices

- compare configured parameters, between two or more cards, of the same type and
firmware version

 copy configuration data from:
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- one card to one card
« one card to several cards
- several cards to several cards

+ perform a system snapshot by exporting all card configuration data (for cards supporting
profile export)

+ load a user-specified preset to one or several cards as the current configuration

« save the current configuration of one or several cards to any available user preset

See also

For more information, see Working with Device Profile Manager on page 263.

Detailed Directions

Working with Imaging Communicators

Imaging Communicators (see Communicators, on page 220) allow you to control signal
processing and distribution performance modules contained in Grass Valley Imaging-series
(Symphonie and Quartet) frames.

Imaging frames are connected to an Application Server using their respective RS-422 serial
ports. A Communicator service, corresponding to a specific serial connection, must be
configured and activated. If the service is not configured, you will not be able to control the
devices even if they are connected. If the service is configured, but there is no frame
connected, only the service will be displayed in the iC Navigator window.

REQUIREMENT

Before beginning this procedure, make sure you have opened the Services management page
(see page 678).

To configure an Imaging communicator

1. On the Services management page, verify that an Imaging Connection Manager has been
configured for the port to which the Symphonie or Quartet is connected (see “Configuring
the Application Server’s Serial Ports” in the iControl User’s Guide on the Documentation
page of iControl), and that the service is active (green).

and stops imagestore service.

Imaging Connection |communicator. Module which finds imaging |Mon Jun 18 10:50:01
Manager ttyRO services and frames 2007
Active Imaging
Communicator on
port ttyR1

communicator. Module which finds imaging [Mon Jun 18 10:19:49 7
services and frames 2007

2. Open iC Navigator (see page 697).

3. Click the Logical view tab.
The Logical View tab is displayed.
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Note: Make sure that the Imaging Communicator service is visible, and that its
status is green.

4. Double-click the Communicator row.

p
[ Grass Valley iControl Navigator - Access control disabled
File  View Di y Tools Help

ific location | | ™ All locations | | B Eventlog viewer | | B Incidentlog viewer

| |
Label* Short label* Type

fideo Fingerprint A...

Online

Standby

Primary IP addre

Primary com port:

Note: The redundanc

only available in

By default, the Online button is highlighted.

5. Click Standby.
This interrupts the data flow to and from the Imaging Communicator over the serial port.
The status of the Communicator changes to yellow in iC Navigator.
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p
[ Grass Valley iControl Navigator - Access control disabled
File  View Di ery Tools Help

cation | | ™ All locations | | B Eventlogviewer | | B Incident log viewer

| |
Label* Short label* Type

Audio Video Fingerprint A...
1
outer Manager
al Link Manager

monitor | Info
Online

Standby

Under Server Type, the setting standalone should be selected. You can safely ignore all
other settings in the Configuration tab—this functionality has been superseded by other
iControl modules.

6. Click the Info tab.

— —
L] Cummunicahur_apgserver_dev_ttyRO [Serial Link Manager] =

Configuration monitor | Info |

Label: Communicator_appserver__dev_|

Communic
Serial Link Manager

Miranda Tec

Miranda Tec

Details...

stem administration...

oK

Type (or modify) the values in the Label, Short Label, Source ID and Comments fields.
These values are typically visible in the main iC Navigator window.

7. Click Advanced to view the Long ID.

8. Click Details to obtain manufacturing process and window version numbers.
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9. Click the Configuration tab, and then click Online to reactivate the Imaging
Communicator.

Working with Densité Communicators

234

Densité Communicators (see Communicators, on page 220) allow you to monitor and control
cards housed in Grass Valley Densité frames.

Densité frames are connected to an Application Server over a standard Ethernet network. In
order to establish communications between the Densité frame and the Application Server, a
Communicator service must be configured and activated for each frame. If the service is not
configured, you will not be able to monitor or control the Densité frame, even if it is
connected.

Note: Because of the one-to-one correspondence between Densité frames and
Densité Communicators, the terms are used interchangeably.

The Densité Manager is an iControl service that allows you to manage multiple Densité
Communicators. If there are Densité frames on your network, you will automatically see the
Densité Manager service displayed in the iC Navigator window.

For the Densité Manager to be able to begin controlling services, you must specify the
IP address(es) of the Densité frame(s) that it will manage. For each frame specified in this way,
the Densité Manager opens a Densité Communicator.

REQUIREMENT

Before beginning this procedure, make sure you have opened the Services management page
(see page 678).

To configure a Densité Communicator

1. Onthe Services management page, verify that at least one Densité Manager is active (green).

Service Name Description
Densite Manager . Module which starts and stops densite

Densité
Manager
service active

Densite
- communicators. Supports multiple instances for load balancing

General Status Manager (GSM) | Application which dispatches alarm messages and events

In a network with multiple Densité frames, it may be necessary to run more than one
Densité Manager service, and to balance the load between them (Grass Valley recommends
a maximum of 150 streams per Densité Manager).

2. To add more Densité Managers, scroll to the bottom of the Services Management page,
select the desired number from the list (1-3), and then click Apply.
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3. Open iC Navigator (see page 697).

4. Click Logical view. Make sure that the Densité Manager service is visible, and that its status
is green.

5. Double-click the Densité Manager row.

p
[ Grass Valley iControl Navigator - Access control disabled

File  View Discovery Tools Help

cation | | ™ All locations | | B Eventlogviewer | | B Incident log viewer

| |
Label* Short label* Type

eo Fingerprint A
Fingerprint A
ger

The Densité Manager control panel appears.

Current Status

onitor | Info |

List of active Densité
Communicators (frames)

Status bar

The Configuration tab contains a list of currently configured Densité Communicators. The
first time that you access the Densité Manager, this list will be empty. You must manually
add the IP address and name of each Densité frame that is to be controlled. The Status bar
located at the bottom of the control panel displays Error, Warning and Information
messages.

If you select a Densité Communicator (frame) from the list, you can take one of the following
actions:
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Click Remove to delete the Communicator from the list. If the Communicator had
been added to an iC Web page, the alarm for that element will turn red.

Click Reset to stop and then restart the selected Communicator.

Note: Use Reset when, for example, cards known to be in the frame do not appear
in the iC Navigator window.

+ Click Standby to interrupt the data flow to and from the Densité frame.
« Click Online to restore the data flow to and from the Densité frame.

6. Click Add to add a new Densité Communicator (frame) to the list.
The Target Information window appears.

Target Informationx_ u

Redundancy configuration

Server Type
Primary

/ server host name:

Mode

Densite IP address:

Densite name:

oK Cancel

7. Under Server Type, select standalone.

8. Type the Densité frame’s IP address and a descriptive name in the fields provided. These are
used to define the alarm IDs in the GSM.

Note: If the name or IP address for an existing frame is modified at a later date, any
iC Web pages referring to this frame may no longer work.

You can safely ignore all other settings in the Configuration tab—this functionality has
been superseded by other iControl modules.

9. Click OK.

The new Densité Communicator will be started and added to the list. iC Navigator will
query that Densité frame, and any devices (cards) it discovers will be displayed.

10. Click the Info tab.
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B DensiteManager_EdgeAp,

Configuration |

Comme
Manufacturer:

Vendor:

er [Densite Manage

Info |

DensiteManager_EdgeAppServer|

Densitel

Densite Manager
Panel version

Miranda Tec OK

Miranda Tec

Details...

Joining Locators msﬂeManage...

ver_DensiteManager

Remove
oK

Enter a new locator's URL

11. Type (or modify) the values in the Label, Short Label, Source ID and Comments fields, as

required.

Note: These values are typically visible in the main iC Navigator window.

12. In addition, you can do the following:
+ Click Advanced to view the Long ID.

+ Click Details to obtain manufacturing process, service, and panel version numbers.

+ Click Remote system administration to view, add or remove the IP address of an
Application Server running a lookup service on a remote subnet.

Working with GeckoFlex Communicators

GeckoFlex Communicators (see Communicators, on page 220), like Densité communicators,
allow you to monitor and control cards housed in Grass Valley GeckoFlex frames.

GeckoFlex frames are connected to an Application Server over a standard Ethernet network. In
order to establish communications between the GeckoFlex frame and the Application Server,
a Communicator service must be configured and activated for each frame. If the service is not
configured, you will not be able to monitor or control the GeckoFlex frame, even if it is

connected.
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Note: Because of the one-to-one correspondence between GeckoFlex frames and
GeckoFlex Communicators, the terms are used interchangeably.

The GeckoFlex Manager is an iControl service that allows you to manage multiple GeckoFlex
Communicators. If there are GeckoFlex frames on your network, you will automatically see the
GeckoFlex Manager service displayed in the iC Navigator window.

For the GeckoFlex Manager to be able to control services, you must specify the IP address(es)
of the GeckoFlex frame(s) that it will manage. For each frame specified in this way, the
GeckoFlex Manager opens a GeckoFlex Communicator.

REQUIREMENT

Before beginning this procedure, make sure you have opened the Services management page
(see page 678).

To configure a GeckoFlex Communicator

1. On the Services management page, verify that the GeckoFlex Manager is active (green).

5;:"“'1? Description Start time |Auto Start| Start/Stop/Restart Log

Audio/Video | Provides support for distributed and multi-point i
Fingerprint ||content fingerprint analy g. lip-sync Stopped || M Auto e, 9,0 e :
Analyzer detection) =

Bridgetech |[qo oo oo oo ) -, show
VBC service | Start Bridgetech VBC service. Stopped | M Auto o9, log

show
log

T MP Se Supports multiple instances for Stopped || B Auto

Thu Mar

26 - show
095734  AAuto log

2015

Densite Manager . Module which starts and stops
densite communicators. Supports multiple
instances for load balancing

ETL ger . Module which starts and show

e Stopped || M Auto

Mon Mar
GeckoFlex Manager. Module which starts and

3eCkOFIeX || gtops GeckoFlex Manager. 09:58 | BAuto

Services management page: GeckoFlex service showing as active

2. Open iC Navigator (see page 697).

3. Click Logical view.

1

#LG ic

| Connections: 10.37.5.18
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. In the Managers folder, double-click the GeckoFlex Manager row.

p
[ Grass Valley iControl Navigator - Access control disable

File  View Di y Tools Help

ific location | | ™ All locations | | B Eventlog

Label*

The GeckoFlex Manager control panel appears.

Current Status

nonitar | Info |

Standby

Online

List of active Densité
ommunicators (frames)
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' ™y
B GeckoFlexManager_VM_IC_18 [GeckoFlex Manager] EI_Iﬂ

Configuration |

= myGekko_10.37.

Remove
Standby

Online

The Configuration tab contains a list of currently configured GeckoFlex Communicators.
The Status bar located at the bottom of the control panel displays Error, Warning and
Information messages.

Note: The first time you access the GeckoFlex Manager, this list will be empty. You
must manually add the IP address and name of each GeckoFlex frame to be
controlled.

If you select a GeckoFlex Communicator (frame) from the list, you can take one of the
following actions:

. Click Remove to delete the Communicator from the list. If the Communicator had
been added to an iC Web page, the alarm for that element will turn red.

+ Click Standby to interrupt the data flow to and from the GeckoFlex frame.

- Click Online to restore the data flow to and from the GeckoFlex frame.

. Click Add to add a new GeckoFlex Communicator (frame) to the list.

The Target Information window appears.



iControl
User Guide

Mode

Densite IP addre

Densite name:

Frame IP addr

Frame name:

The GeckoFlex Manager displays the newly added GeckoFlex frame in the list. The frame
name and IP address are used to define alarm IDs in the GSM.

B GeckoFlexManager_VM_IC_18 [GeckoFle:

IMPORTANT: |If the name or IP address for an existing frame is modified at a later date, any
iC Web pages referring to this frame may no longer work.

7. Click the Info tab.
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DensiteManager_Edge

DensiteManager_EdgeA
DensiteM

Manufacturing proc:

Densite Manager

Manufacturer: Miranda Tec
Vendor: Miranda Tec
2.00

Details...

m admigistration...

Joining Locators :E\sitEManage

Server_DensiteManager

Remove

Enter a new locator's URL

Cancel

8. IniC Navigator, in the GeckoFlex Manager row of the Logical view tab, double-click the
values in the Short Label, Comments, and Source ID, and type new values as required.

p N
[® Grass Valley iControl Mavigator - Access control disabled =

B Event§aviewer | B Incidentlog viewel

I I I
Short [abel* Type Comments* Source ID* Config

DensiteM  Densite Man

Qutel FM

“oawe U dl vVivi B [

Located atVM_IC 18f§l

L nmne Analhirs-~-

Double-click value to edit
9. To see the GeckoFlex cards in your newly configured frame, click the Physical view tab,

navigate to the desired GeckoFlex frame, and then double-click any of the cards to launch
a card’s control panel.
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-
[® Grass Valley iControl Navigator - Access control

File View Discovery Tools Help

v Specific location | ™ All locations | | B E

Label*

oo oBen

New GeckoFlex frame

oo

Cards configured
within the new frame

Connections: 10.37.5.18

GeckoFlex frame and cards in iC Navigator

pu
2 8920ADT [ SLOT : 8]

_J Status [

Frame Location: not assigned , Slot: 8
Input Signal Name: not assigned
8920ADT Status: WARN

Reference Signal

WARNING - Reference Signal Not Locked

Properties
Hardware Revision RHS Serial Number CM13450360
Software Version 2.0.2 Part Number 671-6326-RHS

Firmware Version 5

From this control panel, you have
access to all cards in the frame but the
card you double-clicked displays by
Alarm config default.

Info

Model: 8920ADT Description: 2 Ch Audio A-to-D Converter-Delay

Control panel of a GeckoFlex card

Perform any required card configuration through each card’s respective control panels.
Alarm status can be seen in iC Navigator, the GSM Alarm Browser, and the iControl

GeckoFlex card control panel interface.
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-~
=1 8920ADT [SLOT: ]

Slot status

4 Status &
Model: 8920ADT Description: 2 Ch Audio A-to-D Converter-Delay
Frame Location: not assigned . Slot: 8

Input Signal Name: not assigned

8920ADT Status: WARN

Tnpul Signel () {
Reference Signal

I Not Locked

‘WARNING - Refere:

. Alarm Configuration for 8920ADT [ slot: 8 ]
Properties
Hardware Revisiof RH
Software Version
Firmware Version

Example: warning indicating
Reference Signal not locked

GeckoFlex card’s control panel and alarm configuration window

p
[ Grass Valley iControl Navigator - Access con

File  View i ary Tools Help

Card as seen from iC Navigator, showing overall alarm status
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r ™
= VM_IC_18/10.37.5.18 [GSM] =R

Main | Admin |
Alarm bro J
iControl alarms
Health monitoring

8920ADT (VM_IC_
* Configuration statt

* Input statu

Overall and specific alarms’ statuses for a GeckoFlex card as seen from the GSM Alarm Browser

See also

For more information about configuring GeckoFlex card parameters, see the documentation
native to each card.

Working with Kaleido-Solo

For iControl to monitor and control a Kaleido-Solo device, the Kaleido-Solo must first be
added to the list of communicators in the Densité Manager.

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You know the IP address of the Kaleido-Solo device.
+ You have opened iC Navigator (see page 697).

« You have started the Densité Manager service in iControl (see Stopping, Starting, or Restarting a
Service, on page 680).

To add a Kaleido-Solo service

1. IniC Navigator, double-click DensiteManager in the logical view.
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p
[ Grass Valley iControl Navigator - Access control disabled
File  View '\ Tools Help

ation | | ™ All locatio ntlog viewer | | B Incident log viewer

| |
Label* Short label* Type

eo Fingerprint A
eo Fingerprint A
eo Fingerprint A

DensiteManager_tenderflake

2. In DensiteManager, click Add.

B DensiteManager_ML38 [Densite Manager]

Configuration | itor | Infa |

3. In the Target Information window, type the Kaleido-Solo’s IP address and a descriptive
name for the new service, and then click OK.
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Target Information

Mode

Cancel

monitor | Info |

]
1
1
1
1
1
1
1
1
L]
1
1
1
1
1
1
1

« KSolo |Iab ¢ 10.0.15.23

Working with GV Node

For iControl to monitor and control a GV Node frame, the GV Node must first be added to the
list of communicators in a Densité Manager.
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REQUIREMENTS

Restarting a Service, on page 680).

« You know the IP address of the GV Node frame.

+ You have opened iC Navigator (see page 697).

Make sure you meet the following conditions before beginning this procedure:

« You have started the appropriate Densité Manager service in iControl (see Stopping, Starting, or

To add a GV Node frame

1. In iC Navigator’s Logical view, expand the Managers folder, and then double-click the

appropriate Densité Manager element.

The Densité Manager control panel opens.

JVM monitor |

® KLD_D2_10.37.107.148

® KLD_D1_10.37.107.147

® KLD_Ksolo_10.37.107.140
® 5Y-1_10.37.106.150

= DensiteManager_VMS_Cent05-6_47_1 [Densite ... \E\ [=] @

Add

Remove
Reset

_ Standby |
Online

2. In the Densité Manager control panel, click Add.

The Target Information window opens.

[ Grass Valley iControl Navigator - Access control disabled j
File View Discovery Tools Help f'
|2y Specific location | | & All locations | | ) Eventlog vjewer| | T Incident log vjewer| j
Label* | Frame | siot| Type i
El B Logical view — 7
B Client applications — i
B B Managers — [
BN GV Node Manager — J
B 4 dio Video Fingerprint Analyzer - VWS _CentD5-6_47_1 — — Audio Video Finger... Locatedf
B CensiteManager2_VMS_CentD35-6_47_1 — -—  Densite Manager Located 3
B CensiteManager3_VMS_CentDS-6_47_1 — -—  Densite Manager Locatedj

B CensiteManager YMS_CentOS-6_47_1 — —  Densite Manager Located
B | qudness Analyzer — —  Loudness Analyzer Loudnes)
B | qudness Logger on YMS_CentOS-6_47_1 — —  Loudness Logger Located {
= 04 KLD_Manager 0 0 Router Manager Routerrﬂj
_CentDS-6_47_1M10.37.107.139 — — GSM Located ¢
a1 FR4 9 981 S'G.-'HD.-'Sr

FR4 13

IGHD/E
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Target Information @

'\y Densite IP address:
Densite name:

Cancel

3. InTarget Information, type the GV Node frame’s IP address, and a name to identify the new
service associated with this particular frame.

Target Information @

\_{) Densite IP address{10 37 54.130
Densite name: my GV adel

4, Click OK.The new GV Node service starts and is added to the list of Densité communicators
in the selected Densité Manager control panel.

Configuration | Jvi monitor |

® KLD_D2_10.37.107.148

® KLD_D1_10.37.107.147

® KLD_Ksolo_10.37.107.140
® 5Y-1_10.37.106.150

® myGVNode_10.37.64.130

= DensiteManager_VMS_Cent05-6_47_1 [Densite ... \E\ [=] @

Remove
Reset

_ Standby |
Online

Note: For moreinformation about the Densité Manager control panel, see Working
with Densité Communicators, on page 234.

5. Close the Densité Manager window.

The GV Node Manager control panel, and control panels for all modules housed in your
GV Node frame are now available in iC Navigator.
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[ Grass Valley iControl Navigator - Access control disabled
File View Discovery Tools Help

| |2y Specific location | | & All locations | | Event log viewer| | Incident log viewer|

]

¢

'

i

E

]

Label* | Frame | Sl.ot| Type | 5

B B Logical view — ;
B Client applications — 4

B B Managers — 4

B B GV Node Manager — {
MG blodedlanaganidd s CantSefe T Gl blode Pl —_ — GV MNode Manager ¥

g = Y MNode ManagerNMS Cent0S-6_47 1Im'E'GVN0cIe 2 — — GV Mode Manager l?

udio Video Fingerprint Analyzer - _Centls-o_47_ — — Audio Video Finger... I7

B CensiteManager2_VMS_CentD35-6_47_1 — -—  Densite Manager lf

B CensiteManager3_VMS_CentDS5-6_47_1 — -—  Densite Manager L

B CensiteManager_YMS_CentOS-6_47_ — -—  Densite Manager L}

B | qudness Analyzer — —  Loudness Analyzer L

B | qudness Logger on YMS_CentOS-6_47_1 — —  Loudness Logger Lj‘

e s — a— aham—— L ¥
T S T T ey T i v WTTUMeMeite3 3 Doreso0] T
= ENC-1101 TWU_DENSIT... 9 EMNC-1101 Ej

B8 Frame ControllerFR4 KLD FR4 26 Densite 3+ FR4 Fra... IS;‘
Erame "nnfrnllnrl"\.f_r Inrln_ =]} r‘\.f_l\lndn IFC 19 GV Mode Frame Co... [:r

< B Frame ControllermyGyYMode myGVNodD 19 GV Mode Frame Co... a
rame Reference FR4 25  Frame Reference 1

Erame Reforence r‘\.f_l\lndn IPD 18 Frame Reference E

< B Frame Reference myGVkaode , 18 Frame Reference I—q
FRE-TE0T RCO_DZ 18 FRS-1801 H

B FRS-1801 TWU_Densite3 15  FRS-1801 o4

[ jLogical view __ A

|Connec1ions: 10.37.107.139

i

Logical view (partial) showing GV Node Manager, Frame Controller, and Frame Reference (other modules,
e.g., IFM-2T, XIO-4901, KMX-4911 are not shown).

Working with Device Groups

iC Navigator allows you to organize devices into groups (see Device Groups, on page 227).In a
large configuration, this can help reduce visual clutter, and make it easier to quickly access
specific devices. Groups are only visible in iC Navigator’s Logical view.

A device can only be a member of one group at a time. iControl creates certain groups by
default, but you can move devices from these groups into your own custom groups, either by
drag-and-drop, or by using cut and paste.

Creating a Device Group

REQUIREMENT

Before beginning this procedure, make sure you open iC Navigator (see page 697).

To create a group

1. IniC Navigator, right-click the folder into which you would like to place the new group
(e.g., on the top level folder named Logical), and then click Add Group.

250




iControl
User Guide

p
[ Grass Valley iControl Navigator - Acce

File  View Di ery Tools Help

cation | | ™ All location

Label*

Manage device profiles...

Note: Groups are only visible in Logical view.

The Group Name window appears.

New folder |<Mew group= Create group

2. Type a name for the group (e.g., Routing switchers), and then click Create Group.
The group appears as a new folder in the chosen location.

| 1
Short label* Comments*

locat.

Note: The newly created group folder is white because its status is not yet defined.

3. Select devices one at a time and drag them to the newly created group folder. Alternatively,
you can perform the following steps:

a) Select multiple devices.
b) Right-click one of the selected devices, and then click Cut.
¢) Right-click the group folder, and then click Paste.

The group folder takes on the overall status of its contents.
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Moving a Device Group

REQUIREMENT

Before beginning this procedure, make sure you open iC Navigator (see page 697).

To cut and paste a group
1. IniC Navigator, right-click the group you wish to move, and then click Cut.

2. Right-click the new location (folder or sub-folder) for the group, and then click Paste.
The group appears as a new folder in the chosen location.

Renaming a Device Group

REQUIREMENT
Before beginning this procedure, make sure you open iC Navigator (see page 697).

To rename a group
1. Select the group (folder) you wish to rename.
2. Right-click the group folder, and then click Rename Group.
The Folder Name window appears.

3. Type a new name for the group, and then click Rename Group.

The new group name appears for the chosen folder.

Removing a Device Group

REQUIREMENT

Before beginning this procedure, make sure you open iC Navigator (see page 697).

To remove a group
1. Open the group folder you wish to remove.
2. Move (i.e., drag and drop, or cut and paste) all devices out of the group folder to a new
location.
Only empty groups can be removed.
3. Right-click the group folder, and then click Remove Group.
The selected group no longer appears in the iC Navigator window.

Creating a Proc Amp Device

REQUIREMENT
Before beginning this procedure, make sure you have opened the Services management page

(see page 678).
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To create a proc amp device

1. On the Services management page, verify that the Virtual Service Manager is active
(green).

Virtual Service
Manager active

2. Open iC Navigator (see page 697).
3. Click the Logical view tab.

Note: Make sure that the Virtual Service Manager is visible.

4. Double-click the Virtual Service Manager row.

p
[ Grass Valley iControl Navigator - Access control disabled
File  View Di ery Tools Help

cation | | ™ All locations | | B E'u'entIcng'u'iewerJ

Label* Short label*

RouterMa
RouterMa
RouterMa

Emulator
ETL2745M

The Virtual Service Manager control panel appears, with the first of three pages (Type)
displayed.
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1. Type
2. Configuration
Initialization Composite Panel (used for cards that support AV proc, audio delay, and mixer)

[Each Application Server will support up to 50 composite services]

5. Select Proc amp, and then click Next.
The Configuration page appears.

B Virtual Service Ma
ST Confiquration

parator)  Procamps

Proc amp name: Procamp

. Initialization

Name of new proc amp Name of folder in iC Navigator

6. Type a logical path — this corresponds to the iC Navigator folder in which the new proc
amp will appear. If the folder does not exist, a new one will be created automatically.

7. In the Proc amp name field, type a name for the proc amp.

8. Click Next.
The Initialization page appears.

@ Virtual Service Manager_DelAppServer [Virtual Service Manager] ‘_ |E||£]

2. Configuration
3. Initialization Video Procs DVP-10111D 86

[asp-221i 1D 86
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The Virtual Service Manager detects the compatible Imaging-series cards that are available
on the network (i.e. visible in iC Navigator), and populates the drop-down menus with their
labels.

Note: The menus may contain cards with identical labels. Currently, the only way to
tell the difference is by comparing the order of the cards in the menus with their
order in iC Navigator.

9. Choose any combination of video proc amp cards, audio proc amp cards, and/or audio
delay cards to be used to build the new proc amp.

10. Click Add.

After a few seconds, the new proc amp appears in the iC Navigator window in its
designated folder (only visible in Logical view).

11. Double-click the new proc amp in the iC Navigator window.

The proc amp virtual control panel appears, with gains (controls) determined by the card
type.

Dashboard elements
from each card
Audio processing
con(}ro s from audio
card(s

Video processing controts—» [l (s)

from video card

Click here to identify
the cards this panel is
controlling

Removing a Proc Amp Device

REQUIREMENT

Before beginning this procedure, make sure you open iC Navigator (see page 697).

To remove a proc amp device from your system

+ IniC Navigator (Logical view), right-click the proc amp device you wish to remove, and
then click Destroy.

The selected proc amp device disappears.
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Creating a Composite Panel

256

Composite Panels are a new type of virtual service for controlling two or more cards with a
single GUI. While intended primarily for Densité series cards, some older Imaging series cards
are also supported.

Composite Panels can contain certain dashboard elements (e.g., input signal, reference),
global audio and video alarms (if supported by the card), video processing elements, audio
processing elements, and user presets. You can create up to 50 Composite Panels per
Application Server.

There are three steps involved in creating a Composite Panel: component selection,
configuration, and initialization.

REQUIREMENT
Before beginning this procedure, make sure you have opened the Services management page
(see page 678).

To create a Composite Panel

1. On the Services management page, make sure the Virtual Service Manager is active (green).

Virtual
Service
Manager
active
iControl Sen Gateway Server

2. Open iC Navigator (see page 697).
3. Click the Logical view tab. Make sure that the Virtual Service Manager is visible.

4. Double-click the Virtual Service Manager row.
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p
[ Grass Valley iControl Navigator - Access control disabled

File  View Di '\ Tools Help

ation | | ™ All locatio nt log 'u'iewerJ

Label* Short label*

RouterMa
RouterMa
RouterMa

Emulator
Sllanager_tenderflake ETLZ2745k

The Virtual Service Manager control panel appears, with the first of three pages (Type)

displayed.

[Each Application Server will support up to 50 composite services]

5. Click the Composite Panel, and then click Next.
The Configuration window appears.

er [Virtual Service

eparator) |Compos
Configuration
. Initialization

Composite service name: MyMNewCompos

Name of new Name of folder
Composite Panel in iC Navigator
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6. Type a logical path — this corresponds to the iC Navigator folder in which the new
composite panel will appear. If the folder does not exist, a new one will be created
automatically.

7. In the Composite service name field, type a name for the Composite Panel.

8. Click Next.
The Initialization window appears.

List of controls

Densite_SLO

Control C 3 Composi e controls

List of available cards and their services (circled) that support composite panels

The Virtual Service Manager detects the cards that are available on the network that
support composite services, and populates the List of Services field with descriptions of
these cards.

9. Choose an item from the List of Services field.
The controls associated with that service appear in the List of controls field.
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List of controls

card

ontrol s omponents Composite senvice controls

List of controls (circled) available for the selected card / service

10. Choose an item from the List of controls field.

The control panel elements associated with that service appear in the Control sub-
components field.

11. Choose an item from the Control sub-components field.

rranzaton

AES Mixer
User Presets

Composite service

List of sub-components (circled) available for the selected control

12. Click the right arrow ([Jgl]) button.
The selected control sub-components are copied to the Composite service controls field.
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rralizaton

List of controls

5D Mixer
AES Mixer
User Presets

‘P-3801 {LabA_asppserver_Labd nsite _sutomation_Densite SL4

Composite se

S Mixer:CHSE - 8 Mixer (m8

Composite service controls (circled)

13. Repeat step 7 through step 9 as necessary, until you have selected all the services you want
to appear in the new composite panel.

These control sub-components (circled) will all appear in the new Composite Panel

14. Click Add.

After a few seconds, the new Composite Service appears in the iC Navigator window in its
designated folder (only visible in Logical view).

15. Double-click the new Composite Service in the iC Navigator window.
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-
. Grass Valley iCentrol Navigator - Access contrel disabled

File  View Di very Tools Help

ecific location | | ™ All locations | | B Eventlogviewer | | 'B Incident log viewer

Short label*

Newly created composite service (circled)

The Composite Service virtual control panel appears.

longlD: me_frieu_Densite S
AES Mixer [ null ]

CHS - 8 Mixer

Fir hannel
Operation Mode SUM{A+B) Level

Channel

{A+B) Level

-

Composite Data
ABUS Select Channel

- -

MyNewCaompa:
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Destroying a Composite Panel

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To remove a Composite Panel from your system

+ IniCNavigator window (Logical view), right-click the Composite Panel that you wish to
remove, and then click Destroy.

The selected Composite Panel disappears.

Adding a Card to the Reference Configuration

The reference configuration is a way for operators to keep track of cards or groups of cards
important to their setup.

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To add a card to the reference configuration

« IniC Navigator, right-click the card you wish to add, and then click Add to reference
configuration.

p
[ Grass Valley iControl Navigator - Access control disabled

File  View Di ery Tools Help

" Alllocations | | B Eventlogviewer | | B Incident

T T
Label* Short label*

control panel
info control panel

Add to referent nfiguration
Configure overall al:
Cut

Rename

Manage device profiles...

The phrase In Ref Configuration appears in the Config Status column.
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Note: If this card is physically removed from its slot, the card name remains in the
Label column, along with the phrase Missing from slot.

Removing a Card from a Reference Configuration

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To remove a card from a reference configuration

« IniC Navigator, right-click the card you wish to remove, and then click Remove from
reference configuration.

" Miranda iControl Nay

File  View Dis y Tools Help
® Alllocations | B Eventlogviewer | | B Incident log viewer

Label* - " Config status

Mot In Ref. Configuration
In Ref. uration
R show log... Mot In onfiguration

Mot In onfiguration
Mot In onfiguration
Snooze.. Mot In onfiguration
Mot In onfiguration
Mot In onfiguration
Mot In onfiguration
Mot In Ref. Configuration

Operational mode

Cut
Rename

The phrase Not In Ref Configuration appearsin the Config Status column.

; - o LILIT

Mot In Ref. EnnﬁE]uratinn

] s

Working with Device Profile Manager

Exporting Selected Device Profiles to a Profile File

REQUIREMENT

Before beginning this procedure, make sure you have opened Device Profile Manager
(see page 707).
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To export selected device profiles to a profile file
1. In Device Profile Manager, click the Export tab.
2. In the Apply column, select the devices whose profiles you would like to export to a file.
3. If you would like to export to a file on your local PC, perform the following steps:
a) Select Local.
Preset | Apply”]

[Current
[Current

-
-
-
-
-
-
-
-
-
-

b) Click....
The Open window appears.

Look In: |23 Device Profile Files

File Name:

Files of Type: | Profile bundles (*.pf)

Cancel

¢) Inthe Look In menu, browse for the directory you would like to export to
(see Navigating with the File Browser in the Open Window, on page 278).

d) Inthe File Name text field, type the name of the new profile file you wish to create.
e) Click Select.
The Open window closes.

4. If you would like to export to a file on an Application Server, perform the following steps:

a) In Device Profile Manager, click....
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Note: Make sure the Local check box is cleared.

Preset | Apply|_]
Current 4
Current
Current 2
Current
Current
alll
alll
alll
alll
Pl

Available file

Name | Modified

Cancel

Select the desired Application Server.
Click Go.

The Profile File Browser refreshes with the available profile files on the selected
Application Server.

Do one of the following:

+ In the File text field, type the name of a new profile file you wish to create.
OR,

« From the list of available profile files, select a file you wish to overwrite.
Click OK.
The Profile File Browser closes.
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5. In Device Profile Manager, click Export.

Tofile: hitp:di1 epository/profiles/Profile_01

A progress window displays the export progress.

Note: To cancel the operation before this process is complete, click Cancel.

When the process is complete, the Export confirmation window appears.

6. Click OK in the Export confirmation window.
The Export confirmation window closes. In Device Profile Manager, in the Result column
(the column with the information icon in the header), either a check mark or an "X’ is
displayed for selected devices.

L A M A TR A AC LR A AR EAC A R T

v| Local

Note: A check mark indicates that the last operation for this device succeeded. An
‘X" indicates that the last operation for this device failed.

Importing Profile Data from a File to Selected Devices

REQUIREMENT

Before beginning this procedure, make sure you have opened Device Profile Manager
(see page 707).
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To import profile data from a file to selected devices

1. In Device Profile Manager, click the Import tab near to the top of Device Profile
Manager.

The Import tab displays listings of discovered or preset Source devices and Target
devices.

2. If your profile file is on your local PC, perform the following steps:
a) Click Local file.

v Device Profile Manager
Export | Import | p

Source devices Remote file...

[ [ [
hort label* Type Comments*| Source ID* | Config stat...

The Open window appears.

b) Use the file browser to browse for the profile file from which you would like to import
(see page 278).

c¢) Click Select.

The file is added to the Source devices list in Device Profile Manager and the Open
window closes.

3. If your source device is on a remote Application Server, perform the following steps:

a) In Device Profile Manager, click Remote file.

Export | Import | p

Source 5 ] Local file...

|
Type Commen = Frame

The Profile File Browser appears and automatically searches for available profile files
on the current Application Server.

b) Select the desired Application Server, and then click Go.
The list is updated to reflect available files on the selected Application Server.
c) Select the desired file from the list.
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' _Pruﬁle Fikrmres . |

Application server: |10.6.6.8 Go

Available files
Name | Modified
Profile_01 269 2010-09-09 15:00:49

File: |Profile_01

d) Click OK.
The selected file's profile data is added to the Source devices list in Device Profile
Manager and the Profile File Browser closes.

Export Cimport | p

camm 13

4. In the Source devices area of Device Profile Manager, select the check box in the Allow
column for the newly added source device,

OR,
Right-click the newly added source devices in the list, point to Allow, and then click Check.
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Export [ IMpor

Remate file...

il [ [
Short label* Type Comments*

Note: Use the shortcut method if you would like to apply a check mark to multiple
selections at a time. To do this, first select the desired rows in Device Profile
Manager, and then right-click one of them.

5. Inthe Target devices area of Device Profile Manager, if the desired target devices are not
listed in the list of preset devices, click Show all devices.

The Target devices list refreshes with a complete list of discovered devices.

v| Auto

Source...| Co

source 3

N

e

comm 1.

-l i

N

SOurce..

Note: By default, the Auto-assign exact matches only check box is selected. For
those targets with exact matches to any listed source devices, assigned sources
appear in the Assigned source device column.
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270

6. In the Target devices area, perform the following steps:

a)
b)

Select all devices to which you would like to download imported profile data.

If you would like to perform exact matching of sources to targets, select Auto-assign
exact matches only, otherwise the system performs lenient matching.

Note: Exact matching allows users to quickly finish the task when they only need to
import onto identical devices and are not concerned with extraneous devices.
Lenient matching is for advanced users who would like to import onto non-identical
but compatible devices.

Select the check boxes in the Apply column for all devices to which you would like to
attempt to import profile data.

Note: If youwantto select check boxes for all listed devices, select the Apply check
box in the header row.

Click Auto-assign to discover matches between the listed source and target devices.

For each selected target with at least one matching source, possible source devices are
listed in the Assigned source device column.

In the Assigned source device column, select the desired source device match for each
selected target.

Click Import.
A progress window displays the import progress.

Note: To cancel the operation before this process is complete, click Cancel.

When the process is complete, the Import confirmation window appears.
Click OK in the Import confirmation window.

In the Result column (the column with the information icon & in the header) of the
Target devices area, either a check mark or an X’ is displayed for selected devices.

-
-
-
-
-
-
-
-
-
-

e e e ]
£ I AR AR A A
AR S S S S S SSSea
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Note: A check mark indicates that the last operation for this device succeeded.
An ‘X’ indicates that the last operation for this device failed.

Comparing Configured Parameters Between Selected Devices

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To compare configured parameters between selected cards
1. IniC Navigator, select the cards whose configured parameters you wish to compare.

2. Right-click the selection, and then click Compare.

Device Profile Manager appears, with the Compare tab in focus. Both panes are in Logical
view mode. The selected cards appear in the Master card selection pane.

[ Device Profile Manager E\@

Export | Import | Presets

Master card selection [Z] Show all devices Refresh

Label* | Short label* Type | Comments*® Frame |Slot| Firmware |
B EF Logical view —_ -
B HRS-1801-InputHRS-1801 HRS-1801-Input HD Router QAFrame-2 17 1.01
B HRS-1801-InputHRS-1801 HRS-1801-Input HD Router QAFrame-2 19 1.01

I Logical view = View View

Compare cards selection

Label* | Short label* Type | Comments* Frame | Slot| Firmware | ADDJ!'D| @ |
7 Logical view _ -
! Logical view | &= view view
To file:
| Compare | | Export

Note: You can select Show all devices to display all discovered devices.

3. Inthe Master card selection pane, click the card you wish to use as the reference device for
the comparison.

Cards of the same type and firmware version appear in the Compare card selection pane.
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[ Device Profile Manager E\@

Export | Import | Presets Compare |

Master card selection [Z] Show all devices Refresh

Label* | Short label* Type |Comments" Frame |Slot| Firmware |
B EF Logical view —_ -
B HRS-1801-InputHRS-1801 HRS-1801-Input HD Router  QAFrame-2 17 1.01
B HRS-1801-InputHRS-1801 HRS-1801-Input HD Router  QAFrame-2 19 1.0.1

I Logical view = view view

Compare cards selection

Label* | Short label* Type | Comments*| Frame | Slot| Firmware | Apply[_ | @ |
Bl & Logical view R —
B HRS-1801-InputHRS-1801  HRS-1801-Input HD Router  QAFrame-2 17 1.01 (] "4
! Logical view | &= view view
To file:

| Compare || Export

A green check mark in the Information column for a card indicates that this card and the
master card have the same settings. A red cross indicates that there are differences between
the cards’ configured parameters.

To review a card’s configured parameters, against the master card’s: In the
Compare cards selection pane, click the card you wish to compare against the master,
and then click the Compare button.

The Detailed comparison results window appears, with differences highlighted in red.
You can filter the comparison results by typing text in the Filters box, selecting Case
sensitive, or Show different only, and then clicking Search.
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| = | Detailed comparison results \E\@

Master card: MC_VM_33_MyFrame_Densite_SLOT_17_114
Compare card: MC_VIM_33_MyFrame_Densite_SLOT_16_114

~Filters
’7 [C] Case sensitive [_] Show different only ’W
Parameters = Master | Compare |

vBlackDet1_V 7 7 -
vFormatint 2

vFormatin2 2

vFormatinCh1 2

vFormatinCh2 2

vFreezeDet1_2_D 14 14

vFreezeDet1_2_E 0 0

vFreezeDet1_2_Reset 2 2

vFreezeDet1_2_ST 3 3

vFreezeDet1_2_V 1 1 =

vFreezeDet1_D 14 14 %
. Cintd Iul Iul

- To export card configuration details to a CSV file: In the Apply column, select the
cards whose parameters you wish to export by clicking the corresponding check boxes,
click the Browse button to specify the CSV file name and location, and then click Export.

[ Device Profile Manager \E\@
[ ‘Export | Import | Presets | Compare |

Master card selection [Z] Show all devices Refresh

Label* | Short label* Type Comments*® Frame |Sl.ot| Firmware |
B B Logical view —_ -
= HLP-1801 HLP-1801 HLP-1801 HD/SD S0 ... MyFrame 15 200
= HLP-1801 HLP-1801 HLP-1801 HD/SD S0 ... MyFrame 16 200
= HLP-1801 HLP-1801 HLP-1801 HD/SD SDI ... MyFrame 17 200

Compare cards selection

Label* | Short label* Type |Comment5" Frame | Sl.ot| Firmware | Apply[v] | @ |
B B Logical view _ -
= HLP-1801 HLP-1801  HLP-1801 HD/SD S0 ... MyFrame 15 2040 [v] b 4
= HLP-1801 HLP-1801 HLP-1801 HD/SD SDI ... MyFrame 16 200 [v] b 4
j Logical view
To file: |C:\exports\hIpCompare.csv I = |

| Compare || Export |

The exported CSV file lists all configured parameters, with one column for the master
card, and a column for each of the cards you selected for export.

Copying Profile Data from Selected Devices to Other Selected Devices

REQUIREMENT

Before beginning this procedure, make sure you have opened Device Profile Manager
(see page 707).
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To copy profile data from selected devices to other selected devices
1. In Device Profile Manager, click the Import tab.
2. In the Source devices area, perform the following steps:

a) Click Current devices.

-
2 Device Profile Manager [i‘lﬂu

Export | Import | pre

Source de Remote file... Local file

| | |
Label* hort label* Type Comme rce ID
W L ogice— — —

-
2 Device Profile Manager l jﬂ

Export | Import |

Source de 3 Remote file... Local file... Current devi

| | | | |
Label* Short label* Type Comme ource |D* | Config stat.. Frame

Controller2
Controller2
Controller.
H 1

1 HDDown-c...

b) Inthe Allow column, select each device whose configuration data you would like to
copy from.

Allow! ]|

, Current. |
, Current. |
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3. In the Target devices area, perform the following steps:

a) Select Show all devices to display all discovered devices.

Target devices vl Auto-z n exact matches only Auto-a

| i
confi Frame Slot Firmware

FTESE

Current

Current

The Target devices area is populated with all discovered devices.

Note: The target devices all display auto-assigned matches (the check box in the
Apply column is selected for each device).

b) For each target device you do not want to copy configuration data to, clear the Apply
check box.

Auto

[
Preset Apply
Current”
Current
Current

¢) Foreach target device you would like to copy configuration data to, make sure the

assigned source device is the appropriate choice. If it is not, select a more appropriate
source device from the list in the Assigned source device column.

4. In the Assigned source device column, if you do not find the source device you would like
to assign, perform the following steps:

a) Clear the Auto-assign exact matches only check box.

T:argm k_Jl!.ut

[ [ [ [
Label* 1ort label* Type Comments*| S

n exact matches only Auto-ass

Controller2
Controller2
Controller2

b) Click Auto-assign.
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The lists of possible source device matches, in the Assigned source device column, are
expanded to include non-exact matches.
c) Select the appropriate source device match from the expanded lists.
5. Click Import.
The configuration data from the selected source devices is copied to the selected target
devices.

In the Result column (the column with the & in the header) of the Target devices area,
either a check mark or an ‘X’ is displayed for selected devices.

Note: A check mark indicates that the last operation for this device succeeded.
An ‘X' indicates that the last operation for this device failed.

Loading a Device’s Preset Configuration Data as its Current Configuration

REQUIREMENT
Before beginning this procedure, make sure you have opened Device Profile Manager

(see page 707).

To load a device’s preset configuration data as its current configuration
1. In Device Profile Manager, click the Presets tab near to the top of the window.

The Presets tab displays listings of discovered or preset devices.

r

2 Device Profile Manager

Export T Imp

Available devi Show all devices Refresh

I I I I I
short label® Type Comments*| Source ID* | Config stat... Frame Slot

W L ogice— = —

2. Click Show all devices to populate the list.
3. Inthe Available devices area, select those devices with presets you would like to set as the
active configuration.

4. If you would like to assign presets individually for each of the selected devices, select the
preset you would like to load as the active configuration.
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Note: When a preset is selected in the Preset column, the corresponding Apply
check box is automatically selected.

5. If you would like to assign one preset to multiple devices, perform the following steps:

a) Select those devices for which you would like to assign a preset as the active
configuration.

b) Right-click on any one of the selected devices, point to Select preset, and then click the
desired preset from the list.

-
2 Device Profile Manager

Export | im port =~ Prese

| | |
Short label* Type Co

3LabA_D3_1
3LabA_D3_2

User9
User10

6. Click Load from preset.
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. Logical view

A confirmation window appears.

7. Click OK in the confirmation window.

Saving a Device’s Current Configuration Data as One of its Presets

REQUIREMENT
Before beginning this procedure, make sure you have opened Device Profile Manager
(see page 707).

To save a device’s current configuration data as one of its presets
1. In Device Profile Manager, click the Presets tab near to the top.
The Presets tab displays listings of discovered or preset devices.
2. For each of the selected devices, perform the following steps:

a) Inthe Preset column, select the preset to which you would like to save configuration
data.

b) Inthe Apply column, for each device with active configuration data you would like to
save to a preset, select the check box.

3. Click Save to preset.
A confirmation window appears.

4, Click OK in the confirmation window.

Navigating with the File Browser in the Open Window

REQUIREMENT
Before beginning this procedure, make sure you have opened Device Profile Manager
(see page 707).

To navigate with the file browser in the Open Window

1. In Device Profile Manager, perform only ONE of the following steps, depending on your
requirements:
- Ifyou are exporting, on the Export tab, click the File browser button ([lEl|) near the
bottom, right side of the window.
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In Ref. .. NTSCT.. 7 202z Current
In Ref. .. NTSCT... ¢ Current
In Ref. SCE Current
In Ref. SCE.. - : Current
In Re SCE . Current

OR,

- If you are importing, on the Import tab, click Local file.

Remote file... Current devi
|

|
Comment: ce s bt Frame Slot

Mot In Ref. ... PietroDens
PietroDens

The Open window appears.

2. In the Open window, browse to the local directory where the desired profile file is located
or where you wish to create a profile file.

Note: Use the Navigation buttons to help you browse.

279



Devices & Services
Copying Densité Card Profiles

Navigation buttons

File browser Display format buttons

Look In: |3 Devic

=10
[} Profile

File display field

elopment on ins
Feature Spec on inside

File Name:

Files of Type: | Profile bundles

Cancel

3. To change the view format of the displayed files, use the Display format buttons, or
perform the following steps:

a) Right-click anywhere in the File display field.
b) Point to View, and then click either List or Display, as required.

LookIn: | Device Profile Files

[} Profile_oo1.pf

MNew Folder

File Name:

Files of Type: |Profile bundles

The view format changes to the selected mode.

Copying Densité Card Profiles

When a card, such as a video or audio probe, is added to a Densité-series frame, it must be
configured for monitoring and control. The configuration settings are referred to as a card

profile. In iControl, a card profile can be copied from one card to another of the same type and
firmware version.
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The settings from this

card, collectively |/ Profile Copy for Card [HLP1801]
referred to asits
profile, can be copied Y | [~ Firmware | Profile | Select
to other cards of the ik J 15 200 v
same type and
firmware version Save profile to disk Restore profile from disk
(Copy profile to
| I I | I
App. semver Densite Firmware Profile Select [ all
Current
pietro2 Current
Copy
Profiles can be copied to cards
on any Application Server
visible on the network
REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To copy a card profile

1. In iC Navigator, double-click the card whose profile you would like to copy.
The info control panel for the card appears.

B HLP-1801 [ SLOT:15]

Output Fingerprint

Fingerprint Analysis

Input1 | |nput2 |

Zone

Thumbnail
RALM

Fai

Full Screen

Start Line |90 Stop Line

Start Pixel

Info control panel with NO Profiles button in left navigation bar
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= HC0-3901 [ SLOT: 9] ===

Operation Mode
Reference

Audic Embed

Fingerprint

RALM

|| Thumbnail

Manual

Manua

:ani:-r:, = IT
Alarm config IT

Info
User Presets

-

Load Save

Profiles ‘

Info control panel WITH Profiles button in left navigation bar

2. If the info control panel of your card does not have a Profiles button on the left navigation
bar, perform the following sub-steps:

a) Click Factory/Presets.

B HLP-1801 [ SLOT:15]

Fingerprint

Gutput Fingerprint

Video Froting InpUtd | Input 2

Zone

Audio

Thumbnail

RALM

Alarm config.

Info
Default Window Full Screen

Start Line  |Q(

Start Pixel 243

The Factory/Presets pane appears.
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b) Click Profiles.

BB HLP-1801 [ SLOT : 15]

Fingerprint

Factory / Presets

Video Probing Load Factory...

Audio
User Pres

Thumbnail

RALM

Profiles

w Debug Panel

The Profile Copy for Card window appears.

c) Proceed to step 4.

. If the info control panel of your card does have a Profiles button on the left navigation bar,

click Profiles.

Info
User Presets

-

Load Save

Profiles ‘

The Profile copy for card window appears.
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4. For each card to which you would like to copy the current profile, perform the following
steps:

a) Inthe Profile copy for card window, select the corresponding check box in the Select
column.

| & Profile Copy for Card [HLP1801] = = =

Card [ Firmware | Profile
HLP-1801 200

Save profile to disk... Restore profile from disk...

| | |
Densite Firmware Profile Select all

2y 200 Current
Central pietro2 200 Current

Copy

Notes

« Select Select All at the top of the column to select all the available cards.
Click Clear Selections at the bottom of the window to remove all check
marks from the Select column.

« The copy profile operation is prohibited when a target card does not have the
same firmware version as the source card. In such cases, the designation ‘N/A’
will appear on a yellow background in the Transfer status column.

b) Click Copy.

A successful copy is indicated for each card by the appearance of the word ‘Succeeded’
in the Transfer status column.

c) Click Exit to close the Profile Copy for Card window.

Copying Card Alarm Configurations

Densité, GeckoFlex, and Imaging cards have default settings for the alarms that they will pass
on to iControl. This alarm configuration can be modified (e.g., non-essential alarms can be
turned off). Once a particular card’s alarm configuration has been modified, it be copied to
others of the same type and firmware version.

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).
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To copy a card’s alarm configuration to one ore more other cards

1. IniC Navigator, double-click the card whose alarm configuration you would like to copy.
The Info Control Panel for the card appears.

B HLP-1801 [ SLOT:15]

Fingerprint 4 9 G @ 0

Input 1 status:No Camier

Output Fingerprint

Fingerprint Analysis

Video Probing Inputd | |nput 2

Zone
Audio

Thumbnail

Default Window Full Screen

StartLine |90 Stop Line 503

Start Pixel |243 Stop Pixel 1033

2. Click Alarm config at the bottom left of the Info Control Panel.
The card’s Alarm Configuration panel appears.
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286

|
contribution Log events

all

abled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled
Jisabled

MIA - rough

Copy to other cards

Cancel Get alarm

3. Click Copy to other cards.

The Copy to other cards window appears, displaying a list of all cards of the same type.

— [Fmm——
oo ==

Copy

. For each card to which you wish to copy the current alarm configuration, select the

corresponding check box.

. Select the All check box at the top of the column to select all the available cards.
. Select the All check box a second time to remove all check marks.

. Click Copy.

A successful copy is indicated for each card by the appearance of the word Succeeded in the
Transfer status column.

. Click Close to close the Copy to other cards window.
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Getting Alarm Keys

Each alarm provided by a given Densité, GeckoFlex, or Imaging series card has an associated
value, or key, that serves as a unique identifier. An alarm’s URI, for example, contains its key.
The alarm key can also be useful when creating scripts.

Itis possible to save a list of a card’s alarms and associated keys in a CSV file that can be viewed
in any text editor or spreadsheet application.

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To save a card’s alarm keys
1. IniC Navigator, double-click a card to open its control panel, and then click Alarm config.

The Alarm configuration window appears.

2. Click Get alarm keys.

& Alarm Configuration for DCP-1721 [ slot: g

[
ntribution Log ev aent_

reo Width

© Imb ce
Card LED

2rall

3. Inthe Save window, specify a location and type a name for the CSV file, and then click Save.
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[ iControl_Files

File Name: DCP-1721_AlarmK

Files of Type: |All Files

Cancel

3

A CSVfile is created in the specified location.

4. Open the CSV file to view a list of the card’s alarms, the associated keys, as well as the
currently configured Overall and GSM contributions.

oy d 9 oc i Kk e s bed (= | et
- Home | Insert  Page Layout Formulas Data Review View  Add-Ins @ - = x|
'—'"'j % calibri -lu - E=saeE o, Al e T - A7
P_aste = |B zeth '||A Avl | = LQ' Mumber | Styles || Cells @' éﬁ'
- EA oA [ EE S (e e
Clipboard ™ Font (F Alignment (F Editing
B1 v fr| Key
A B c D =
1 |Name Key Overall alarm GSM contribution
2 |Aes Carrier aAesCarrier_ST Disabled Disabled
3 |ChlStatus aChanl_status_ST Disabled Disabled
4 | Ch2 Status aChan2_status_ST Disabled Disabled
5 Chlsilence aChanl_sil_ST Disabled Disabled
6 |Ch2Silence aChan2_sil_ST Disabled Disabled =
7 |Ch1lMin Level aChanl_mnLvl_ST Disabled Disabled
8 Ch2 Min Level aChan2_mnLvl_ST Disabled Disabled
9 ChlMax Level aChanl_mxLvl_ST Disabled Disabled
10 |Ch2 Max Level aChan2_mxLvl_ST Disabled Disabled
11 |Chl Overload aChanl_ovld_ST Disabled Disabled
12 |Ch2 Overload aChan2_ovld_ST Disabled Disabled
13 |Ch1l Min Dynamics [aChanl_mnDyna_ST [Disabled Disabled
14 |Ch2 Min Dynamics [aChan2_mnDyna_ST [Disabled Disabled
15 |Phase aPhase_ST Disabled Disabled
16 |Ch1 Slicing aChanl slicing ST Disabled Disabled
4 4« » ¥ | DCP-1721_AlarmKeys ¥ L m
Ready Count: 21 009 —

Working with Densité Upgrade Manager

From time to time, improvements or fixes may become available that can be applied to an
existing Densité card by upgrading its firmware and software. Firmware and software updates
are available as a bundled package. To determine if an update package is available for a
specific card, please contact Grass Valley Technical Support (see Contact Us, on page 739).
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Changing a Densité Card’s Installed Package

The package of a Densité card consists of a version of software and a version of firmware
bundled together. You can upgrade your card’s firmware and software simply by upgrading
the installed package. Use iC Navigator’s Densité Upgrade Manager to manage your card
packages and Densité card upgrades.

IMPORTANT: System behavior

Regardless of whether your installed package is upgraded, downgraded or
rolled back, software always installs from a package stored on your Application
Server. If you use the Upgrade button, firmware installs ONLY IF it has a different
version number (either newer or older) than the currently installed firmware.

If you would like to force your Densité card to install same-version firmware, use
the Force upgrade functionality (see page 292).

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
» You have opened Densité Upgrade Manager (see page 709).

« The Densité cards whose installed packages you would like to change are visible in Densité
Upgrade Manager.

« The package you would like to install on your Densité card has already been uploaded to your
Application Server (see Uploading a Densité Card Package to an Application Server, on page 296).

To change a Densité card’s installed package

1. In Densité Upgrade Manager, verify if the package you would like to install on your
Densité card is available on the Application Server in the Available package column.

= Densite Upgrade Manager [mike-app - 10.6.0.75\DensiteManager_mike-appserver]
|

Installed package l Available pack

1.0.0

HDA-19 1.0.0

HVP-3901 X 01 1.0.0
= Module 1:
= [Module 2:

. Logical view é

2. Inthe Available package column, in the row corresponding to the card to be upgraded or
downgraded, select the package you would like to use.

In the row corresponding to each Densité card you are upgrading or downgrading, the
following should occur:

+ The Select/Bypass check box is selected.
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« The Upgrade button bears the (N) suffix, where N indicates the number of cards
selected for package installation.

Upgrade (1)

+ The selected package appears in the Available package column.

+ The upgrade/downgrade paths of firmware, software, and package are displayed
respectively in the Installed firmware, Installed software, and Installed package
columns.

Note: The paths for firmware and software are displayed only if you have first
manually made visible the Installed firmware and Installed software columns of
Densité Upgrade Manager (see page 298).

3 Densite Upgrade Manager [mike-appserver_10.6.0.75\DensiteManager_mike-appserver]

Installed package | Available package 8

Selected package with package upgrade path displayed

IMPORTANT: In rare circumstances, you may have a Beta version of firmware installed on
your Densité card and may wish to upgrade to a full production version of
firmware bearing the same version number. In this situation, if you use the
Upgrade button, Densité Upgrade Manager will not install the firmware.

To force Densité Upgrade Manager to install firmware of the same-version
as the currently installed firmware, click Force upgrade instead of Upgrade.
(see Forcing a Same-Version Firmware Installation onto a Densité Card,

on page 292).

3. Click Upgrade (or in the rare situation detailed above, click Force upgrade).
The Upgrade confirmation window appears.
4. Click Yes.

During the upgrade, a progress bar appears in the Install progress column and the card
icon becomes yellow.
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B3 Densite Upgrade Manager [mike-appserver_10.6.0.75\DensiteManager_mike-appserver]
| |
Type Installed package

Upgrade in progress signified by yellow card icon; progress bar

When the process is finished, the Upgrade Succeeded message appears.

_10.6.0.75\D

7 T
Available package | Select/B ge history Rel. note

ent 1.0.0
ent 1.0.0

= Module 1:

= Module 2

B Logical view [

5. If you would like to view a log of this upgrade session, click the cell at the intersection of the
Package history column and the row corresponding to the Densité card whose installed
package you just changed.

6. Point to Current, and then click Show Contents.

ge history| Rel. not

B8 Current: 1.0.0
B Current: 1.0.0

Upgrade Succeeded B Current :
— Histaory: formation

H Current: » Show Contents
4 : May 013 4:40:44 PM EDT

Laog

1 Log Jate: 9PMEDT
- 0.0] Date : )

Log

Log:

Clear Upload files..
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The last upgrade’s status (the status of the currently installed package) is displayed on a
per component basis.

Forcing a Same-Version Firmware Installation onto a Densité Card

Perform this procedure ONLY in the rare situation that the card you would like to upgrade
currently has a Beta version of firmware. If this is the case, using the Upgrade button will not
upgrade the firmware to the full production version of firmware bearing the same official
release number (even if Densité Upgrade Manager indicates both the package and software
versions have been upgraded). Only the Force upgrade button successfully installs same-
version firmware.

Note: After performing a forced upgrade of firmware, executing a rollback
operation will roll back the card to the pre-upgrade firmware even if the two versions
carry the same version number. In effect, after a forced upgrade, by selecting a
Rollback version (under Available package), you are in fact performing a forced
rollback operation.

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened Densité Upgrade Manager (see page 709).

« The Densité cards whose firmware and software you would like to upgrade are visible in Densité
Upgrade Manager.

» The package you would like to use to upgrade your Densité card has already been uploaded to
your Application Server (see Uploading a Densité Card Package to an Application Server,
on page 296).

To force a same-version firmware installation onto a Densité card

1. In Densité Upgrade Manager, verify if the package you would like to install on your
Densité card is available on the Application Server in the Available package column.

= Densite Upgrade Manager [mil - 10.6.0.75\DensiteManager_mike-appserver]
I

I
Installed package Available pack

: 22 1.0.0

A4-1931 1 1.0.0

HVP-3901 0 1.0.0
= Module 1:
= [Module 2:

B Logical view & pn

2. Grass Valley recommends displaying the Installed firmware and Installed software
columns of Densité Upgrade Manager for this procedure. For steps on how to display
these columns, see Viewing a Densité Card’s Installed Firmware and Installed Software
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Versions, on page 298.
3. In the Available package column, select the desired package.

4. In the Installed firmware column, take note of the upgrade path.

If the displayed upgrade path indicates that the card is not moving to a different firmware
version (for example, if the displayed upgrade pathis3.1.2 -> 3.1.2),thento override the
firmware you must use the Force upgrade functionality. Otherwise, you may use the

Upgrade functionality.!
5. Click Force upgrade.

Viewing Upgrade Logs

REQUIREMENT
Before beginning this procedure, make sure you have opened Densité Upgrade Manager
(see page 709).

To view upgrade logs

1. In Densité Upgrade Manager, in the row corresponding to the card whose upgrade
history you would like to view, click in the Package history column.

2. Click the upgrade log you wish to view.

T T ]
Install progress Package history| Rel notes

B8 Current:
Upgrade Succeeded B3 Current:

»

—>

Clear Upload files...

The selected log is displayed.

Rolling Back a Card’s Installed Package to the Pre-Upgrade Version
Perform this procedure if, after installing a package on a Densité card, you decide to restore
both the firmware and software of the card to their respective pre-installation versions.

1. The real-world situation in which you will find it necessary to override typical Upgrade button functionality (that
is, to force an upgrade of same-version firmware from a selected package) would be if your installed firmware is a
Beta version and the embedded firmware in the selected package is the production version of firmware bearing
the same release number.
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294

Note: In the case where you are rolling back a package installation resulting from a
Force upgrade operation, the rollback operation effectively becomes a Force rollback
operation. That is, even though the firmware currently installed and the firmware you
are rolling back to bear the same version number, the rollback will proceed.

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:
» You have opened Densité Upgrade Manager (see page 709).

« The Densité cards whose firmware and software you would like to downgrade are visible in
Densité Upgrade Manager.

+ The package you would like to use to downgrade your Densité card has already been uploaded to
your Application Server (see Uploading a Densité Card Package to an Application Server,
on page 296).

To roll back a Densité card’s installed package to the pre-upgrade version

1. In Densité Upgrade Manager, in the row corresponding to the card whose installed
package you would like to roll back, select Rollback <version #> in the Available package
column.

51 Densite Upgrade Manager [mike-appserver_10.6.0.75\DensiteM:

T T T T
Type Installed package e packag =t Install prog ] ckage historyl Rel. notes

| Current 1.0.0 =
[ Current: 1.0.0 ]
Uparade Succeeded s Current 3.1.2 ]

Rollback: 3.2.0

The Select/Bypass check box for that card is selected, indicating that this card will undergo
a change in its installed package, and the rollback path is indicated in the Installed
package column.
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B3 Densite Upgrade Manager [mi

EF

Upgrade

Force upar:

In:

Upload fil

Rollback package selected for card installation (note the rollback path)

2. Click Upgrade.

B3 Densite Upgrade M:

£y

£

ation

[

_10.6.0.75\D

Clear

7 |
cage history| Rel. notes

8 Current: 1
8 Current: 3.2.0
B8 Current 1.0.0

-

Uploadfiles...

The rollback operation begins. You can monitor the progress of the rollback with the

progress bar in the Install progress column.

B3 Densite Upgrade M:

£

|
age history| Rel. notes

B8 Current: 1.0.0
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Uploading a Densité Card Package to an Application Server

When the rollback operation is complete, the Install progress column displays a success
message.

Uploading a Densité Card Package to an Application Server

REQUIREMENT

Before beginning this procedure, make sure you have access to the upgrade package file on your local
file system. If you do not have the correct upgrade package, contact Grass Valley Technical Support
(see Contact Us, on page 739).

To upload an upgrade package
1. In Densité Upgrade Manager, click Upload files.

& Densite Upgrade M: [mike-app! _10.6.0.75\DensiteM:

[ i | [ [
Type [EEN G E T Available package Select/Bypass Install progress Package history Rel. ni

8 Current: 1.0.0
[ Current
[ Current: 3.1.2
= Module 1
= odule 2:

B Logicalview | & Phy B Fiatview

-
Select latest upgrades ,a'\.ﬂea
ﬂ"

Upload files...

A file browsing window appears.

2. Navigate to the appropriate directory in your local file system, select the required upgrade
package file, and then click Open.
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Look In: | [T Desktop

OT_Upgrade
SMNAPSHOT_UpgradePa

1

File Name: X OT_UpgradePa

Files of Type: |Zip files 2
| |

—a Open Cancel

= Open

Note: You may select more than one package file to upload at a time.

A message window appears, prompting you to start the upload process.

3. Click Upload.

= Progress

Transfer file(s)
KVP3901-s C L _UpgradePac
To Hosts:

Close Upload Replace file on h

4, Click Close to close the window.

= Progress

Transfer file(s)
: 4994 kb
To Hosts:

10 5

Close Upload Replace file on h
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Viewing a Densité Card’s Installed Firmware and Installed Software Versions

5. In the Upgrade package column of Densité Upgrade Manager, verify that the new
upgrade package is present.

5 Densite Upgrade Manager [

ppserver 10.6.0.75\Densi

Firmware Software

Package
0

T T T T i
Upgrade package | Select/Progress Upgrade history /.. Release notes
1.00 =
|8 Current: 3.1.2[..
Upgrade: 3.2.0
Upgrade: 3.1.2

ﬂ Logical view

\
1
\
\
\
\
\
)
\
1
)
\
1
i

pload files

Rollback: 3.2.0

Upgrade: 3.2.0 <&
Upgrade: 3.1.2

Note: In order to see the newly uploaded package in the Available package
column, you must make sure you are reading from a row corresponding to a Densité

card compatible with the newly uploaded package firmware and software (i.e. If you
uploaded an XVP-3901 package, check the available packages in a row
corresponding to an XVP card.)

Viewing a Densité Card’s Installed Firmware and Installed Software Versions

You may decide to make the installed firmware and installed software versions of your Densité
cards visible in Densité Upgrade Manager. This may be desired, for example, if you would like
to see more clearly if a package upgrade resulted in an installation of its firmware as well.

REQUIREMENT

Before beginning this procedure, make sure you have opened Densité Upgrade Manager
(see page 709).

To view a card’s firmware and software versions

1. In Densité Upgrade Manager, right-click anywhere in the header row, point to Add other
columns, and then select either Installed firmware or Installed software.
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ﬁ Logical view

2. Perform the action of step 1 again, this time selecting whichever of Installed firmware or
Installed software you did not select before.
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Overview

As shipped, an Application Server can be used by any user on the same network to open any
program, view any pages, modify any device parameters, and so on. Access control, also called
user authentication or privilege management, allows you to make iControl system resources
(such as cards, services, and Web pages) available only to designated users.

While not meant to be a foolproof security system, access control allows you to manage users
in a way that minimizes the potential for errors. For example, you can prevent a guest user
from opening critical Web pages. Access control also associates user names with events, so
that you can see, for example, who acknowledged a specific alarm or reset a latch.

A typical iControl configuration consists of multiple rooms, areas or groups for processing and
distributing content. Each room/area/group has its own hardware equipment including Grass
Valley Densité and Imaging (Symphonie/Quartet) cards and various third-party equipment.
Each room/area/group also has its own private local area network (LAN). It is convenient to
map these rooms to iControl domains for security considerations. The figure below illustrates
a typical domain architecture.

Acme Broadcasting Inc.
ic-acme.com

Projects e o o Studios
ic-projects.ic-acme.com ic-studio.ic-acme.com

Master Grid HD Remote 1A
ic-hdmg.ic-projects.ic-acme.com ic-projchs.ic-projects.ic-acme.com ic-1a.ic-studio.ic-acme.com

HD Remote 2K 6A
ic-hdrems.ic-projects.ic-acme.com ic-2K.ic-studio.ic-acme.com ic-Ba.ic-studio.ic-acme.com
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Sample Network Topology

iControl provides multiple domain- and role-based authentication based on the Lightweight
Directory Access Protocol (LDAP). In a typical system, each domain has one LDAP server

(i.e., LDAP running as a service on an iControl Application Server), and manages its own
accounts with top down referrals. In such a configuration, users from a higher level domain
can log in to a lower level one. For example, in the architecture shown above, users from the
ic-projects.ic-acme.comor ic-acme.comdomains can log in directly to
ic-hdmg.ic-projects.ic-acme.com.

Users from a higher level domain log in to a lower level one with role inheritance. For example,
a user registered as an operator at the top level ic-acme. com could log in to
ic-projects.ic-acme.com asan operator, but would inherit the permissions from the
operator role in the lower-level domain.

Each domain has a default user defined—the admin user. This user has the role of super
assigned to it, which means that anyone who logs in as admin has access to everything in the
domain. The default admin user has a default password, which is also admin. This password
can be changed. You might want to do this to improve security. The admin user profile can
also be restored to its original state if accidentally deleted. For more information about
resetting the admin user profile, see Resetting a Domain’s Admin User Account, on page 337.

Sample Network Topology

302

The figure below illustrates a general network topology with some sample domains. All
domains are configured with their own private local LAN (192.168) connected to a second
iControl Application Server NIC (eth1). A client PC is configured on the LAN for maintenance
engineers to configure and control equipment in the room. All equipment in the room is also
configured on the local LAN for private access. External PCs on the public network cannot
access any equipment directly.

Each room has one or more iControl Application Server(s), depending on the amount of
equipment to monitor and control. The Application Servers within each room are connected
to the same local LAN (192.168). The primary NIC (eth0) is configured for the public subnet
(3.199.107). This is the only subnet available to connect all Application Servers from all
rooms to the public LAN. PC clients can be connected on the public subnet, but typically
monitoring and control will be from PCs on the corporate LAN behind the firewall as shown.
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Acme Inc. Domain - ic-acme.com

Projects - ic-projects.ic-acme.com 1 | Studios - ic-projects.ic-acme.com |

HD Master Grid (HDMG) - ic-hdmg ic-projects.ic-acme.com i B T aprlecteceenecan

Single Sign-on and External Integration

The iControl architecture is open and uses standard schemes, allowing integration with
existing security infrastructures. iControl supports integration with existing directory services
using standard schemes for authentication. The system can be configured to use an external
LDAP server or directory services server instead of using the iControl LDAP server.

It is also possible to use multiple LDAP servers with referral capabilities. For example, iControl
can bind and authenticate with an external LDAP server, but manage its permissions on the
iControl LDAP server for iControl-specific resources. Referrals are supported between LDAP
databases to support multiple domain authentication.

In the case where it is not possible to get direct access to directory services, iControl can be
integrated with an existing enterprise “single sign-on” system. For example, iControl interfaces
with Microsoft Active Directory, or with Netegrity SiteMinder from Computer Associates, to
authenticate users.

Setting up Access Control

The figure below depicts a simple scenario — a single domain with two iControl Application
Servers.
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Setting up Access Control
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iControl Application Server

llAlpha"

iControl Application Server
“Bravo”

Client PC

Here are the steps you would follow to set up Access Control in this scenario, along with
references to the associated procedures in this chapter:

To set up Access Control in the preceding example

1. Activate LDAP service — Open the Access control page (see page 682) of an Application
Server (e.g., Alpha) to set up and activate an LDAP service, including building a list of
managed domains and remote domain referrals (if any) (see page 311).

2. Enable access control — Enable access control on Alpha (see page 317).

3. Configure users, roles, and permissions — Open iC Navigator from Alpha, and then use
the Privilege Management window to create users, assign roles (e.g., operator,admin), and
assign permissions (e.g., ability to open a control panel). Then open iC Creator and use the
Page Privilege Management window to assign Web-based permissions (e.g., ability to
open a Web site).

See:
+ Opening the Privilege Management Window on page 709
+ Opening the Pages Privilege Management Window on page 727
4. Configure other Application Servers — Open the Access control page of other

Application Servers in the same domain (e.g., Bravo) to enable access control and to point
to the LDAP service running on Alpha.
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5. Client login — When a user opens an application (e.g., iC Navigator, iC Web) from Alpha
or Bravo, he/she must log in to begin an iControl session. From that point on, their ability to
perform various operations will depend upon what role they have been assigned (and how
that role was configured).

Key Concepts

Access Control

LDAP

Domains

Users can open any application (e.g., iC Navigator) from an Application Server on which access
control has not been enabled. In such cases, the message Access control disabled appears in
the title bar of the application window.

p
[® Grass Valley iControl Navigaté - Access control disabled

File View Discovery Too's Help

% Specific location | | ™ Al locations | | B Eventlogviewer | | B Inrident log viewer

| |
Short label® Type

ACP-1721
hello
ACP_AT2

- Access control disabled

Enabling access control on an Application Server causes its applications and services to
require users to log in, and to enforce role assignments and permissions. See Enabling Access
Control on page 317, and Enabling Active Directory Single Sign-on on page 317.

iControl Access Control employs the Lightweight Directory Access Protocol (LDAP) for user
authentication. LDAP is an application protocol for searching and editing directories.

A directory is a database containing similar “objects” organized hierarchically. An LDAP
directory is similar to a telephone book, where entries consisting of names, addresses, and
phone numbers are organized into higher level groups. In an LDAP directory, the topmost
level corresponds to a domain (e.g., myCompany . com).

Access control in iControl makes use of the concept of domains. A domain is a logical grouping
of users, resources and applications.

Domains are specified using dot notation (e.g., myCompany . com), and are hierarchical—there
is typically one top level domain for a company, with several lower level domains organized in
some pattern. For example, a company might have myCompany . com as the top level domain,
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Resources

Resources

Templates

Users
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and then one lower level domain per city (e.g., montreal.myCompany,
toronto.myCompany).

- every iControl resource is located in a domain

- every iControl client application (e.g., iC Navigator) is opened from a domain
+ every server process is run within a domain

» adomain can contain more than one iControl Application Server

« adomain is also considered a resource

« adomain contains higher level permissions such as startNavigator, manageUsers, etc.

A resource is any device (e.g., a Densité card), service (e.g., Densité Manager) or Web object
(e.g., a Web page) that can have a permission assigned to it. It is defined by three elements: a
unique ID, a resource type, and a domain. Some examples are given in the table below:

Resource Unique ID Type Domain

Densité card dev4.icontrol.com_H_Densité_SLOT_1_31 DEC-1002 myCompany . com

Web page http://10.2.0.251/icw/sites/SkyAssure2.0.0.0_ | webpage myCompany . com
0007 /Web_pages/home.mpf

Each time you add a new resource (card or service), it will obtain a set of default permissions
from a template stored in the LDAP directory. The template is created automatically the first

time you add a new card or service, and can be modified in the Resource Assignment panel
of the Privilege Management window (see Assigning Resources, on page 333).

Templates are particularly useful for cards, allowing you to define the basic permissions for all
roles for a certain card type. As new cards (of the same type) are added, they copy the
permission set.

iControl distinguishes between the user profiles used to log in to client-side applications (like
iC Navigator, iC Creator, etc.) and user profiles used to log in to the Application Server itself
(through a secure shell or the server’s Web client pages).

User Profile Management for Client-Side Applications
For client-side operations, iControl offers access control based on individual user credentials
and the role assigned to that user.

A user is an individual registered in iControl, usually attached to a single domain. A user is
designated by a UID, followed by the @ symbol, followed by a domain
(e.g., joeuser@montreal.myCompany).
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A user can access resources in his/her own domain or any domain below on the condition that
permission is given to that user at the domain level. To access a domain, the user has to be
authenticated by providing a password.

See also

For more information about creating, editing, and deleting user profiles for client-side
applications, see Creating, Modifying, and Removing Users (Client-Side Applications),
on page 325.

User Profile Management for Application Server Administration

For Application Server administration, if you log in to iControl admin using credentials
associated with the super role, you can change the passwords associated with the two default
user profiles for server-side operations. Additionally, you can import lists of user profiles, from
CSV files, or export your Application Server’s current user profiles to a CSV file. For added
server-side security, administrators may decide to deny root user profile login over a secure
shell (SSH). You can accomplish this on the Access control page of your Application Server.

The set of tasks available from iControl admin depends on the current user’s role.

Role Default credentials | Description

Super User: admin Has access to everything.

Password: icontrol

Administrator | User:miranda Cannot change the password associated with the predefined users admin and
Password: icontrol | Miranda. Cannot export orimport user profiles. These access control features are
only available to super users.

Operator User: user Does not have access to the Access control page. Cannot upgrade/downgrade
Password: icontrol | iControl. Can back up and restore the system.

Note: The default iControl admin users (admin, miranda, and user), and any
additional users you might have imported from a CSV file, do not have access to LDAP
or Active Directory sub-domains, and should not be used to access client-side
applications when LDAP is enabled. In such cases, use the domain-specific default
user admin (default password: admin) or an LDAP (or AD) user with the adequate
permissions.

See also

For more information about:

« Exporting user profiles to a spreadsheet, see page 336.

« Importing user profiles from a file, see page 337.

« Resetting a Domain’s Admin User Account, see page 337.

« Allowing or denying root SSH login on the Application Server, see page 338
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Actions

Actions

Actions are used to define what can be done on a resource that requires access control.
Typically every resource type will have a set of possible actions assigned to it. For example,
there are two actions that can be associated with a Web page: edit and delete.

Itis important to distinguish between actions that apply to particular resources and actions
that are more general. For example, the editGroups action does not apply to a particular group,
but refers to the capability of a user to edit all groups. For that reason its resource type is
domain. On the other hand, the viewWebPage action can be applied to a specific Web page, so
its resource type is Webpage.

Currently, actions are assigned in either iC Navigator or iC Creator (see Assigning Resources,
on page 333).

The table below lists actions that can be used to assign permissions. The user readable name is

what is visible on screen, as are the action categories, which correspond to folders:

Action Action Name User Readable Name Description

Category

--- The following actions are available within iC Navigator ---

Resource acknowledgeAlarms Acknowledge alarms Ability to acknowledge any alarm
resetLatchAlarms Reset latch on alarms Ability to perform a reset latch on a alarm
resetLatchAllAlarms Reset latch on all alarms | Ability to perform a reset latch command

on all alarms
setOperationalModeAlarms | Set operational mode on | Ability to place an alarm in operational
alarms mode
scheduleAlarms Schedule alarms Ability to schedule alarms
snoozeAlarms Snooze alarms Ability to snooze alarms
iC Navigator editGroups Add/Delete/Rename Ability to manipulate folders and group
groups views
startNavigator Start iControl Navigator | Ability to log in to iC Navigator
iC Web startiControlWeb Start iControl Web Ability to log in to iC Web

iC Creator startCreator Start iControl Web Ability to log in to iC Creator

Creator

Privilege managePrivileges Manage privileges Ability to access the application-specific

Manager privilege management system.

Resource openControlPanel Open control panel Ability to open the control panel of a

assignment tab service. This is managed on a per service

basis.

--- The following actions are available within iC Creator ---
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(Continued)
Action Action Name User Readable Name Description
Category
Web sites openWebsite Open Web site Ability to open a Web site in iC Web or
(site name) iC Creator
publishWebsite Publish Web site Ability to publish a local site to an
Application Server (remote) site
deleteWebsite Delete Web site Ability to delete a site from an Application
Server (remote)
Web pages openWebpage Open Web page Ability to open a Web page in iC Web or
(page name) iC Creator. User must also have view access
on the Web site to view Web page.
deleteWebpage Delete Web page Ability to delete a page from a site
Widgets openWidgetpage Edit widget Ability to open a widget in iC Web or
(widget name) iC Creator
deleteWidgetpage Delete widget Ability to delete a widget from a site

Permissions

Roles

A permission is an association between an action and a resource in a specific domain, for

example:

view control panel for dev4.icontrol.com_H_Densité SLOT_1_31 of type SCP-112in
toronto.myCompany

If a user is given a permission (see note below), then he or she can perform the action on the
specified resource, in the specified domain.

Note: Permissions are not assigned directly to users. They are assigned to roles that

are, in turn, assigned to users.

Roles are a mechanism for describing groups of users, with names that typically reflect real

world job descriptions, such as administrator, operator, or maintenance. A set of permissions is
associated with each role, which can then be assigned to one or more users. For example, the

guest role in the toronto.myCompany domain could have this set of permissions:

Resource Type | Resource Name Resource Domain Action

Domain toronto.myCompany toronto.myCompany | startNavigator
SCP-1121 dev4.icontrol.com_H_Densité SLOT_1_31 toronto.myCompany | openControlPanel
Website http://10.2.0.251/icw/sites/SkyAssure | toronto.myCompany | openWebsite
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Notice that all resources in this example are located in toronto.myCompany. A role in a given
domain can only give permissions for resources in its domain.

Note: A user cannot have different roles in different domains. For example,
joeuser@myCompany with the administrator role in the myCompany domain could
not be given an operator role in the montreal.myCompany domain.

Roles are usually defined and assigned by an administrator, although there are special roles
that exist by default. A user with no assigned role (no permission) in a domain cannot do
anything with resources under access control. A special role (super) exists in every domain — a
super user has permission to do everything in his/her domain. Permissions are given to users
based on their roles and domains as defined by the security administrator.

Roles can be created, deleted, and customized. A typical set of roles could be defined as
follows:

Role Description

Super Access to all resources, full administrative privileges, plus ability to change the password for the two
predefined iControl admin users (the super user admin, and the default administrator miranda).

Administrator Full access to all resources plus administrative privileges. For example, an administrator can create
accounts and assign permissions for roles.

Maintenance Access to all resources but no administrative privileges. For example, maintenance personnel can
change hardware configurations and settings but cannot modify user privileges or create accounts.

Operator Limited to operational tasks only. For example, an operator may not be able to change hardware
settings.

Guest Limited to very specific applications and views. Cannot change anything.

IT Limited to IT tasks, NMS type monitoring of servers including iControl Application Server health
monitoring.

Role Inheritance

Each domain maintains associations between users and roles, and implements role
inheritance. Role inheritance means that there is no explicit role for a given user in a domain,
the role this user has in the superior domain (if any) will be used.

For example, if joe@myCompany . com has the role operator in myCompany . com, then
joe@myCompany . com will have role operator in domain montreal.myCompany.com also.

Access Control Page

310

The Access control page is used to enable or disable access control on an Application Server, to
set up directory (LDAP, Active Directory) services, to download logs, as well as to allow or deny
root SSH login to the Application Server. This is also where super users can change the
password for the two predefined iControl admin users (the super user admin, and the default
administrator miranda). See Managing Users for Server-Side Operations on page 336.
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Client Configuration

The Client configuration section is used to define information required by Application
Servers to enable access control. Client applications (iC Navigator, iC Creator, etc.) and
services (GSM, Densité Manager, etc.) will use the information entered here to know which
domain they run in, and where to go to access an LDAP server.

LDAP Configuration

The LDAP configuration section is used to define information required by Application
Servers that will be running an LDAP service. See Configuring LDAP on an Application Server
on page 311.

External Active Directory Configuration

The External Active Directory configuration section is used to define information required
to allow single sign-on to the Application Server. See Enabling Active Directory Single Sign-on
on page 317.

Detailed Directions

Configuring LDAP on an Application Server
The way in which you configure LDAP depends upon your network configuration. The
procedures below describe how to configure LDAP in single and multiple domain networks.

Configuring the LDAP Service on an iControl Application Server for a Single
Domain

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Access control page (see page 682).

« You have read Rules for Local Domains on page 316.

To configure the LDAP service on an iControl Application Server for a single
(local) domain

1. On the Access control page, in the Base Domain managed by this server field, type the
name of the domain (e.g., toronto.myCompany . com) that this Application Server will
manage.
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Configuring the LDAP Service on an iControl Application Server for a Single Domain

LDAP configuration-
I

_ Visit Admin Page

Domains Managed Here Remote Domain Referrals
Mot available - Mot available ~

m Delete Reset admin account m Visit Admin Page

2. Leave the Superior referral IP field empty.

3. Click Initialize.

Note: If this Application Server has previously been used to run an LDAP service,
the button will be labelled Reinitialize.

4. Select the Run LDAP service on this Application Server check box.
As the LDAP service starts up, the iControl admin page reloads.

5. In the Domains Managed Here area, click Add.

Mot available

SYSTEM RESPONSE: A window appears, prompting you to type a domain name.

6. Type the local domain name, and then click OK.

SYSTEM RESPONSE: The newly added local domain appears in the list under Domains
Managed Here.

At this point, the LDAP service is running on the Application Server, and configured for a

single domain.

312



iControl
User Guide

Configuring the LDAP Service on an iControl Application Server for Multiple
Domains

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
+ You have opened the Access control page (see page 682).
+ You have read Rules for Local Domains on page 316.

+ You have the illustration Sample Multi-Domain Setup on page 315 available as a reference.

To configure the LDAP service on an iControl Application Server for multiple
domains

1. On the Access control page, in the Base Domain managed by this server field, type the
name of the domain (e.g., myCompany . com) that this Application Server will manage.

-LDAP configuration-
]

_ Visit Admin Page

Domains Managed Here Remote Domain Referrals

Mot available - Mot available ~

m Delete Reset admin account m Delete @ Visit Admin Page

2. Leave the Superior referral IP field empty.

3. Click Initialize.

Note: If this Application Server has previously been used to run an LDAP service,
the button will be labelled Reinitialize.

4. Select the Run LDAP service on this Application Server check box.

SYSTEM RESPONSE: As the LDAP service starts up, the iControl admin page reloads.
5. In the Domains Managed Here section, click Add.

SYSTEM RESPONSE: A window appears, prompting you to type a domain name.
6. Type the local domain name (from), and then click OK.

SYSTEM RESPONSE: The newly added local domain appears in the list under Domains
Managed Here.

7. Repeat step 5 through step 6 as needed to add additional domains, which must be children
of the local (base) domain (e.g., montreal.myCompany.com,
winnipeg.myCompany.com, etc.).

8. In the Remote Domain Referrals section, click Add.
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Configuring the LDAP Service on an iControl Application Server for Multiple Domains

10.

11.

12.

13.

314

Remote Domain Referrals

Chdd ] velete | VistcAdmin page |

SYSTEM RESPONSE: A window appears, prompting you to type a referral domain.

Note: You should add a referral domain if you want a user to be able to have access
to resources in the remote domain.

Type the referral domain name followed by the IP address of the LDAP server
(i.e., Application Server) that manages that domain (e.g., ottawa.myCompany.com
10.10.20.10), and then click OK.

SYSTEM RESPONSE: The newly added local domain appears in the list under Remote Domain
Referrals.

Note: There is no need to add sub-domains
(e.g., operations.ottawa.myCompany.com) since the referral to a domain
implicitly refers to its children.

Select the new referral domain name in the list, and then click Visit Admin Page.

SYSTEM RESPONSE: A new window or tab (from the referral server) appears in your Web
browser.

In the Base domain managed by this server field, type the name of this referral server’s
domain (from).

In the Superior referral IP field, type the IP address of the Application Server you originally
logged in to.

Directory configuration

Note: The Superior referral IP is used as an alternative when the LDAP server
cannot resolve the distinguished name (DN) of an entry. The Superior referral IP
should point to an LDAP server that will be able to resolve the DN, such as the LDAP
server that manages the parent of the base domain.

Click Initialize.
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Note: If this Application Server has previously been used to run an LDAP service,
the button will be labelled Reinitialize.

14. Select the Run LDAP service on this Application Server check box.

SYSTEM RESPONSE: As the LDAP service starts up, the iControl admin page reloads.
15. In the Domains Managed Here section, click Add.

SyYSTEM RESPONSE: A window appears, prompting you to type domain name.
16. Type the local domain name (from), and then click OK.

SYSTEM RESPONSE: The newly added local domain appears in the list under Domains
Managed Here.

17. Repeat as needed to add additional domains.

At this point, the LDAP service is running and configured on both the local and the referral
Application Servers. You should also enable Access Control on these servers if this has not
already been done (see page 317).

Note: If you configured the LDAP service immediately after enabling Access
Control on the Application Server, you must now restart iControl (see Starting &
Stopping iControl Services, on page 678).

Sample Multi-Domain Setup

Domain managed by 10.6.0.76

Client configuration Client configuration

10.6.0.76
[ save |
LDAP configuration LDAP configuration
N KT
Domains Managed Here Remote Domain Referrals Domains Managed Here Remote Domain Referrals
myCompany.com * montreal. myCompany.com 10.6.0.76 I
[ P ooe e a3 a3
Local Application Server Remote Application Server
10.6.0.75 10.6.0.76

An operator from a parent domain (e.g. myCompany.com) can log
onto an application (e.g. /C Web) opened from this server, but will
have the permissions associated with role Operator on 10.6.0.76.
An operator from a sibling domain (e.g. toronto.myCompany.com)
will be denied access.
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Rules for Local Domains
+ One locally managed domain must be the base domain.

For example, the IP address 10.6.0.75 could have grassvalley. com as the base
domain. It is also possible for the IP address 10.6.0.76 to have
Canada.Toronto.grassvalley.com as the base domain.

- All additional locally managed domains must relate to the base domain.

For example, the IP address 10.6.0.75 could have grassvalley.comas a base domain
and the following other valid domains: Canada.grassvalley.conm,
Toronto.grassvalley.com, and Canada.Toronto.grassvalley.com.

- All additional locally managed domains must relate to a base domain and existing
subdomains.

For example, for IP address 10.6.0. 75, the additional locally managed domain
Toronto.Canada.grassvalley.com requires that Canada.grassvalley.com and
Toronto.grassvalley.com exist. with grassvalley.com as the base domain.

Rules for Remote Domains

- Remotely managed domains must be the child of a locally managed domain.

For example, for IP address 10.6.0.75, Toronto.Canada.grassvalley.comis the
child of Canada.grassvalley.comwhich is also managed by IP address 10.6.0.75.

Removing Domains

REQUIREMENTS
Make sure you meet the following conditions before beginning this procedure:
» You have opened the Access control page (see page 682).
+ You have read Rules for Local Domains on page 316.

+ You have the illustration Sample Multi-Domain Setup on page 315 available as a reference.

To remove a domain

1. On the Access control page, select a domain in the list under Domains Managed Here or
Remote Domain Referrals.

2. Click Delete (the Delete button corresponding to the list from which you are removing a
domain).

SYSTEM RESPONSE: The domain is removed from the list.

Note: Removing a domain deletes all users and privilege settings associated with
that domain (all of its LDAP entries are cleared).
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Enabling Access Control

REQUIREMENT

Before beginning this procedure, make sure you have opened the Access control page (see page 682).

To enable access control on an iControl Application Server

1.

On the Access control page, under Client configuration, in the field Domain used by client
programs, type the name of the domain (e.g., myCompany . com) that is to be used by client
applications and services opened from this Application Server.

—Client configuration

10.37.94.45

e G

2. In the field IP Address of LDAP server clients should use, type the IP address of the
Application Server where the LDAP server is to be running.
For a given Application Server, the LDAP server can be running either on the (local)
Application Server itself, or on a remote machine. If the LDAP server is to run on the local
machine, you must configure the LDAP service (see Configuring LDAP on an Application
Server, on page 311).

3. Click Save.

4. Select the Enable security on this Application Server check box.
A message appears advising you that you must restart iControl services in order for security
(Access Control) to take effect.

5. Click OK.

6. Restart iControl (see Starting & Stopping iControl Services, on page 678).

Enabling Active Directory Single Sign-on

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:
+ You have enabled security (see Enabling Access Control, on page 317).
« You have enabled the LDAP service (see Configuring LDAP on an Application Server, on page 311).

+ You have opened the Access control page (see page 682).

To enable Active Directory single sign-on, on an iControl Application Server

1.

On the Access control page, under External Active Directory configuration, select the
Enable check box.
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—External Active Directory configuration
systemUsername

Idap://0.0.0.0:389
domain.com

DC=domain,DC=com

Group / Role Mapping

Group / Role Mapping
Super Administrator Operator

Maintenance Guest

The related configuration fields become editable.

2. Typetherequired system credentials (i.e., the user name and password required for iControl
to communicate with the Active Directory server), the Active Directory URL, principal suffix,
and search base string.

3. Under Group / Role Mapping, define the mapping between the roles established in
iControl (i.e., Super, Administrator, Operator, Maintenance, IT, Guest), and roles configured
in Active Directory.

4. Click Save.

The user profiles from Active Directory become available, and can be used to log in to client-
side applications, and to iControl admin.

Viewing Current User Info

Viewing Information About a User Currently Logged in to iC Navigator

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To view information about a user currently logged in to iC Navigator

- IniC Navigator, on the Tools menu, point to Access Control, and then click View Info.

-~
2N Miranda iControl Navigator - Logged on as: admin@SecureDorr

File View Discovery Tools | Help

control b Viewinfo...

% Specific location 0 1EWinto
device profiles...

Label®
=7 Logical view Auto-login
Refres
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SYSTEM RESPONSE: The Access Control Info window appears, displaying the ID of the current

user, as well as the subdomain to which that user belongs.

Loggedinas:  admi
Application runs in domain: ~ SecureDomain

oK

Viewing Information About a User Currently Logged in to iC Creator

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Creator (see page 722).

To view information about a user currently logged in to iC Creator

+ IniCCreator, on the View menu, point to Access Control, and then click View info.

\O

-
! Grass 2y iControl Web Creator-http://10.6.0.75/icw/sites/ XML/

File Edit |View| Window Help
Open alarm browser...

Open MIB browser...

Show background

Show sidebar

View source

Reload sidebar

Access control

Find and select widget...

Refresh page from source

NEEI R

View info...

Leginasa dl%erent USEr...
Auto-login...
Refresh cache

Configure resources...

SYSTEM RESPONSE: The Access Control Info window appears, displaying the ID of the current
user, as well as the subdomain to which that user belongs.

Access Control Information -

i

Logged in as:

admin@SecureDomain

Application runs in domain: SecureDomain
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Logging on as Different User

Logging on as a Different User in iC Navigator

REQUIREMENT
Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To log on as a different user in iC Navigator
1. In iC Navigator, on the Tools menu, point to Access Control, and then click Log on as a

different user.

p
[ Grass Valley iControl

File  View Disc
& Specific location
device profiles...

Lat| Densite Upgrade Manager
Auto-login

ImageSto
Iai_Emul

SYSTEM RESPONSE: The Enter User ID and Password window appeatrs.

[ Enter user ID and password

User

Password

Domain myCompany.com

OK Cancel

2. Type a user name and password in the fields provided.
3. In the Domain list, click the desired domain.

4. Click OK.

Logging on as a Different User in iC Creator

REQUIREMENT
Before beginning this procedure, make sure you have opened iC Creator (see page 722).
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To log on as a different user in iC Creator

1. IniC Creator, on the View menu, point to Access Control, and then click Loginas a
different user.

\©O

-
! Grass iControI Web Creator-hittp://10.6.0.75/icw/sites XML/

File Edit |View| Window Help

E Open alarm browser... .| 202 !i n E EI
Open MIB browser... ; ______ .
Zane 4 ‘ r
Show background h------ ] -
Show sidebar
View source

Reload sidebar

Find and select widget...  Ctrl+F

Refresh page from source

Access control r View info... e

Loginasa differenL\t:ser...h

Auto-login...
Refresh cache

Configure resources...

SYSTEM RESPONSE: The Enter User ID and Password window appeatrs.

r ~
-j@ Enter user ID and password l&]
User
Password
Domain :miranda.com -
b

2. Type a user name and password in the fields provided.
3. Choose a domain from the Domain menu.
4. Click OK.

Logging in Automatically

Configuring Auto-Login in iC Navigator

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To configure auto login in iC Navigator

1. In iC Navigator, on the Tools menu, point to Access Control, and then click Auto-login.
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Configuring Auto-Login in iC Creator

322

Logona
Auto-login.

Auto log on as admin cureDomain from now on

oK Cancel

2. Select Autologin as <current user> at next startup.

3. Click OK.

SySTEM REsPONSE: The current user will automatically be logged in next time iC Navigator
opens (the Enter User ID and Password window will no longer appear).

Configuring Auto-Login in iC Creator

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Creator (see page 722).

To configure auto login in iC Creator

1. In iC Creator, on the View menu, point to Access Control, and then click Auto-login.
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File Edit |V

Window Help

Open alarm browser... | 20 | )" ﬁ EI

Open MIB browser... =

! Grass tlt',ontrol Web Creator-http://10.6.0.75/icw/sites/ XML/

Show background

Show sidebar
View source
Reload sidebar

Find and select widget...  Ctrl+F

Refresh page from source

Access control Ly View info...
Log in as a different user...

9 Auto-login... |\ e

Refresh cache

Configure resources...

SYSTEM RESPONSE: The Auto Login window appears.

Auto Login

2. Select Autologin as <current user> at next startup.

3. Click OK.

SYSTEM RESPONSE: The current user will automatically be logged in next time iC Creator
opens (the Enter User ID and Password window will no longer appear).

Refreshing the Cache

When a client application (e.g., iC Navigator) is opened from an Application Server, it reads
the current access control settings from the LDAP service on its Application Server, and keeps
those settings in a local cache. Subsequent changes made to the LDAP settings (made, for
example, by an administrator at another location) are only periodically sent to the client
application. Refreshing the cache causes the client application to re-read the settings
immediately from its LDAP server.

Refreshing the Cache in iC Navigator

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Navigator (see page 697).

To refresh the cache in iC Navigator

- IniC Navigator, on the Tools menu, point to Access control, and then click Refresh cache.
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| View info
Manage : and roles...
Logona different user...

Auto-login...

Iai_Emul
SYSTEM RESPONSE: This causes iC Navigator to re-read the settings from its LDAP server.

Refreshing the Cache in iC Creator

REQUIREMENT

Before beginning this procedure, make sure you have opened iC Creator (see page 722).

To refresh the cache in iC Creator

+ IniCCreator, on the View menu, point to Access control, and then click Refresh cache.

\O

-
! Grass 2y iControl Web Creator-http://10.6.0.75/icw/sites/ XML/

File Edit |View| Window Help

Open alarm browser...

Open MIB browser...

E-F" v Show background
v Show sidebar

View source
Reload sidebar

Find and select widget...  Ctrl+F

Refresh page from source

Access control View info...

Log in as a different user...
Auto-login...
Refresh cache

Configure resources...

SYSTEM RESPONSE: This causes iC Creator to re-read the settings from its LDAP server.
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Creating a User
REQUIREMENT
Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To create a user

1. On the iControl admin page, if necessary, click the Users tab to display the Users panel.

= [ G ] |

Domain

Domain: cureDomain ¥

| Role Definition | e Only the current
domain can be
selected here

ureDomain Information on adming
ecureDomain
reDomain

Given name: | Admin Admin
reDomain Surname: |Admin
reDomain

ecureDomain Phone number.

Email address

Confirm passw

Delete

2. Click Add.

3. In the window that appears, type a name for the new user.

Adding new user

MNew user ID:

User names in iControl are case-sensitive, and may contain letters, numbers, periods and/or
underscore characters, but not spaces. The @ symbol and current domain
(e.g., @myCompany . com) are appended to the name automatically.

4. Click OK.
SYSTEM RESPONSE: The new name appears in the list on the left of the Users panel.

325



Access Control
Modifying a User’s Settings

cureDomain
reDomain
reDomain
reDomain

5. With the new user name highlighted, type a Given Name (first name), a Surname (family
name), Phone Number (optional), and Email Address (optional) in the fields provided.

Information on Jo ecureDomain
Given name:
Surname:

Phone number:

6. Type a password for this user, and the retype the password to confirm it.

Notes

- If a user has permission to manage privileges, he or she can change the
password at any time.

+ You may also elect to have a minimum length associated with passwords. To
configure a minimum length, do the following:
1. Use WinSCP (available from the Useful downloads link in iControl) to navigate to
/usr/local/iControl/www/java_generic.properties.
2. Change the setting of the PrivilegeManager.minimumPasswordLength property
to the desired value.

By default, there is no minimum length.

7. Click Apply to save your changes and continue, or click OK to save the changes and close
the Privilege Management window.

Modifying a User’s Settings

REQUIREMENT
Before beginning this procedure, make sure you have opened the Privilege Management window

(see page 709).
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To modify a user’s settings

1. Inthe Privilege Management window, if necessary, click the Users tab to display the Users
panel.

2. Click on a user name in the list on the left of the Users panel.

o

Domain

reDomain

eDomain
ureDomain

3. With the user name highlighted, add or modify the Given Name (first name), Surname

(family name), Phone Number (optional), and/or Email Address (optional) in the fields
provided.

Information on Joe
Given name:
Surname:

Phone number:
Email address:

P ord:

Confirm password:

4. If you change the password for this user, retype the password to confirm it.

Note: If the user has permission to manage privileges, he or she can change the
password at any time.

5. Click Apply to save your changes and continue, or click OK to save the changes and close
the Privilege Management window.

Removing a User

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To remove a user

1. Inthe Privilege Management window, if necessary, click the Users tab to display the Users
panel.
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2. Click on a user name in the list on the left of the Users panel.

qg_, Privilege Managemei

Domain

Informa

Confiri

Delete

3. Click Delete.
SYSTEM RESPONSE: A confirmation window appears.

]

Delete user.) ureDomain? This operation cannot be undone!

TES Mo

4. Click Yes to permanently delete the user.

Assigning Roles

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To assign a role to a user

1. In the Privilege Management window, click the Role Assignments tab.
SYSTEM RESPONSE: The Role Assignments panel appears.
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| Privilege Manageme

Domain

Domain: | SecureDomain ¥

ignments | Role Definition | R

super
administrator

maintenance
IT
Mo Role

Close

mﬁlg

Note: Currently, you can only manage users, roles and privileges for the domain of
the Application Server from which you opened iC Navigator. The Domain drop
down menu contains only the name of this local domain.

2. Click on a row in the Roles column and choose a role for the corresponding user.

Domain: | Secl

| Rale Definition |

super
administrator

g
maintenance
IT

Mo Role

super
administrator

gue
maintenance

IT
No Role

Note: Permissions can be modified only for the roles of administrator, operator,
guest, maintenance, and IT (see Defining Roles (Permissions), on page 330, below).
The super role has all permissions. No role has no permissions. Currently, it is not

possible to add a new role to the existing set.

3. Click Apply to save your changes and continue, or click OK to save the changes and close

the Privilege Management window.
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Defining Roles (Permissions)

Before assigning a role to a user or resources to a role, it may be necessary to modify
permissions of an existing role or add a new role to the list of available roles. Additionally, you
may also delete a role if desired.

IMPORTANT: Currently, you can only manage users, roles and privileges for the domain of the
Application Server from which you opened iC Navigator. The Domain drop
down menu contains only the name of this local domain.

Adding a New Role

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To add a new role

1. In the Privilege Management window, click the Role Definition tab.
SysTem RespoNSE: The Role Definition panel appears.

Domain Hl
i

Domain: | miranda.com ¥

Rale Definition |

i i l | | | i | |
administra operator guest maintenance IRD user | AMX Operator| DEC user

=

¥

0 1 e
0 1 e

Add Role... Delete Role...

OK Apply Cancel

2. Click Add Role.
SYSTEM RESPONSE: The Input window appears.

Add a new role:

Thurby
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3. Type a new role name, and then click OK.

SYSTEM RESPONSE: The new role appears in the Privilege Management window as a new
check box column.

Domain: | miranda com >

Role Definiion | Resource Assignment

T T T
operator | maintenan... T IRD user |AMX Opera.. DEC user Guest Thurby
v

|
adminis

=

RRRIRRERRR RS
LRRIREREIRR®R

= iControl \
= iControl \

Add Role Delete Role

Apply Cancel

Deleting a Role

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To delete a role

1. In the Privilege Management window, click the Role Definition tab.
SYSTEM RESPONSE: The Role Definition panel appears.

2. Click Delete Role.

Domain: | miranda com >

Role Definition | es nment

T T
operator | maintenan... T IRD user Opera..| DEC Guest Thurby
v

w
a
=
G

[ iControl Web
(I iControl Web Creator

¥
v
Cd
¥
v
Cd
¥
v
Cd
¥
v

LRRIREREIRR®R

Add Role

SYSTEM RESPONSE: The Delete Role window appears.
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e

electrole to delete:

operator
maintenance

Thurby

oK Cancel

3. Select the role you would like to delete, and then click OK.

SYSTEM RESPONSE: The role you deleted disappears from the Role Definition tab of the
Privilege Management window.

SYSTEM RESPONSE: If there are users currently assigned the role you are deleting, however, a
Cannot delete role message appears. In this case, you must first assign a different role to
this user.

signed role in the

Role Assignments panel tnéfcure proceeding.

Defining Permissions in a Role

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To define permissions in a role
1. In the Privilege Management window, click the Role Definition tab.
SysTem RespoNSE: The Role Definition panel appears.

Note: The superuser role always has all permissions.

2. Ineach role column, click to put a check mark in the row corresponding to a permission you
wish to assign.

Note: Clickin the row corresponding to a folder to assign all of the folder’s actions.

3. Click Apply to save your changes and continue, or click OK to save the changes and close
the Privilege Management window.
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Assigning Resources

Cards and services make themselves available as resources under access control when they
first start up. For example, as a card inside a Densité frame boots, it starts a service on the GSM
that checks to see if access control is enabled. If it is, then the card adds itself to the LDAP
directory, and appears as a resource within the Privilege Management window.

Assigning Permissions to Cards and Services Based on Role Types

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To assign permissions to cards and services based on role types
1. In the Privilege Management window, click the Resource Assignment tab.
SYSTEM RESPONSE: The Resource Assignment panel appears.

| | | |
ministrator | operator | guest | maintenance

RrR R

O

Apply

Italicized items refer to resources recorded in Templates are created automatically the first time a new
the LDAP directory that are not currently card type or a new service is added to the system. Cards or
available (e.g., a card removed from its slot). services of the same type added subsequently get their

default permissions from the template

Note: Currently, you can only manage users, roles and privileges for the domain of
the Application Server from which you opened iC Navigator. The Domain drop
down menu contains only the name of this local domain.

2. By default, resources (cards and services) are displayed in the same order in which they
appear in iC Navigator’s main window. Each resource is represented by a folder containing
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its associated actions. You can, if you prefer, change the display to show actions as folders
containing resources. To do this, choose Action from the drop down menu under Select

structure view.

| |
maintenan...

This action gives read/write
access to a card’s control panel

Note: You should click Apply before choosing Action—check marks made but not
applied will be lost.

3. Ineach role column, click to put a check mark in the row corresponding to a permission you
wish to assign. Click in the row corresponding to a folder to assign all of the folder’s actions.

4. To quickly copy settings to or from another resource, right-click on a resource and choose
from the drop-down menu.

operator guest

. o Right-click to display
This card has permissions that are g

different from other cards of the this menu

same type

List of cards to or from which ——
permissions can be copied

5. Click Apply to save your changes and continue, or click OK to save the changes and close
the Privilege Management window.
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Assigning Permissions to Web Sites, Pages and Widgets Based on Role Types

IMPORTANT: Currently, you can only manage users, roles and privileges for the domain of the
Application Server from which you opened iC Creator.

Note: By default, in the Pages Privilege Management window, resources (Web
sites, pages and widgets) are displayed in the same order in which they were created.
Each resource is represented by a folder containing its associated actions.

REQUIREMENT

Before beginning this procedure, make sure you have opened the Privilege Management window
(see page 709).

To assign permissions to Web sites, pages and widgets based on role types

1. In the Pages Privilege Management window, in each role column, click to put a check
mark in the row corresponding to a permission you wish to assign. For example, to allow all
operators to open the current Web site, put a check mark in the box under Operator on the
Open Web site row.

m Pages Privilege Management 1]
[ Resource:
Domain: AD.nlupc.eu
Actions administrator | operator | guest maintenance T

------- # Delete website
~—# Open website
~-# Publish websitz
- web_pages
= Pagel.mpf
~—# Delete webpane
~-# Open webpage
= Page2. mpf
~—# Delete webpane
~-# Open webpage
= Page3.mpf
~—# Delete webpane
~-# Open webpage
= Paged. mpf
~—# Delete webpane
~-# Open webpage
- apTest.mpf
~—# Delete webpane
~# Open webpage
- Widgets
- subl/alarmPanel. mwf
~—# Delete widget
~# Edit widget
- subl/falarmPanelD. mwf
~—# Delete widget
~# Edit widget
- sublfpasg. mwf
~—# Delete widget
~# Edit widget
- testWidget . mwf
~—# Delete widget
~# Edit widget

e B e e B s B B e e B B B R B B B B B B B R B B B B B e
R e e e e e e e B e e e e B+ e e e <
R e e e e e e e e e e R e e e e e e B e e s <
o e e e e e e e e e e e e e e e i e e e
o e e e e e e e e e e e e e e e i e e e

K Apply Close

2. Click in the row corresponding to a folder to assign all of the folder’s actions.

Note: Currently,itisnot possible to add a new role to the existing set (administrator,
operator, guest, maintenance, IT).
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3. Click Apply to save your changes and continue, or click OK to save the changes and close
the Privilege Management window.

Managing Users for Server-Side Operations

Changing the Password for the Default User Accounts

REQUIREMENT

Before beginning this procedure, make sure you have opened the User management page
(see page 683), after having logged in to iControl admin, as a user associated with the super role.

To change the password for the default super user and administrator profiles

1. Onthe User management page, type a new password for the super user (admin), and for the
administrator (miranda), as desired.

2. Click Save.
The new passwords can be used to log in to iControl admin.

Exporting Users to a CSV File

REQUIREMENT

Before beginning this procedure, make sure you have opened the User management page
(see page 683), after having logged in to iControl admin, as a user associated with the super role.

To export users to a CSV file

+ On the User management page, click Export Users to CSV.
The user data is exported to a CSV file.

[E] users45.csv ‘
user;387dec3d2a23d1cT7e995f056904b1449; operator
Tygues%1387de03d2a23dlc7e995f056904b144?ﬂguesr

(R o T

User ID Password (MD5-hashed) User role

Note: The exported file does not include user profiles with the super or
administrator roles.

336



iControl
User Guide

Importing Users from a File

REQUIREMENTS

Make sure you meet the following conditions before beginning this procedure:

«+ You have opened the User management page (see page 683), after having logged in to iControl
admin, as a user associated with the super role.

« The file containing the user data you wish to import is a CSV file, in the format presented below:

boss;3687dec3d2a23d1c7e995£056904b1449; administrator
oscar; 05bba%95168eadcadetllbed52¢cl{/bBe; operator
matt;60c90d27268013c09fdcb41c%e003428;; maintenance

gastoq;387dec3d2a23d1078995f056904b144%;gues%
[ [

= LD o

User ID Password (MD5-hashed) User role

The password MUST be MD5-hashed in the spreadsheet.

To import users from a file
1. On the User management page, click Import Users from CSV.

A file selection window appears.

2. Navigate to the CSV file containing the user data you wish to import, select it, and then click
Open.

The user profiles from the CSV file become available, and can be used to log in to iControl
admin.

Resetting a Domain’s Admin User Account

REQUIREMENT

Before beginning this procedure, make sure you have opened the Access control page (see page 682).

To reset a domain’s admin user password

1. On the Access control page, in the list under Domains Managed Here, select the current
domain (the one to which the Application Server belongs).

Domains Managed Here

Reset admin account

2. Click Reset admin account.
A window appears, prompting you for a new password.
3. Type the new password, and then click OK.

4. When prompted to confirm, type the new password again, and then click OK.
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In a few moments, the page reloads, indicating the admin account has been reset.

Allowing or Denying Root user Login over SSH

REQUIREMENT

Before beginning this procedure, make sure you have opened the Access control page (see page 682).

To allow or deny root user login over SSH

« On the Access control page, in the SSH configuration area, select the check box to deny
root user access over SSH, or clear the check box to allow it.

—Client configuration
|

10.37.84.30

—LDAP configuration
]
miranda-eam , . e -

-Latest Logs-

SSH configuration
]
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Alarms in iControl
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Key Concepts
Alarms

Alarms are the central feature of monitoring in iControl. There are three types of alarms in the
General Status Manager (GSM): events, statuses, and text alarms.

An alarm:

. is astatus report on a specific condition within a site

+ can inform and/or alert

- refers to a single defined condition, usually generated by a device

+ can cause an event, status, text, or a combination of status and text to result depending on
the configuration of the alarm

The following table provides a brief description of the various types of alarms available within

iControl.

Alarm System | Description

Type Create